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PR #212

‘When remote users connect to Prisma Access via GlobalProtect, their traffic is directed through the cloud security platform. Which
security zone is typically used to represent the source of traffic origmating from these connected mobile users in Security Policy
rules?

A. A dedicated 'Mobile-Users' zone in Prisma Access.

B. The zone assigned to the GlobalProtect Gateway interface.

C. The zone assigned to the user's home network interface.

D. The zone representing the public internet (e.g., "Public’ or 'Internet’).
E. The zone configured for the 'Remote Networks' in Prisma Access.

BE: A

fE R A -

Prisma Access assigns traffic frommobile users connecting via GlobalProtect to a specific, dedicated zone for policy enforcement
purposes. Option A refers to a zone on a self-managed firewall. Option B is for site-to-site VPNs. Option C is for the destination
zone for nternet traffic. Option E is the user's local physical interface, not relevant to the traffic flow through Prisma Access. Prisma
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Access uses the 'Mobile-Users' zone to logically segment traffic originating from connected remote users.

i =8 #213

A global enterprise using Palo Alto Networks Strata NGFWs at headquarters and Prisma Access for remote users needs to
implement granular, user-aware security policies. Users authenticate via various methods, including Active Directory/LDAP, SaaS
applications integrated via SAML, and VPN connections. The security team needs to map [P addresses to usernames across these
diverse environments to enforce consistent policies. Which of the following are valid methods or sources that Palo Alto Networks
User-ID can leverage to obtain IP-to-user mappings in such a hybrid environment, potentially involving the Cloud Identity Engine
(CIE)? (Select all that apply)

¢ A. Authentication Policy configured on the firewall, prompting users for credentials for specific applications, with mapping
learned directly by the firewall.

¢ B. SNMP queries to network switches to identify the MAC addresses and associated switch ports, then correlating with
DHCP logs to find user mappings.

¢ C. Log Forwarding from Windows Domain Controllers (DCs) or Syslog from authentication servers (like RADIUS or other
identity providers) parsed by a User-1D agent or Cloud Identity Engine connector.

¢ D. Captive Portal requiring user authentication via the firewall itself, generating mappings upon successful login.

¢ E. Integration with Terminal Services Agents (TS Agents) deployed on Citrix/RDS servers to map multiple user sessions on a
single IR

ER: ACDE
SRR«

User-1ID is designed to obtain [P-to-user mappings from various sources to provide identity awareness for policy enforcement. In a
hybrid environment, multiple methods are often used concurrently. - Option A (Correct): This is a very common and scalable
method. User-1D agents (installed on servers) or Cloud Identity Engine connectors (for cloud-based IDPs) can monitor event logs
(like security event logs from DCS for Windows logins) or parse syslog messages from authentication systens to learn mappings. -
Option B (Correct): Authentication Policy (also known as Policy Based Authentication) allows the firewall to directly challenge users
for credentials (e.g., via web forms or Kerberos) for specific traffic, learning the mapping upon successful authentication. - Option C
(Correct): Captive Portal requires users to authenticate through a web page hosted or proxied by the firewall before granting access.
The firewall learns the TP-to-user mapping upon successful authentication. - Option D (Correct): TS Agents (Terminal Services
Agents) are specifically used in multi-user server environments (like Citrix, RDS) where many users share the same server IP. The
agent maps specific ports or sessions on that IP back to individual users, allowing the firewall to apply granular policies. - Option E
(Incorrect): While MAC address and DHCP correlation can sometimes aid in device tracking or location, it is not a standard or
reliable method for direct user identification and mapping in Palo Alto Networks User-1D.

P& #214

An organization wants to implement granular security inspection for Secure Shell (SSH) traffic used by administrators connecting to
critical internal servers. They need to monitor commands executed, detect potential file transfers disguised as interactive sessions,
and apply threat prevention to payloads within the SSH tunnel. Which decryption method on a Palo Alto Networks Strata NGFW
or Prisma Access is designed for this purpose, and what is a prerequisite for its successful operation for a specific server?

A. SSL Inbound Inspection, requiring the firewall to present a trusted certificate to the SSH client.

B. SSL Forward Proxy decryption, requiring the server’s private key to be installed on the firewall.

C. Application Override, forcing SSH traffic to be treated as a different application type for inspection.

D. Generic Protocol Decryption, which automatically decrypts any encrypted traffic flow by brute-forcing the session key.
E. SSH Proxy decryption, requiring the firewall to know the server's legitimate public host key to prevent man-in-the-middle
attacks.

Z%: E

f R A -

Palo Alto Networks provides specific SSH Proxy decryption capabilities to inspect encrypted SSH sessions. This is distinct from
SSL decryption methods. SSH Proxy works by intercepting the SSH handshake. To prevent a security warning to the client and
ensure the client is connecting to the legitimate server (and not a malicious intermediary), the firewall acts as a proxy. It needs to
verify the identity of the server it's connecting to . This is done by knowing the server's legitimate public host key. The firewall
presents its own host key to the client (signed by a trusted key configured on the firewall) and establishes a separate session with the
server, using the server's actual public key for verification against a configured known_hosts list or by accepting it on first use (less
secure). Option A describes SSL Forward Proxy, which is for HITPS/SSL/TLS. Option B describes SSL Inbound Inspection,



also for SSL/TLS. option D is not a valid or secure decryption method. option E is for re-identifying applications, not decrypting
traffic.

Fi 8 #215

You are using Panorama to monitor a large number of managed firewalls. You want to create a custom report that shows the top
applications consuming the most bandwidth across all managed devices, broken down by Security Zone and User Group. Which log
type in Panorama's Monitor tab is the primary source for building this type of report?

A. Summary logs

B. Threat logs

C. Traffic logs

D. System logs

E. URL Filtering logs

ER: C

R B B -

Reports on application usage, bandwidth consumption, user activity, and traffic patterns are built from the detailed session
mformation found in Traffic logs. - Option A: Threat logs are for detected security events. - Option B: Summary logs provide
aggregated statistics, but detailed reports broken down by specific criteria like Zone, User Group, and individual Application are
best built from the raw session data in Traffic logs. - Option C (Correct): Traffic logs contain the bytes transferred per session, the
application ID, the source user/group, and the source/destination zones. This detailed data allows you to aggregate and filter to
create reports showing top applications by bandwidth, segmented by user and zone. - Option D: URL Filtering logs focus on web
access and categories, not overall application bandwidth for all applications. - Option E: System logs monitor firewall health.

8 #216

A key benefit of using Prisma Access compared to self managed firewalls (PA-SeriesNM-Series) for remote user and branch
security is that the responsibility for performing the underlying software upgrades and patching of the security processing nodes lies
primarily with whom?

A. The customer administrator via Panorama.

B. The end-user via the GlobalProtect client.

C. Palo Alto Networks as the cloud service provider.

D. A third-party managed security service provider (MSSP).

E. The customer administrator via the Cloud Management Console.

ER: C

fRRERR A

Prisma Access is a cloud-delivered security service. A significant advantage of this model is that Palo Alto Networks, as the service
provider, is responsible for the ongoing maintenance, including software upgrades and patching, of the underlying security processing
nodes and infrastructure. This offloads a major operational burden from the customer's IT team. Options A, B, C, and E are
incorrect; these parties are not primarily responsible for upgrading the core Prisma Access infrastructure.

FIE #217
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