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E Y # 66
A network engineer is deploying 8865 TP phones with wireless clients connected to them. In order to apply the appropriate QoS,

the IP voice traffic needs to be distinguished from client data traffic. Which switch configuration feature must be enabled?

A. QoS routing
B. Voice VLAN

C. QBSS
D. WME

IEf#: B
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The Voice VLAN feature on switches allows the network to distinguish between voice traffic and data traffic from wireless clients
connected to IP phones. This is crucial for applying the appropriate QoS to ensure that voice traffic is prioritized over client data
traffic. References: CCNP Enterprise Wireless Design ENWLSD
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300-425 and Implementation ENWLSI 300-430 Official Cert Guide.

R #67

Refer to the exhibit.

An ACL is configured to restrict access for BYOD clients. The ACL must redirect devices to the guest portal. To which two
devices on the local network must the ACL allow access other than the DHCP server? (Choose two.)

A. SNMP server
B. Cisco ISE

C. WLC

D. DNS server

E. RADIUS server

IE%: B\ D

M #68
Refer to the exhibit.

An engineer nwist connect a fork lift via a WGB to a wireless network and must authenticate the WGB certificate against the
RADIUS server. Which three steps are required for this configuration? (Choose three.)

A. Configure WGB as a network device in ISE.

B. Configure the access point with the root certificate from ISE.

C. Configure the certificate, WLAN, and radio interface on WGB.

D. Configure the certificate on the WLC.

E. Configure a policy on ISE to allow devices to connect that validate the certificate.
F. Configuare WLAN to authenticate using ISE.

Ff#: A. C. E
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To connect a Workgroup Bridge (WGB) to a wireless network and authenticate its certificate against a RADIUS server like ISE,
the following steps are necessary:

* A. Configure the certificate, WLAN, and radio interface on WGB: This is essential because the WGB needs to have the correct
certificate to present to the RADIUS server for authentication.

Additionally, the WLAN and radio interface must be configured to ensure proper communication with the wireless network.

* E. Configure WGB as a network device in ISE: By configuring the WGB as a network device within ISE, it becomes a recognized
entity that can be authenticated and authorized accordingly.

* F. Configure a policy on ISE to allow devices to connect that validate the certificate: This step ensures that only devices with a
validated certificate, such as the WGB, can connect to the network, enhancing security.

E R #69

A shopping center uses AireOS controllers with Cisco Wave 2 APs. A separate WLAN named Guest-

012345678-WLAN is used for guest wireless clients. Management needs location analytics to determine popular areas. CMX must
track only associated clients. What must be selected on the CMX server settings?

A. Duty Cycle Cutoff

B. Exclude probing clients

C. Enable Locally Administered MAC Filtering
D. Enable Location MAC Filtering

EfE: B
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For location analytics in a shopping center using AireOS controllers with Cisco Wave 2 APs, the CMX server settings must exclude
probing clients to track only associated clients. This setting ensures that the location analytics data reflects the movements of clients
that are actively connected to the WLAN, providing accurate insights into popular areas within the shopping center. References:
CCNP Enterprise Wireless Design ENWLSD 300-425 and Implementation ENWLSI 300-430 Official Cert Guide Reference:
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B #70

Refer to the exhibit. A network administrator must migrate a Cisco Catalyst 9800 WLC from local client profiling to RADIUS
profiling through Cisco ISE. The engineer must enable RADIUS CoA based on detecting the client type as Windows to update the
access policy based on profile detection immediately. Which CoA type configuration must the engneer apply on Cisco ISE?

A. reauth
B. preauth
C. port

D. no CoA
E. bounce

EfE: A
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