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Huawei HCSP-Presales-Campus Network Planning and Design V2.0 Sample
Questions (Q32-Q37):
NEW QUESTION # 32 
Which of the following technologies is used to improve air interface security?

A. IPsec
B. WDS
C. DTLS
D. PMF

Answer: D

Explanation:
PMF (Protected Management Frames) , defined in the 802.11w standard, is the primary technology used to enhance security
specifically over the air interface . While WDS is for bridging, and DTLS/IPsec are used for tunnel encryption (like CAPWAP),
PMF protects management frames (such as Disassociation, Deauthentication, and Robust Action frames) from being forged or
spoofed by attackers. This prevents common DoS (Denial of Service) attacks where an attacker forcibly disconnects legitimate
users from the Wi- Fi network.
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NEW QUESTION # 33 
IPv4 and IPv6 addresses can be used to establish SD-WAN tunnels over different underlay links.

A. True
B. False

Answer: A

Explanation:
Huawei's SD-WAN solution supports dual-stack (IPv4/IPv6) networking. This means that overlay tunnels (typically IPsec) can be
established regardless of whether the underlying transport network (Internet, MPLS, or LTE) uses IPv4 or IPv6. This is a critical
feature for enterprises undergoing transition, allowing them to build a unified virtual private network over heterogeneous physical
infrastructures.

NEW QUESTION # 34 
Which of the following scenarios can Huawei's cloud-managed campus network solution apply to?

A. Primary/Secondary school
B. Shopping mall/Supermarket
C. Hotel
D. Micro store

Answer: A,B,C,D

Explanation:
Huawei's CloudCampus Solution is designed for high scalability and multi-branch management. It is specifically recommended in the
V2.0 design guides for:
* Retail (A, D): Centralized management of many small, geographically dispersed stores.
* Education (B): Simplified O & M for K-12 schools with limited IT staff.
* Hospitality (C): Fast deployment and easy guest Wi-Fi management for hotels.

NEW QUESTION # 35 
How many terminal identification methods are supported by Huawei's campus network solution?

A. 0
B. 1
C. 2
D. 3

Answer: B

Explanation:
Huawei's terminal identification system (used in iMaster NCE-Campus for fingerprinting IoT devices) officially utilizes 7 distinct
methods to ensure high accuracy:
* MAC OUI: Identification by the vendor prefix of the MAC address.
* HTTP User-Agent: Extracting device info from browser headers.
* DHCP Option: Identifying devices based on DHCP request parameters (e.g., Option 55/60).
* LLDP: Using Link Layer Discovery Protocol info.
* mDNS: Identifying Apple and other smart devices via multicast DNS.
* SNMP Query: Actively reading MIBs from terminals.
* Nmap/Proactive Scanning: Actively probing open ports and OS fingerprints.

NEW QUESTION # 36 
Which of the following is the main reason why SD-WAN requires high-specification devices?

A. Encryption required



B. Service orchestration
C. Forwarding processing based on Layer 3 to Layer 7 applications
D. Support for multiple automatic deployment scenarios

Answer: C

Explanation:
While encryption (IPsec) is important, the "Intelligence" in SD-WAN comes from Application-based Routing . To perform Intelligent
Traffic Steering , the gateway must identify traffic not just by IP/Port (L3
/L4), but by the actual application (L7), such as distinguishing between Office 365 and YouTube. This requires DPI (Deep Packet
Inspection) and complex signature matching, which is significantly more CPU and memory intensive than traditional destination-
based routing, thus necessitating high-specification hardware.
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