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Snowflake SnowPro Advanced: Data Engineer Certification Exam Sample
Questions (Q66-Q71):

NEW QUESTION # 66
Given the table sales which has a clustering key of column CLOSED DATE which table function will return the average clustering
depth for the SALES REPRESENTATIVEcolumn for the North American region?

A
B.
C.
D.

Answer: B

Explanation:

Explanation

The table function SYSTEMSCLUSTERING DEPTH returns the average clustering depth for a specified column or set of columns
in a table. The function takes two arguments: the table name and the column name(s). In this case, the table name is sales and the
columm name is SALES REPRESENTATIVE. The finction also supports a WHERE clause to filter the rows for which the
clustering depth is calculated. In this case, the WHERE clause is REGION = 'North America'. Therefore, the fimction call in Option
B will return the desired result.

NEW QUESTION # 67

A company is building a data stream processing application. The application runs in an Amazon Elastic Kubernetes Service (Amazon
EKS) cluster. The application stores processed data in an Amazon DynamoDB table.

The company needs the application containers in the EKS cluster to have secure access to the DynamoDB table. The company does
not want to embed AWS credentials in the containers.

‘Which solution will meet these requirements?

e A Create an IAM user that has an access key to access the DynamoDB table. Use environment variables in the EKS
containers to store the [AM user access key data.

e B. Store the AWS credentials in an Amazon S3 bucket. Grant the EKS containers access to the S3 bucket to retrieve the
credentials.

e C. Attach an IAM role to the EKS worker nodes, Grant the IAM role access to DynamoDB. Use the IAM role to set up
IAM roles service accounts (IRSA) functionality.

¢ D. Create an IAM user that has an access key to access the DynamoDB table. Use Kubernetes secrets that are mounted in a
volume ofthe EKS duster nodes to store the user access key data.

Answer: C

Explanation:

IAM roles for service accounts (IRSA) allow assigning fine-grained permissions to EKS pods based on Kubernetes service
accounts. This approach ensures that AWS credentials are not hardcoded or stored in environment variables, which enhances
security. Instead, the pods running in the EKS cluster assume the IAM role with permissions to access Amazon DynamoDB
securely.

This solution meets the requirement of providing secure access without embedding AWS credentials in the containers, while also
allowing for more granular access control at the pod level rather than relying on the node-level IAM role.

Storing AWS credentials in S3 is insecure and not a recommended practice. This approach does not meet the security requirement
of avoiding embedded AWS credentials.

Storing AWS credentials in environment variables is insecure and not recommended. This exposes credentials within the container,
increasing the risk of credential leakage.

Although Kubernetes secrets can provide some protection, storing long-term AWS credentials (access key and secret key) in
secrets still presents a security risk. The preferred method is to use temporary credentials via IAM roles (IRSA), which rotate
autormatically.

NEW QUESTION # 68



Mark the Correct Staterments:

Statement 1. Enable failover for a primary database to one or more accounts in your organization using an ALTER DATABASE ...
ENABLE FAILOVER TO ACCOUNTS statement.

Statement 2. Enabling failover for a primary database can be done by Data Engineer either before or after a replica of the primary
database has been created in a specified account.

A. Statement 1

B. Both are Correct.
C. Statement 2

D. Both are False.

Answer: B

NEW QUESTION # 69

A data engineer is launching an Amazon EMR cluster. The data that the data engineer needs to load into the new cluster is currently
in an Amazon S3 bucket. The data engineer needs to ensure that data is encrypted both at rest and in transit. The data that is in the
S3 bucket is encrypted by an AWS Key Management Service (AWS KMS) key. The data engineer has an Amazon S3 path that
has a Privacy Enhanced Mail (PEM) file.

‘Which solution will meet these requirements?

¢ A Create an Amazon EMR security configuration. Specify the appropriate AWS KMS key for at-rest encryption for the S3
bucket. Specify the Amazon S3 path of the PEM file for in-transit encryption.
Use the security configuration during EMR cluster creation.

¢ B. Create an Amazon EMR security configuration. Specify the appropriate AWS KMS key for at-rest encryption for the S3
bucket. Specify the Amazon S3 path of the PEM file for in-transit encryption.Create the EMR cluster, and attach the security
configuration to the cluster.

¢ (. Create an Amazon EMR security configuration. Specify the appropriate AWS KMS key for at-rest encryption for the S3
bucket. Create a second security configuration. Specify the Amazon S3 path of the PEM file for in-transit encryption. Create
the EMR cluster, and attach both security configurations to the cluster.

e D. Create an Amazon EMR security configuration. Specify the appropriate AWS KMS key for local disk encryption for the
S3 bucket. Specify the Amazon S3 path of the PEM file for in-transit encryption. Use the security configuration during EMR
cluster creation.

Answer: A

Explanation:

Amazon EMR security configurations allow you to define encryption settings for both at-rest and in-transit data. In this case, the data
in the S3 bucket is already encrypted with an AWS KMS key, so youneed to ensure the EMR cluster uses the same key for at-rest
encryption when accessing the S3 bucket.

For in-transit encryption, you need to provide a PEM file that contains the SSL/TLS certificate, which ensures that data transferred
to and from the cluster is encrypted.

By specifying both the KMS key for at-rest encryption and the PEM file for in-transit encryption in a single security configuration,
you ensure that the data is encrypted during storage and transmission.

NEW QUESTION # 70

A data engineer is processing and analyzing multiple terabytes of raw data that is in Amazon S3.

The data engineer needs to clean and prepare the data. Then the data engmneer needs to load the data into Amazon Redshift for
analytics.

The data engineer needs a solution that will give data analysts the ability to perform complex queries. The solution must eliminate the
need to perform complex extract, transform, and load (ETL) processes or to manage infrastructure.

Which solution will meet these requirements with the LEAST operational overhead?

e A Use AWS Lambda to prepare the data. Use Amazon Kinesis Data Firehose to load the data into Amazon Redshift. Use
Amazon Athena to run queries.

e B. Use AWS Glue DataBrew to prepare the data. Use AWS Glue to load the data into Amazon Redshift. Use Amazon
Redshift to run queries.

e (. Use Amazon EMR to prepare the data. Use AWS Step Functions to load the data into Amazon Redshift. Use Amazon
QuickSight to run queries.

e D. Use AWS Glue to prepare the data. Use AWS Database Migration Service (AVVS DMS) to load the data into Amazon



Redshift. Use Amazon Redshift Spectrum to run queries.

Answer: B

NEW QUESTION # 71
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