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For a Microsoft cloud environment, you are designing a security architecture based on the Microsoft Cybersecurity Reference
Architectures (MCRA). You need to protect against the following external threats of an attack chain:

* An attacker attempts to exfiltrate data to external websites.

* An attacker attempts lateral movement across domain-joined computers.

‘What should you include in the recommendation for each threat? To answer, select the appropriate options in the answer area.
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Your company has a Microsoft 365 ES subscription, an Azure subscription, on-premises applications, and Active Directory Domain
Services (AD DSV You need to recommend an identity security strategy that meets the following requirements:

* Ensures that customers can use their Facebook credentials to authenticate to an Azure App Service website

* Ensures that partner companies can access Microsoft SharePoint Online sites for the project to which they are assigned The
solution must minimize the need to deploy additional nfrastructure components. What should you include in the recommendation? To
answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Your company wants to optimize using Azure to protect its resources from ransomware.

You need to recommend which capabilities of Azure Backup and Azure Storage provide the strongest protection against
ransomware attacks. The solution must follow Microsoft Security Best Practices.

‘What should you recommend? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Youneed to recommend a multi-tenant and hybrid security solution that meets to the business requirements and the hybrid
requirements. What should you recommend? To answer, select the appropriate options in the answer area. NOTE: Each correct
selection is worth one point.
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Explanation
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Your on-premises network contains an Active Directory Domain Services (AD DS) domain. The domain contains 500 Windows 11
devices.

You have a Microsoft 365 subscription and an Azure subscription.

You have a Microsoft Entra tenant that syncs with the domain and is linked to the subscriptions. The devices are Microsoft Entra
hybrid joined.

You plan to deploy a solution to mitigate attacks against privileged accounts. The solution will include Microsoft Sentinel rules that
will detect attempts to use fake cached credentials.

You need to recommend a solution to create the fake cached credentials on client computers.

‘What should you recommend?

A. a Honeytoken tag in Microsoft Defender for Identity

B. User and Entity Behavior Analytics (UEBA) in Microsoft Sentinel
C. auser risk policy in Microsoft Entra ID Protection

D. a deception rule in Microsoft Defender for Endpoint
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