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ISACA AAIA Exam Syllabus Topics:

Topic Details

Topic 1

AI Operations: It covers managing AI-specific data needs—including collection, quality, security, and
classification—applying development lifecycle methodologies with privacy and security by design, change
and incident management, testing AI solutions, identifying AI-related threats and vulnerabilities, and
supervising AI deployments.

Topic 2
AI GOVERNANCE AND RISK: It encompasses understanding different AI models and their life cycles,
guiding AI strategy, defining roles and policies, managing AI-related risks, overseeing data privacy and
governance, and ensuring adherence to ethical practices, standards, and regulations.
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Topic 3

Auditing Tools and Techniques: This section of the exam measures the skills of AI auditors and centers on
auditing AI systems using appropriate tools and methods. It includes audit planning and design, sampling
methodologies specific to AI, collecting audit evidence, using data analytics for quality assurance, and
producing AI audit outputs and reports, including follow-up and quality control measures.

ISACA Advanced in AI Audit Sample Questions (Q47-Q52):
NEW QUESTION # 47 
A healthcare organization uses an AI model to analyze patient data and provide diagnostic recommendations. Which of the following
MOST effectively detects data drift related to the model's predictions?

A. Conducting periodic model retraining to ensure alignment with updated patient data
B. Comparing incoming patient data distributions with the training data set
C. Using adversarial testing to simulate scenarios that stress test the model's predictions
D. Applying overrides to allow healthcare professionals to correct the AI model's recommendations

Answer: B

NEW QUESTION # 48 
A generative AI system has a validation control in place to reject inappropriate questions by checking them against built-in ethical
standards. Which of the following enables malicious actors to circumvent this control through prompt engineering?

A. Submitting the same questions in a foreign language translated by another AI-based system
B. Asking the same questions later when the algorithm has changed after further learning
C. Randomly placing keywords unrelated to the main topic
D. Presenting theoretical situations to justify the reason for asking the questions

Answer: D

NEW QUESTION # 49 
Which of the following will provide the BEST evidence to support the alignment of an AI model with an organization's business
objectives?

A. AI change management requests
B. AI acceptable use policy
C. AI model inventory
D. AI model vulnerability assessment

Answer: C

NEW QUESTION # 50 
Which of the following is the MOST important course of action for an organization prior to allowing end users to utilize an AI tool?

A. Determine the impact to the disaster recovery plan (DRP).
B. Ensure a cybersecurity insurance clause is in place to include the use of AI.
C. Develop an AI policy with guidelines on appropriate use.
D. Implement baseline performance metrics.

Answer: C

NEW QUESTION # 51 
An organization is evaluating change management practices for AI-based decision support models. Which of the following BEST
demonstrates effective AI-focused change management?



A. Engaging an independent expert to review the model's accuracy and precision on a quarterly basis
B. Documenting model updates and retraining sessions to ensure traceability
C. Deploying two separate copies of the model after each adjustment to compare results
D. Assigning a single data science team member to adjust the model in order to establish accountability

Answer: B

NEW QUESTION # 52
......
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