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ISC Certified Information Systems Security Professional (CISSP) Sample
Questions (Q26-Q31):

NEW QUESTION # 26
Which of the following is not a common weakness of packet filtering firewalls?

A. Limited logging finctionality.

B. Vulnerability to denial-of-service and related attacks.
C. Vulnerability to IP spoofing.

D. No support for advanced user authentication schemes.

Answer: B

Explanation:

An important point with packet filtering firewalls is their speed and flexibility, as well

as capacity to block some denial-of-service and related attacks, makes themideal for placement
at the outermost boundary with an untrusted network.

Other choices represent weaknesses of packet filtering firewalls.
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Reference(s) used for this question:

WACK, John et al., NIST Special publication 800-41, Guidelines on Firewalls and Firewall Policy,
January 2002 (page 7).

and

Shon Harris All In One Book Page Version 4 Page 550 "Weaknesses of Packet Filtering"

NEW QUESTION # 27
Which of the following is of GREATEST assistance to auditors when reviewing system configurations?

A. Change management processes
B. System backup documentation
C. Operating System (OS) baselines
D. User administration procedures

Answer: A

NEW QUESTION # 28
Which of the following results in the most devastating business interruptions?

A. Loss of Commumication Links
B. Loss of Hardware/Software
C. Loss of Applications

D. Loss of Data

Answer: D

Explanation:

Explanation/Reference:

Explanation:

Data loss often lead to business failure. Data loss has the most negative impact on business functions.

Incorrect Answers:

A: Software can be reinstalled and hardware can replaced, and are therefore less critical compared to loss of data.
C: Commumication links can quite easily put back again, compared to loss of data.

D: Loss of applications is Critical as they can be reinstalled.

References:

Harris, Shon, All In One CISSP Exam Guide, 6th Edition, McGraw-Hill, 2013, p. 957

NEW QUESTION # 29

By examining the "state" and "context" of the incoming data packets, it helps to track the protocols that are considered
"connectionless”, such as UDP-based applications and

Remote Procedure Calls (RPC). This type of firewall systemis used in?

A. Third generation firewall systems.
B. Fourth generation firewall systens.
C. First generation firewall systens.

D. Second generation firewall systens.

Answer: A

Explanation:

Statefull inspection is a third generation firewall technology designed to be aware of, and inspect, not only the information being
received, but the dynamic connection and transmission state of the information being received. Control decisions are made by
analyzing and utilizing the following: Communication Information, Commumication derived state, Application derived state and
information manipulation. Here are some characteristics of Statefull Inspection technology on Firewalls:

%

Scan information from all layers in the packet.
*

Save state information derived from previous commumications, such as the outgoing Port command of an FTP session, so that



incoming data communication can be verified against it.
%

Provides tracking support for connectionless protocols through the use of session state databases.
ES

Allow state information derived from other applications access through the firewall for authorized services only, such as previously
authenticated users.
b

Evaluate and manipulate flexible expressions based on communication and application derived state information.

NEW QUESTION # 30
Which series of activities should an organization performto achieve compliance with Information Technology (IT) government
mandates, address business risks, and safeguard the organization from 0

e A Establish trusted computing platforms, execute risk awareness activities, and ensure IT operational resilience.

e B. Establish trusted life cycle management processes, execute trusted access and authorization activities, and ensure
continuous business process improvement

e (. Establish trusted product delivery processes, execute trusted computing activities, and ensure IT operational resilience

e D. Establish trusted access and authorization platforms, execute risk awareness activities, and create value for partner

organizations.
Answer: B

NEW QUESTION # 31
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