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Microsoft Cybersecurity Architect Sample Questions (Q257-Q262):

NEW QUESTION # 257

You are creating an application lifecycle management process based on the Microsoft Security Development Lifecycle (SDL).
You need to recommend a security standard for onboarding applications to Azure. The standard will include recommendations for
application design, development, and deployment What should you include during the application design phase?

A. software decomposition by using Microsoft Visual Studio Enterprise
B. threat modeling by using the Microsoft Threat Modeling Tool

C. static application security testing (SAST) by using SonarQube

D. dynamic application security testing (DAST) by using Veracode

Answer: B

Explanation:
https//www.microsoft.com/en-us/securityengineering/sdl/threatmodeling

NEW QUESTION # 258
Your company develops several applications that are accessed as custom enterprise applications in Azure Active Directory (Azure
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AD). You need to recommend a solution to prevent users on a specific list of countries from connecting to the applications. What
should you include in the recommendation?

A. device compliance policies in Microsoft Endpoint Manager
B. user risk policies in Azure AD Identity Protection

C. activity policies in Microsoft Defender for Cloud Apps

D. sign-inrisk policies in Azure AD Identity Protection

E. Azure AD Conditional Access policies

Answer: E

Explanation:
https:/docs.microsoft.com/en-us/azure/active-directory/conditional-access/howto-conditional-access-policy- location
https:/docs.microsoft.com/en-us/power-platform/admin/restrict-access-online-trusted-ip-rules

NEW QUESTION # 259
You need to recommend a solution to scan the application code. The solution must meet the application development requirements.
‘What should you include in the recommendation?

A. Azre Key Vault

B. GitHub Advanced Security

C. Application Insights in Azure Monitor
D. Azure DevTest Labs

Answer: B

Explanation:
https:/docs.microsoft.com/en-us/learn/modules/introduction- github-advanced- security/2-what-is- github-advanced-security

NEW QUESTION # 260

Your company wants to optimize using Azure to protect its resources from ransomware.

Youneed to recommend which capabilities of Azure Backup and Azure Storage provide the strongest protection against
ransonmware attacks. The solution must follow Microsoft Security Best Practices.

‘What should you recommend? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Answer:

Explanation:
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NEW QUESTION # 261
You need to recommend a strategy for App Service web app connectivity. The solution must meet the landing zone requirements.
‘What should you recommend? To answer, select the appropriate options in the answer are

a. NOTE Each correct selection is worth one point.
Answer Area

For connectivity from App Service web apps to virtual
machines, use:

Private epdpoints
Service endpoints
Virtual network integration

Femeonnectivity from virtual machines to App Service web
apps, use:

Private endpoints
Service endpoints
Virtual netwark intearation

Answer:
Explanation:
Answer Area
For connectivity from App Service web apps to virtual
machines, use: |Private endpoints
Servige endpoints
\irtual network integration |
For connectivity from virtual machines to AppiSemvice web
apps, use: |Private endpoints
Service endpoints
Virtual network intearation
NEW QUESTION # 262
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