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Fortinet FCP - FortiGate 7.6 Administrator Sample Questions (Q78-Q83):

NEW QUESTION # 78
A new admmistrator is configuring FSSO authentication on FortiGate using DC Agent Mode.
Which step is NOT part of the expected process?

e A The user logs into the windows domain.
¢ B. The DC agent sends login event data directly to FortiGate.
e C. The collector agent forwards login event data to FortiGate.
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¢ D. FortiGate determines user identity based on the IP address in the FSSO list.
Answer: C

Explanation:
In DC Agent Mode, the DC agent sends login event data directly to FortiGate without involving a collector agent.

NEW QUESTION # 79
Which two statements about the Security Fabric rating are true? (Choose two.)

A. The Security Posture category provides PCI compliance resuits.

B. The root FortiGate provides executive summaries of all the FortiGate devices in the Security Fabric.
C. Security Rating Insights are available only in the Security Rating page.

D. A license is required to obtain an executive summary in the Security Rating section.

Answer: A.B

NEW QUESTION # 80
A FortiGate admmistrator is required to reduce the attack surface on the SSL VPN portal
Which SSL timer can you use to mitigate a denial of service (DoS) attack?

A. SSL VPN dtls-hello-timeout

B. SSL VPN idle-timeout

C. SSL VPN http-request-header-timeout
D. SSL VPN login-timeout

Answer: C

Explanation:

config vpn ssl settings

set http-request-header-timeout <1-60>

end

Timers can also help to mitigate DoS attacks with SSL. VPN caused by partial HTTP requests.

NEW QUESTION # 81
Refer to the exhibits. An administrator has observed the performance status outputs on an HA cluster for 55 seconds.



HA configuration

HQ-NGFW-1 # config system ha

HQ-NGFW-1 (ha) # show
config system ha
set group-id S
set group-name “"Training"
set mode a-p
set password ENC adfbyqY4iPexFmAnZgzDY
set hbdev "port7" @
set session-pickup enable
set override disable
set priority 200
set monitor “portl"
set memory-based-failover enable
set memory-failover-threshold 7@

b:-#mnmnitar-periw se
--ge ry--$ail ample-rate 10

set memory-failover-flip-timeout 60

end

HQ-NGFW-1 System Performance output

HQ-NGFW-1 § get system performance status

CPU states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irq 0% goffirg

CPUO states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irq@et | sofkigq

CPUL states: 0% user 0% system 0% nice 100% idle 0% iowait 0§firq 0% softirq

Memory: 2042076k total, 1837868k used (90%), 104146k fredles I%Y,) 100062k freeable (4.9%)

Average network usage: 19/2 kbps in 1 minute, 19/4 _kbpS in|l0@minutes, 19/3 kbps in 30 minutes

Maximal network usage: 36/18 kbps in 1 minute, SAyBe\kbpSwdn 10 minutes, 58/87 kbps in 30 minutes

Average sessions: 21 sessions in 1 mipute, 22 SesSion$ I 10 minutes, 21 sessions in 30 minutes

Maximal sessions: 22 sessions in 1 miput®, 28 s@ssions in 10 minutes, 28 sessions in 30 minutes

Average session setup rate: 0 sessi@fns pe®) zeéeond in last | minute, O sessions per second in last 10 minutes
Maximal session setup rate: 0 #88si@ns/per second in last 1 minute, 1 sessions per second in last 10 minutes
Average NPU sessions: 0 sea#10hs\in 985t 1 minute, 0 sessions in lasit 10 minutes, 0 sessions in last 30 minutes
Maximal NPU sessions:g0lseS8iops In last 1 minute, 0 sessions in las:'t 10 minutes, 0 sessions in last 30 minutes
Virus caught: 0 tgfal 4fifl minute

IPS attacks_blocked: G4p6tal in 1 minute

Uptime: 10fdays, 22%hKours, 50 minutes

HQ-NGFW-2 System Performance output

HQ-NGFW-2 § get system performance status

CPU states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irqg 0% softirq

CPUO states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irq 0% softirg

CPUL states: 0% user O% system 0% nice 100% idle 0% iowait 0% irq 0% softirg

Memory: 2042076k total, 993836k used (48.7%), 690352k free (33.8%), 357888k freeable (17.5%)

Average network usage: 26/18 kbps in 1 minute, 25/18 kbps in 10 minutes, 24/18 kbps in 30 minutes

Maximal network usage: 91/27 kbps in 1 minute, 92/27 kbps in 10 minutes, 92/32 kbps in 30 minutes

Average sessions: 9 sessions in ! minute, 9 sessions in 10 minutes, 9 sessions in 30 minutes

Maximal sessions: 11 sessions in 1 minute, 11 sessions in 10 minutes, 13 sessions in 30 minutes

Average session setup rate: 0 sessions per second in last 1 minute, 0 sessions per second in last 10 minutes
Maximal session setup rate: 0 sessions per second in last 1 minute, 1 sessions per second in last 10 minutes
Average NPU sessions: 0 sessions in last 1 minute, 0 sessions in last 10 minutes, 0 sessions in last 30 minutes
Maximal NPU sessions: 0 sessions in last 1 minute, 0 sessions in last 10 minutes, 0 sessions in last 30 minutes
Virus caught: 0 total in 1 minute

IPS attacks blocked: 0 total in 1 minute

Uptime: 10 days, 10 hours, 50 minutes

‘Which FortiGate is the primary?

A. HQ-NGFW-2 with the parameter priority setting

B. HQ-NGFW-1 with the parameter override setting

C. HQ-NGFW-2 with the parameter memory-failover-threshold setting
D. HQ-NGFW-1 with the parameter memory-failover-flip-timeout setting

Answer: B

Explanation:

The HA configuration shows that override is disabled (set override disable), but despite this, HQ- NGFW-1 has the higher priority
(200) and is acting as the primary, as indicated by its higher resource usage and uptime. Override allows the device with higher
priority to take over as primary, so HQ- NGFW-1 is the primary device.

NEW QUESTION # 82
Which two statements describe characteristics of autormation stitches? (Choose two.)



A. Multiple actions can run in parallel.

B. Triggers can involve external connectors.

C. Actions involve only devices included in the Security Fabric.
D. An automation stitch can have multiple triggers.

Answer: B,D

NEW QUESTION # 83
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