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are trying their best to get a Portworx-Enterprise-Professional certification in a short time. They all long to own the useful certification
that they can have an opportunity to change their present state, but they also understand that it is not easy for themto get a
Portworx-Enterprise-Professional Certification in a short time. If you are the one of the people who wants to pass the Portworx-
Enterprise-Professional exam and get the certificate, we are willing to help you solve your problem with our wonderful Portworx-
Enterprise-Professional study guide.

As is known to us, the leading status of the knowledge-based economy has been established progressively. It is more and more
important for us to keep pace with the changeable world and improve ourselves for the beautiful life. Our company can help you
solve the problem and get your certification, because our company has compiled the Portworx- Enterprise-Professional question
torrent that not only have high quality but also have high pass rate. We believe that our Portworx-Enterprise- Professional exam
questions will help you get the certification in the shortest. So hurry to buy our Portworx-Enterprise-Professional exam torrent, you
will like our products.
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The more you practice with our Portworx-Enterprise- Professional practice materials, the more compelling you may feel. Even if you
are lack of time, these Portworx-Enterprise-Professional practice materials can speed up your pace of review. Our Portworx-
Enterprise-Professional practice materials are motivating materials especially suitable for those exam candidates who are eager to
pass the exam with efficiency. Our Portworx-Enterprise- Professional practice materials have inspired millions of exam candidates to
pursuit their dreams and motivated them to learn more high-efficiently.

Pure Storage Portworx-Enterprise-Professional Exam Syllabus Topics:

Topic Details

¢ Operations and Administration: This section of the exam measures the skills of Storage Administrators and
Kubernetes Operators and covers managing cluster operations and administering container storage

Topic 1 environments using Portworx. Candidates demonstrate the ability to efficiently manage and operate storage

clusters in production environments.

¢ Business Continuity: This domain measures the skills of Disaster Recovery Planners and IT Continuity
Managers in implementing backup, recovery, and failover strategies. It ensures candidates understand how

Topic 2
P to sustain business operations and data availability using Portworx features.

e Security: This section focuses on Security Engineers and Compliance Officers responsible for enforcing
security measures in container storage environments. Topics include managing encryption, access control,

Topic 3
ope and compliance policies to protect stored data.

¢ Deploy and Install: This domain targets DevOps Engineers and Infrastructure Specialists and focuses on
deploying and installing Portworx storage solutions. It includes configuring and setting up storage clusters to

Topic 4 . o .
support containerized applications reliably and securely.

¢ Observability and Troubleshooting: This section assesses the expertise of Support Engineers and System
Administrators in monitoring storage deployments and troubleshooting issues. Candidates learn to use

Topic 5
ope observability tools and techniques to mamntain system health and resolve performance problens effectively.

Pure Storage Pure Certified Portworx Enterprise Professional (PEP) Exam
Sample Questions (Q18-Q23):

NEW QUESTION # 18
What is the minimum kernel needed for Portworx?

e A. Portworx works with any kernel
e B. Kernel version 3.10 or greater
e C. Kernel version4.15 or greater

Answer: B

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

Portworx requires a minimum Linux kernel version of 3.10 or greater to operate properly. This requirement stems from Portworx's
dependencies on certain kernel features and modules that became standard from kernel version 3.10 onwards. The kernel version
affects support for device-mapper, overlay filesystens, network stack enhancements, and other low-level capabilities essential for
Portworx's block storage finctionality and performance. Although newer kernels (like 4.15+) offer additional features and
improvements, Portworx maintains compatibility back to 3.10 to support a wide range of enterprise Linux distributions such as
RHEL, CentOS, and Ubuntu LTS releases. The official Portworx system requirements document explicitly states kernel 3.10 as the
minimum supported version to ensure stability and compatibility in production environments [ Pure Storage Portworx System
Requirements source] .

NEW QUESTION # 19
A Portworx administrator wants to enable security without guest access on a new storage cluster using the Portworx Kubernetes
operator.
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‘What configuration items should be added to the StorageCluster configuration ?

® A spec:
security: "Enabled'
e B. spec:
security:
enabled: true
auth:
guestAccess: 'Disabled'
e C. spec:
security:
enabled: true
auth:
guestAccess: false

Answer: C

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

Enabling security in Portworx without allowing guest access involves explicitly setting both enabled: true under the security section
and guestAccess: false within the auth subsection of the StorageCluster spec. This configuration activates Portworx security features,
enforcing authentication and encryption while preventing unauthenticated (guest) access to volumes. The guestAccess flag controls
whether clients without valid credentials can access storage resources; setting it to false tightens security by requiring all access to be
authenticated. This declarative setup is managed via the Kubernetes operator, ensuring consistent enforcement across cluster restarts
and upgrades. Portworx's security documentation stresses this dual setting to harden clusters against unauthorized access while
maintaining operational capabilities for authorized users, aligning with enterprise security policies and compliance standards [ Pure
Storage Portworx Security Guide source] .

NEW QUESTION # 20
When updating the Portworx StorageCluster object to mount the SSL certificate secret, which path should be specified for the
AWS_CA BUNDLE environment variable?

e A /etc/pwx/objectstore-cert/px-s3-certs
¢ B. /etc/pwx/objectstore-cert/objectstore.pem
e C. /opt/certs/objectstore.pem

Answer: C

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

‘When configuring Portworx to communicate securely with an AWS S3-compatible Object Store using custom SSL certificates, the
AWS CA BUNDLE environment variable must point to the mounted certificate file location. The correct path for this in the
StorageCluster spec is /opt/certs/objectstore.pem. This file contains the Certificate Authority (CA) bundle trusted by Portworx to
validate TLS connections to the object store. Ensuring this path is correctly specified and the certificate secret properly mounted is
critical to prevent TLS handshake failures and enable secure communication. Portworx documentation and configuration samples
specify /opt/certs/objectstore.pem as the standard path for the CA bundle within Portworx containers when integrating with custom
or private certificate authorities [ Pure Storage Portworx Security Guide source] .

NEW QUESTION # 21
‘What configuration steps should a Portworx Administrator perform to ensure that Portworx can use the S3 Object Store using a
custony3rd party (not signed by public CA) certificate?

e A. No additional configuration is necessary.
¢ B. Create a Kubernetes secret containing the certificate and reference it in the storagecluster via env variable.
e (. Create a secret containing the certificate and run pxctl certificate import command.

Answer: B

Explanation:



Comprehensive and Detailed Explanation From Exact Extract:

When integrating Portworx with an S3 Object Store secured by a custom or third-party certificate that is not signed by a public
Certificate Authority (CA), administrators must manually provide the relevant CA certificate to Portworx. This involves creating a
Kubernetes secret that contains the custom CA certificate and referencing this secret in the StorageCluster manifest through
environment variables. This allows Portworx components to trust the certificate during TLS handshake with the S3 endpoint,
avoiding connection failures due to untrusted certificates. Without this step, Portworx cannot securely commumicate with the object
store. The Portworx security and installation documentation highlights this practice as essential for secure Object Store integration in
private or regulated environments where internal or custom PKIs are used [Pure Storage Portworx Security Guide source] .

NEW QUESTION # 22
What is the primary benefit of using Dynamic Provisioning and Storage Classes in Portworx?

¢ A They require manual creation of Portworx volumes before they can be used.
¢ B. They limit the customization of volume parameters to default settings only.
¢ (. They enable the automatic provisioning of Portworx volumes without manual intervention.

Answer: C

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

Dynamic Provisioning in Kubernetes with Portworx StorageClasses enables automatic, on-demand creation of storage volumes as
requested by applications through Persistent Volume Claims (PVCs). This eliminates the need for admmistrators to manually create
and manage volumres, significantly improving operational efficiency and accelerating application deployment. StorageClasses
encapsulate parameters such as replication, encryption, and 10 profiles, ensuring consistent volume configuration. Dynamic
Provisioning also supports scaling and workload agility by provisioning storage transparently based on application needs. This

feature is central to cloud-native storage management and is well documented in both Kubernetes and Portworx installation guides. It
contrasts with manual volume creation, which is labor-intensive and error-prone, thus dynamic provisioning enhances automation and
simplifies storage lifecycle management [ Pure Storage Portworx Kubernetes Guide source] .

NEW QUESTION # 23

To succeed on the Pure Storage Portworx-Enterprise- Professional exam, you require a specific Pure Storage Portworx-Enterprise-
Professional exam environment to practice. But before settling on any one method, you make sure that it addresses their specific
concerns about the Portworx-Enterprise-Professional exam, such as whether or not the platform they are joining will aid them in
passing thePure Certified Portworx Enterprise Professional (PEP) Exam (Portworx-Enterprise-Professional) exam on the first try,
whether or not it will be worthwhile, and will it provide the necessary Portworx- Enterprise-Professional Questions.
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