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= Penetration Testers

* Vulnerability Assessment Auditors
* Risk Assessment Administrators

* Network Administrators

+ Application Security Engineers

* Cyber Forensic investigators/ Analyst and SOC Analyst

+ System Administrators/Engineers

+ Firewall Administrators and Network Managers/IT Managers
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HMA #67

Matt is an incident handler working for one of the largest social network companies, which was affected by malware. According to
the company's reporting timeframe guidelines, a malware incident should be reported within 1 h of discovery/detection after its
spread across the company. Which category does this incident belong to?

A.CAT1
B. CAT4
C.CAT2
D. CAT3
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Which of the following risk management processes identifies the risks, estimates the impact, and determines sources to recommend
proper mitigation measures?

A. Risk mitigation
B. Risk assessment

C. Risk assumption
D. Risk avoidance

IEf#: B
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James is a professional hacker and is employed by an organization to exploit their cloud services. In order to achieve this, James
created anonymous access to the cloud services to carry out various attacks such as password and key cracking, hosting malicious
data, and DDoS attacks. Which of the following threats is he posing to the cloud platform?

e A Insecure interface and APIs

¢ B. Insufficient duo diligence

e (. Data breachvloss

e D. Abuse end nefarious use of cloud services

Ef#E: D

-

James's activities, including creating anonymous access to cloud services to carry out attacks such as password and key cracking,
hosting malicious data, and conducting DDoS attacks, exemplify the abuse and nefarious use of cloud services. This threat nvolves
exploiting cloud computing resources to conduct malicious activities, which can impact the cloud service provider as well as other
users of the cloud services. This abuse ranges from using the cloud platform's resources for computationally intensive tasks like
cracking passwords or encryption keys to conducting DDoS attacks that can disrupt services for legitimate users.References:The
Incident Handler (ECIH v3) certification emphasizes understanding cloud-specific security challenges, including the abuse of cloud
services, and recommends strategies for mitigating such risks, highlighting the need for comprehensive security measures to protect
cloud environments.

R #70
The flow chart gives a view of different roles played by the different personnel of CSIRT. Identify the incident
response personnel denoted by A, B, C, D, E, F and G.

e A. A- Incident Manager, B-Incident Analyst, C- Public Relations, D- Administrator, E- Human Resource, F-
Constituency, G-Incident Coordinator

¢ B. A-Incident Analyst, B- Incident Coordinator, C- Public Relations, D- Administrator, E- Human Resource, F-
Constituency, G-Incident Manager

e (. A- Incident Coordinator, B- Constituency, C-Administrator, D-Incident Manager, E- Human Resource, F-
Incident Analyst, G-Public relations

¢ D. A- Incident Coordinator, B-Incident Analyst, C- Public Relations, D- Administrator, E- Human Resource, F-
Constituency, G-Incident Manager

Ef: C
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Rinni is an incident handler and she is performing memory dump analysis.
Which of following tools she can use in order to perform memory dump analysis?

A. OllyDbg and IDA Pro

B. Procmon and ProcessExplorer
C. INetSim

D. Scylla and OllyDumpEx

F
R

: D



RN -

For memory dump analysis, tools like Scylla and OltlyDumpEx are more suited. These tools are designed to analyze and extract
information from memory dumps, which can be crucial for understanding the state of a system at the time of an incident. Scylla is
used for reconstructing imports in dumped binaries, while OllyDumpEx is an OllyDbg plugin used for dumping process memory.
Both tools are valuable for incident handlers like Rinni who are performing memory dump analysis to uncover evidence or
understand the behavior of malicious software.
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