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HMA #54

As the primary security engineer for a large corporate network, you have been asked to author a new security policy for the wireless
network. While most client devices support 802.1X authentication, some legacy devices still only support passphrase/PSK-based
security methods.

‘When writing the 802.11 security policy, what password-related items should be addressed?

A. Password complexity should be maximized so that weak WEP IV attacks are prevented.

B. Static passwords should be changed on a regular basis to minimize the vulnerabilities of a PSK-based authentication.
C. MSCHAPV2 passwords used with EAP/PEAPVO) should be stronger than typical WPA2-PSK passphrases.

D. EAP-TLS nust be implemented in such scenarios.

E. Certificates should always be recommended mstead of passwords for 802.11 client authentication.

Ef#: B
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In environments where PSK-based authentication (like WPA2-Personal) is still in use due to legacy device constraints:
C). Regularly changing static passwords helps limit exposure from credential leaks or previous employees retaining access.
Incorrect:

A). MSCHAPW2 is vulnerable to offline attacks; recommending strong passwords is good, but that alone isn't sufficient.
B). WEP is insecure regardless of password strength due to IV reuse.

D). Certificates are stronger, but not always feasible for legacy systens.

E). EAP-TLS is ideal but not always compatible with all devices; policies should be flexible to device capabilities.
References:

CWSP-208 Study Guide, Chapters 3 and 4 (WPA2-PSK and 802.1X Considerations) CWNP WLAN Security Lifecycle and
Policy Development
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Given: XYZ Hospital plans to improve the security and performance of their Voice over Wi-Fi implementation and will be upgrading
to 802.11n phones with 802.1X/EAP authentication. XYZ would like to support fast secure roaming for the phones and will require
the ability to troubleshoot reassociations that are delayed or dropped during inter-channel roaming,

What portable solution would be recommended for XYZ to troubleshoot roaming problens?

A. WIPS sensor software installed on a laptop computer

B. Spectrum analyzer software installed on a laptop computer

C. An autonomous AP mounted on a mobile cart and configured to operate in monitor mode
D. Laptop-based protocol analyzer with nultiple 802.1 1n adapters

iIEf@E: D
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For troubleshooting fast roaming (e.g. 802.11r) across channels, a portable protocol analyzer with dual- or multi-band 802.11n
adapters enables:

Simultaneous packet capture on different channels

Capturing handofF-related frames and timing analysis in roaming scenarios This setup allows detailed capture of reassociation,
authentication, and 4- Way Handshake processes, essential for diagnosing roamng delays.

Other options (WIPS, spectrum analyzer, autonomous AP) do not support detailed 802.11 frame capture across muiltiple channels

during roaming events.
References:


https://www.jpshiken.com/CWSP-208_shiken.html

CWSP#207 Study Guide, Chapter 6 (Roaming Troubleshooting)
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You perform a protocol capture using Wireshark and a compatible 802.11 adapter in Linux. When viewing the capture, you see an
auth req frame and an auth rsp frame. Then you see an assoc req frame and an assoc rsp frame. Shortly after, you see DHCP
commumnications and then ISAKMP protocol packets. What security solution is represented?

A. WPA2-Personal with AES-CCMP

B. 802.1X/EAP-TTLS

C. 802.1X/PEAPVO/MS-CHAPv2

D. Open 802.11 authentication with IPSec
E. EAP-MD5

Ef#: D
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The frame sequence described shows:

802.11 Open System authentication and association

DHCP communication (for IP configuration)

ISAKMP packets, which are part of IPSec (used for key exchange and tunnel negotiation) This indicates that link-layer
authentication is not used, but instead, higher-layer encryption (IPSec VPN) secures communications.
Incorrect:

A and C. Would show EAP negotiation and 802.1X authentication frames.

D). WPA2-Personal would include a 4-Way Handshake before DHCP.

E). EAP-MDS does not involve ISAKMP and is used within 802.1X authentication.

References:

CWSP-208 Study Guide, Chapter 4 (IPSec and Upper-Layer Security)

Wireshark Frame Analysis of IPSec Tunnels
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Joe's new laptop is experiencing difficulty connecting to ABC Company's 802.11 WLAN using 802.1X/EAP PEAPV0. The
company's wireless network administrator assured Joe that his laptop was authorized in the WIPS management console for
connectivity to ABC's network before it was given to him. The WIPS termination policy includes alarms for rogue stations, roque
APs, DoS attacks and unauthorized roaming,

What is a likely reason that Joe cannot connect to the network?

e A Joe disabled his laptop's integrated 802.11 radio and is using a personal PC card radio with a different chipset, drivers,
and client utilities.

¢ B. An ASLEAP attack has been detected on APs to which Joe's laptop was trying to associate. The WIPS responded by
disabling the APs.

e C. Joe configured his 802.11 radio card to transmit at 100 mW to increase his SNR. The WIPS is detecting this much output
power as a DoS attack.

e D. Joe's integrated 802.11 radio is sending multiple Probe Request frames on each channel.

IEf#: A
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WIPS systens often enforce policies based on MAC addresses and associated hardware fingerprints. If Joe uses a different
wireless adapter than the one authorized, it may trigger a rogue device or unauthorized client alarm-even if it's the same laptop. This
behavior is common in environments with strict WIPS enforcement policies.

H #58
‘What policy would help mitigate the impact of peer-to-peer attacks against wireless-enabled corporate laptop computers when the
laptops are also used on public access networks such as wireless hot-spots?

e A. Require WPA2-Enterprise as the minimal WLAN security solution.
e B. Require VPN software for connectivity to the corporate network.



¢ C. Require Port Address Translation (PAT) on each laptop.
¢ D. Require secure applications such as POP, HTTP, and SSH.

IEf#: B
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EAP-TLS requires both server and client-side digital certificates, which adds complexity in client certificate management.
EAP-TTLS uses a server certificate to establish a secure TLS tunnel, after which user credentials (e.g., username/password) are
sent inside the encrypted tunnel. No client certificate is needed.

Incorrect:

A). EAP-TLS also encrypts credentials using TLS.

B). EAP-TLS supports client certificates (it's the core requirement).

C). Both EAP methods require an authentication server.

References:

CWSP-208 Study Guide, Chapter 4 (EAP Methods Comparison)

CWNP EAP-TTLS Deployment Guide
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