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Perhaps you need help with our SC-401 preparation materials. A good product, the most important thing is to seize the user's most
concerned part. We can tell you that 99% of those who use our SC-401 Exam Questions have already got the certificates they want
and they all lead a better life now. Just buy our SC-401 trainning braindumps, then you will succeed as well!

Microsoft Administering Information Security in Microsoft 365 Sample
Questions (Q74-Q79):

NEW QUESTION # 74

You have a Microsoft 365 E5 subscription that uses Microsoft Purview.

You are creating an exact data match (EDM) classifier named EDMI.

For EDM1, you upload a schem file that contains the fields shown in the following table.

 Column name Match mode

PP EU Passpart Number )

Name B all-Fall Names
DateOfBijrth Single-token
AccauntNuliilier, - | Multiztoken

What is the maximum number of primary elements that EDM1 can have?
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Answer: C

Explanation:

In Microsoft Purview Exact Data Match (EDM) classifiers, a primary element is a unique, identifying field used for data matching.
EDM allows up to two primary elements per schema.

From the provided table, the Match mode indicates how data is analyzed:

# PP (EU Passport Nummber) # Likely a primary element because it's unique.

# Name (All Full Names) # Typically not a primary element as names are common.

# DateOfBirth (Single-token) # Usually a secondary element, not unique.

# AccountNumber (Multi-token) # Can be a primary element, as it's a unique identifier.

# Since EDM supports a maximum of two primary elements, the correct answer is 2.

NEW QUESTION # 75
You are creating a DLP policy named Policyl that will be applied to the locations as shown in the following exhibit.

Choose where to apply the policy

We'll apply the policy to data that's stored in the locations you choose.

® Protecting sensitive info in on-premises repositories (SharePoint sites and file shares) is now in preview.
Note that there are prerequisite steps needed to support this new'capability. Learn more about the prerequisites

Location Scope
@: Exchange email All groups Ed
85 SharePoint sites All'sites =4
& OneDrive accounts Al users & groups £
W\TEarhg CHEYERACHENNE messages Al users & groups £
= On-premises repositories All repositories Ed
[]  Fabric and Power Bl Turn on location to scope
workspaces

Policyl contains an advanced data loss prevention (DLP) rule named Rulel.
Which two conditions can you use in Rule1? Each correct answer presents a conplete solution.
NOTE: Each correct selection is worth one point.

A. Attachment's file extension is

B. Content contains

C. Document property is

D. Document size equals or is greater than
E. Content is shared from Microsoft 365

Answer: B,E

Explanation:

* Content is shared from Microsoft 365

This rule will detect if one of your employees is sharing sensitive info outside of your organization.
* Content contains



Messages or documents that contain sensitive information as defined by Microsoft Purview Data Loss Prevention (DLP) policies.
Reference:
https/learn.microsoft. com/en-us/purview/dIp-exchange-conditions-and-actions

NEW QUESTION # 76

You need to meet the technical requirements for the Site1 documents.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer
area and arrange them in the correct order.

Actions Answer Area

Create a sensitivity label.

Wait 24 hcurs and then turn on the policy

0= ———o
Create a sensitive mfo tact’d B\C_O‘

Create a retention label.

Create an auto- IiMI Cros d

Answer:
Explanation:
Actions I . Answer Area
ogesin ____EE\jjcrosoft

] rosoft

r(Create a sensw-nio type.

-

e Y
Create a sensitive info type. (o) Create an auto- Iabelmg policy.
\C

N —— |
=

| Create an auto-labeling policy t

Explanation:
Actions Answer Area
Create a sensitive info type.
Wait 24 hours and then turn on the policy. Create a sensitivity fabel.

Create an auto-labeling policy.

Create a retention label.

= Microsoft

The goal is to automatically label documents in Site] that contain credit card numbers. To achieve this, we need a sensitivity label
with an auto- labeling policy based on a sensitive info type that detects credit card numbers.

Step 1: Create a Sensitive Info Type

# A sensitive info type is needed to detect credit card numbers in documents.




# Microsoft Purview includes built-in sensitive info types for credit card numbers, but we can also create a custom one if necessary.
Step 2: Create a Sensitivity Label

# A sensitivity label is required to classify and protect documents containing sensitive information.

# This label can apply encryption, watermarking, or access controls to credit card data.

Step 3: Create an Auto-Labeling Policy

# An auto-labeling policy ensures that the sensitivity label is applied automatically when credit card numbers are detected in Sitel.
# This policy is configured to scan files and automatically apply the correct sensitivity label.

NEW QUESTION # 77

You have a Microsoft 365 ES subscription that contains a user named Userl.

You need to ensure that all email messages that contain attachments are encrypted automatically by using Microsoft Purview
Message Encryption.

‘What should you create?

A. an information barrier segment

B. a sensitivity label

C. a data loss prevention (DLP) policy
D. a mail flow rule

Answer: D

Explanation:

Defining rules for Microsoft Purview Message Encryption

One way to enable Microsoft Purview Message Encryption is for Exchange Online and Exchange Online Protection admmnistrators
to define mail flow rules. These rules determine under what conditions email messages should be encrypted. When an encryption
action is set for a rule, any messages that match the rule conditions are encrypted before they're sent.

Mail flow rules are flexible, letting you combine conditions so you can meet specific security requirements in a single rule. For
example, you can create a rule to encrypt all messages that contain specified keywords and are addressed to external recipients.
Microsoft Purview Message Encryption also encrypts replies from recipients of encrypted email.

Reference:

https//learn.microsoft.comyen-us/purview/ome

NEW QUESTION # 78

Drag and Drop Question

You have a Microsoft 365 5 subscription that uses Microsoft Purview insider risk management and contains three users named
Userl, User2, and User3.

All nsider risk management policies have adaptive protection enabled and the default conditions for insider risk levels configured.
The users perform the following activities, which trigger insider risk policy alerts:

- User] performs at least one data exfiltration activity that results in a high severity risk score.

- User2 perforns at least three risky user activities within seven days, that each results in a high severity risk score.

- User3 performs at least two data exfiltration activities within seven days, that each results in a high severity risk score.

Which insider risk level is assigned to each user? To answer, drag the appropriate levels to the correct users. Each level may be
used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Insiderrisk levels Answer Area
iEEevated risk level | User1: |

Minor risk level User2:

| Moderate risk level | User3:

Answer:

Explanation:



Insider risk levels An-wer @rea
User1: Minor nisk level
User2: | Elevated risk level

User3: | Moderate risk level

Explanation:

Box 1: Minor risk level

Userl perfors at least one data exfiltration activity that results in a high severity risk score.

Minor:

This is the lowest risk level, assigned to users with low-severity alerts or those with at least one high-severity exfiltration activity.
Box 2: Elevated risk level

User?2 perforns at least three risky user activities within seven days, that each results in a high severity risk score.

Elevated:

This is the highest risk level, assigned to users with high-severity alerts, mutltiple high-severity insights, or confirmed high-severity
alerts.

Box 3: Moderate risk level

User3 perforns at least two data exfiltration activities within seven days, that each results in a high severity risk score.
Moderate:

This level indicates a medium risk, assigned to users with medium-severity alerts or those with at least two high-severity exfiltration
activities.

Reference:

https7//learn.microsoft.comven-us/purview/insider-risk-management-adaptive-protection

NEW QUESTION # 79
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