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Capability Maturity Model (CMM) is a framework that describes the key elements of an effective software process. It defines five
levels of maturity for software development organizations, from initial to optimized. The CMM helps organizations to assess their
current level of process capability and identify the areas for improvement1. Reference: ISO/IEC 27001:2022 Lead Auditor - IECB
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“The purpose of a management system audt is to
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evaluate the performance of an organesation s management system
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The human resources manager’s mobile

Information security [T department suggests the person
phone was hacked by ransomware,
weakness, report 1D: king for $1000 to unlock (d ) th shall pay the ransom to unlock the 24 hours
as or 0 unlo ec e
056 BM e phone, Mo further action is needed.
3
|
e medical staff's company mobile IT department suggests the company|
Information security
hone (with patient data) was hacked  shall pay the ransom to unlock the
weakness, report ID: 24 hours
o y ransomware, asking for $5000%0 company phone. No further action is
nlock (decrypt) the data needed.

E[T department reboots the cloud
Information security The cloud server does not respond and
server remotely. No further action is 24 hours

event, report ID: 090 healthcare monitoring stops for 8 hours.

needed.
Information security The cloud server does not respond and IT department reboots thencloud
incident, report ID: healthcare monitoring stops for 48 server remotely. No further action is 24 hours
012 hours, needed.
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According to ISO/IEC 270012022, which specifies the requirements for establishing, implementing, maintaining and continually
improving an information security management system (ISMS), clause 4.2 requires an organization to determine the needs and
expectations of interested parties that are relevant to its [ISMS1. This includes identifying the legal, regulatory, contractual and other
requirements that apply to its information security activities 1. Therefore, collecting more evidence on what the service requirements
of healthcare monitoring are may not be relevant to verifying the information security incident management process, as it is not
directly related to the audit objective or criteria. This option will not be in the audit trail
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select the word that best completes the sentence:
A purpose of retaining documented information is to conformity with the requirements of a management system standard.”

To complete the sentence with the best word(s), click on the blank section you want to completesse-that it is highlighted in red, and then click on the applicable text from the options below.
Alternatively, you may drag and drop the option to the appropriate blank section.
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Select the word that best completes the sentence:

“A purpose of retaining documented information is to:_ %, | demonstrate %, .;conformity with the requirements of a management system standard.”

To complete the sentence with the best word(s), click on the blank section you want to completeso that it is highlighted in red, and then click on the applicable text from the options below.
Alternatively, you may drag and drop the option to the appropriate blank section.

i demonstrate j ‘: audit \‘ t maintain ,‘ ﬁ certify J

The word that best completes the sentence is "demonstrate". According to ISO/IEC 27001:2022, Clause 7.5, the organization shall
retain documented nformation as evidence of the performance of the processes and the conformity of the products and services with
the requirements1. The purpose of retaining documented information is to demonstrate conformity with the requirements of the
management system standard, not to maintain, audit, or certify it. References: 1: ISO/IEC 27001:2022, Information technology -
Security techniques - Information security management systemns - Requirements, Clause 7.5
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Comprehensive and Detailed In-Depth

C. Correct answer:

Internal audits detect nonconformities but do not actively prevent them
A . Incorrect:

Internal audits verify corrective actions.

B. Incorrect:

Technology can reduce manual tasks in internal audits.

Relevant Standard Reference:
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