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PR #153

An administrator is reviewing traffic logs on a Palo Alto Networks NGFW and sees sessions attributed to various Device-1D
categories (e.g., "'Windows Desktop', 'Android Mobile', 'IP Camera', 'Unknown Device'). Where does the firewall obtain the
mformation used to classify sessions into these Device-1D categories?

e A Frompassive analysis of network traffic, including DHCP information, HTTP headers, and TCP/IP stack fingerprinting,
B. Fromendpoint agents installed on the devices.

C. By querying an external asset management database via APL

D. Through integration with Active Directory or LDAP.

E. From static assignments manually configured by the administrator for each IP address.

BE: A

S RE R «
Device-ID's core function is passive device profiling based on observable network attributes. Option A is manual and not scalable or
dynamic. Option B correctly describes the passive methods used to identify devices. Option C is a potential integration method for
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asset information, but not the primary mechanism for real-time Device-ID classification. Option D is for agent-based solutions like
GlobalProtect HIP or Cortex XDR, but Device-ID itself is agentless. Option E is for User-ID mapping humans, not identifying
device types.

Fi =8 #154

An administrator configures SSL Forward Proxy decryption on a Palo Alto Networks NGFW. The firewall's Forward Trust
certificate needs to be distributed to all employee workstations. What is the primary reason this certificate needs to be trusted by the
workstations?

A. To prevent the firewall from needing to send traffic to WildFire for analysis.

B. To allow the workstation to access nternal network resources.

C. To enable the workstations to encrypt their traffic before sending it to the firewall.

D. To authenticate the workstation to the firewall for policy enforcement.

E. To allow the workstations to validate the certificates that the firewall generates and presents for external websites during
the decryption process.

ZX: E
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In SSL Forward Proxy, the firewall acts as a Man-in-the-Middle. For HTTPS traffic, it intercepts the server certificate and presents
the client with a new certificate for the same site, signed by the firewall's own CA (the Forward Trust CA). For the client (browser,
application) to trust this re-signed certificate, the firewall's Forward Trust CA certificate must be installed and trusted in the client's
certificate store. Option A is incorrect; encryption is standard SSL/TLS. Option C relates to client authentication. Option D and E
are unrelated to certificate trust for decryption proxy.

FRE #155

An organization using Prisma Access has implemented policies to control remote user access. They require granular control over
which users and devices can access specific private applications (e.g., Finance Application) and specific public SaaS applications
(e.g., HR Cloud Portal), along with deep inspection for threats and data exfiltration on allowed traffic. Which Prisma Access
configuration elements are essential for implementing this granular, application-specific security for both public and private access?
(Select all that apply)

e A. Host Information Profile (HIP) objects and HIP profiles ntegrated into the Security Policy rules to enforce device
compliance as a condition for access.

¢ B. Security Policy rules matching the source user (User-1D), source zone (e.g., Mobile-Users), destination zone (e.g,,
Service-Connection for private, Public for public), and the specific application (App-1D).

¢ C. Relevant Content-1D profiles (Threat Prevention, Data Filtering, URL Filtering, WildFire) applied to the Security Policy
rules allowing access.

¢ D. SSL Forward Proxy decryption policy configured to decrypt HTTPS traffic destined for both the private application
servers and public SaaS domains.

¢ E. Configuring Destination NAT (DNAT) rules for all private application servers to be accessed by remote users.

&R:. ABCD
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Granular, secure access for both public and private applications in Prisma Access relies on leveraging the full suite of NGFW
capabilities. - Option A (Correct): Security Policy is where the primary access control decisions are made. Rules matching on source
user/group (User-ID), source zone (representing remote users), destination zone (representing the location of the application), and
specific App-1Ds for the private and public SaaS applications are findamental for allowing or denying access based on who, where,
and what. - Option B (Correct): Both public SaaS and private applications are often accessed over HTTPS. To perform deep
mspection (Threat Prevention, Data Filtering, etc.) on this traffic, it must be decrypted. SSL Forward Proxy is used for outbound
traffic to public destinations (SaaS), and decryption policies are needed for private application access if also over SSL/TLS. -
Option C (Correct): Content-ID profiles provide the deep inspection capabilities. Applying these profiles to the 'allow' security
policy rules ensures that once access is granted, the traffic is scanned for threats (malware, exploits) and checked for sensitive data
exfiltration. - Option D (Correct): In a Zero Trust approach, access can be conditioned not just on user identity but also device
posture. Integrating HIP checks into Security Policy rules allows you to restrict access to sensitive applications only for users
connecting from compliant devices. - Option E (Incorrect): Destination NAT (DNAT) is used for inbound access to internal servers
from external sources (like the nternet or potentially other sites). For remote users connected via GlobalProtect tunnels, the private
IPs of internal servers are typically routable within the Prisma Access network and Service Connection tunnels, so DNAT is not



required for mobile users accessing private apps via the tunnel

i =8 #156

In addition to Security Policies for allowing/denying and inspecting traffic, Palo Alto Networks NGFWs utilize Network policies for
controlling traffic forwarding based on routing and NAT Which types of network-layer policies are primarily configured on a Palo
Alto Networks firewall?

A. Application Override and QOS Policy

B. Threat Prevention and Antivirus Policies

C. URL Filtering and File Blocking Policies

D. NAT Policy and Policy Based Forwarding (PBF)
E. Decryption Policy and Authentication Policy

ER: D
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Network policies on Palo Alto Networks firewalls control routing and address translation at the network layer before or in
conjunction with security policy enforcement. - Option A & B & D & E: These are types of Security Profiles, Content-1D features,
or policies related to application identification, QOS, decryption, and authentication, which operate at higher layers or have different
functions than core network forwarding decisions. - Option C (Correct): NAT Policy dictates how source and destination IP
addresses (and potentially ports) are translated. Policy Based Forwarding (PBF) allows admnistrators to override the standard
routing table for specific traffic based on policy criteria, steering it to a different next hop or exit interface. These are the primary
network-layer policies for controlling forwarding.

"8 #157

An admmnistrator is onboarding a new VM-Series firewall in a public cloud environment (e.g., AWS) and wants to manage it using
Strata Cloud Manager (SCM). Unlike physical firewalls, VM-Series often leverage cloud-native capabilities for mitial setup. Which
method is commonly used for the mitial setup and onboarding of a VM-Series firewall into SCM or Panorama in a cloud
environment, facilitating Zero Touch Provisioning (ZTP)?

¢ A. Using cloud-init or user data scripts provided during VM launch to bootstrap the firewall with initial configuration and
SCM registration details.

B. Automatically discovering SCM via multicast on the cloud network.

C. Manually configuring the management interface and pointing it to SCM's IP address.

D. Connecting a serial console to the virtual machine for manual configuration.

E. Uploading a saved configuration file from the local firewall I-J1.

BEER: A
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Cloud environments offer automation capabilities for VM deployment and configuration. - Option A: While basic connectivity is
needed, relying solely on manual configuration after deployment isn't leveraging cloud automation. - Option B (Correct): Cloud
platforms like AWS and Azure provide mechanisis (cloud-init for Linux, user data scripts) to inject scripts or configuration data
during VM launch. This is commonly used to bootstrap the VM-Series firewall with its management IP, default gateway, DNS, and
the mformation needed to register with SCM or Panorama for ZTP (e.g., authentication key, serial number, management IP of
Panorama/SCM). This enables ZTP in the cloud. - Option C: Serial console access is possible but is a manual, legacy method not
used for automated ZTP in cloud environments. - Option D: Multicast is generally not supported or used for management discovery
in public cloud networks. - Option E: Uploading a saved configuration file is for restoring configuration, not initial onboarding to a
management platform
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