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¢ Conditions and Remediation: This section measures the skills of Incident Responders and SOAR

Specialists in remediating security incidents. It includes configuring manual and automated remediation
bEY 71 workflows, integrating FortiSOAR with FortiSTEM for streamlined incident resolution, and deploying
scripts to address threats while maintaining compliance

¢ FortiSIEM Rules and Analytics: This section evaluates the expertise of Security Analysts and Automation

Engineers in configuring FortiSIEM rules and analytics. It includes constructing security rules based on
bEY 72 event patterns, leveraging MITRE ATT&CK® frameworks, and configuring advanced nested queries and
lookup tables for complex threat detection and correlation.

¢ FortiSIEM Baseline and UEBA: This section tests the knowledge of Compliance Officers and Threat

Analysts in implementing baseline profiles and User and Entity Behavior Analytics (UEBA). It covers
hEY 73 creating baseline reports, configuring UEBA agents, and analyzing log-based behavioral patterns to detect
anomalies and msider threats.

¢ Multi-Tenancy SOC Solution for MSSP: This section of the exam measures the skills of MSSP Architects
and SOC Engineers in designing and deploying multi-tenant Security Operations Center (SOC)

NEy 2 4 environments using FortiSIEM. It covers defining collectors and agents, deploying FortiSIEM in hybrid
setups, managing resource allocation, and installing

¢ managing Windows and Linux agents for scalable event monitoring in multi-tenant architectures.
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B #50
Refer to the exhibit.
Event Type
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An administrator runs an analytic search for all FortiGate SSL. VPN logon failures. The results are grouped by source IP, reporting
IP, and user. The administrator wants to restrict the results to only those rows where the COUNT >= 3.
‘Which user would meet that condition?

A. Jan

B. Tom
C. Admin
D. Sarah

IEf#: B

HA #51
What is the primary finction of FortiSIEM rule processing?

A. To ensure smooth communication between FortiSIEM components?
B. To organize logs by timestamp?

C. To archive older log entries for storage?

D. To determine the actions to take based on observed events?

IEf#: D

B #52
Refer to the exhibit.
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PROCESS UPTIME

phParser DOWN
phAgentManager DOWN
phCheckpoint DOWN
phDiscover DOWN

phEventPadkager DOWN
phPeg fMoriitor DOWN
phEventForwarder DOWN
phMonitor 13:04
phMonitorAgent DOWN
Rsyslogd DOWN
F::RTINET

An admmnistrator deploys a new collector for the first time, and notices that all the processes except the phMonitor are down.
How can the administrator bring the processes up?

¢ A. The administrator needs to run the command phtools --start all on the collector.
¢ B. The collector was not deployed properly and must be redeployed.

e C. The processes will come up after the collector is registered to the supervisor.

¢ D. Rebooting the collector will bring up the processes.

Ef#: C

B #53
In the context of incident remediation, how can FortiSOAR assist?

¢ A. By orchestrating actions across multiple security tools in the environment?
¢ B. By providing a platform for team comnumnication during an incident?

¢ C. By automating specific response actions based on pre-defined playbooks?
e D. By archiving older logs to save storage space?

Ef#: A. B. C

E Y #54
Which two statements about the maximum device limit on FortiSIEM are true? (Choose two.)

e A. The device limit is based on the license type that was purchased from Fortinet.

B. The device limit is defined for the whole system and is shared by every customer on a service provider edition.

C. The device limit is defined per customer and every customer is assigned a fixed number of device limit by the service
provider.

e D. The device limit is only applicable to enterprise edition.

IEﬁ: A\ C

B #55
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