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AE #212
Which of the following is the BEST way to protect the privacy of data stored on a laptop in case of loss or theft?

A. Strong authentication controls

B. Regular backups
C. Endpoint encryption
D. Remote wipe
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AE #213
Which of the following is the GREATEST obstacle to conducting a privacy impact assessment (P1A)?

A. PIAs need to be performed many times in a year.

B. The value proposition of a PIA is not understood by management.
C. Conducting a PIA requires significant finding and resources.

D. The organization lacks knowledge of PIA methodology.
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HAE #214
‘Which of'the following BEST ensures a mobile application implementation will meet an organization's data security standards?

A. Data classification

B. Automatic dynamic code scan
C. Privacy impact assessment (PTA)
D. User acceptance testing (UAT)
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AE #215
An organization is considering the use of remote employee monitoring software. Which of the following is the MOST important
privacy consideration when implementing this solution?

A. Data should be retained per the organization's retention policy
B. Data access should be restricted based on roles.

C. Data analysis should be used to set staffing levels

D. Data should be used to improve employee performance.
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Explanation

Remote employee monitoring software is a solution that collects, analyzes and reports data on the activities and behaviors of
employees who work remotely or from home. It can help organizations to measure and improve employee productivity,
performance, engagement and security. However, it also poses significant privacy risks and challenges, as it may involve the
collection and processing of personal data, such as names, email addresses, biometric data, IP addresses, keystrokes, screenshots,
web browsing history, app usage, communication content and frequency, etc.

Data access should be restricted based on roles, meaning that only authorized and legitimate parties should be able to access and



use the data collected by the remote employee monitoring software, based on their roles and responsibilities within the organization.
This is a key privacy principle and practice that helps to protect the privacy rights and interests of the employees, and to prevent
unauthorized or excessive access, use, disclosure or modification of their personal data by the organization or third parties. Data
access restriction based on roles also helps to comply with data protection laws and regulations, such as the General Data Protection
Regulation (GDPR) or the California Consumer Privacy Act (CCPA), which require data controllers and processors to implement
appropriate technical and organizational measures to safeguard personal data.

References:

* Mobile Workforce Security Considerations and Privacy - ISACA, section 3: '"The principle of least privilege should be applied to
ensure that only authorized personnel have access to the data."

* Why Employee Privacy Matters More Than Ever - ISACA, section 3: "Privacy-first monitoring should include granular privacy
controls, including: Auto-redacting personal information; Restricting access to sensitive information based on role; Masking sensitive
mformation from view."

EAE #216
Which of the following is the BEST way to ensure privacy is embedded into the training of an Al model?

A. By obtaining consent from individuals to use their data
B. By using de-identified data

C. By posting a privacy notice before login

D. By using synthetic data

HE: D

MY

Synthetic data is generated artificially to mimic patterns without containing real personal data, making it the strongest method to
embed privacy by design in Al training, De-identification (A) reduces but does not eliminate reidentification risk; consent (B)
addresses lawfulness, not privacy-preserving training; privacy notices (D) provide transparency but not technical risk reduction.
"Synthetic data allows Al model training without exposing real personal information."
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