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PRI #30

Refer to the exhibits. The nterface details, static route configuration, and firewall policies on the managed FortiGate device are
shown.

You want to configure a new SD-WAN zone, named Underlay, that contains the interfaces port1 and port2.

‘What must be your first action?
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Interface details

Name % Type =

o [ port1 M Physical Interface

o [ port2 Physical Interface
port3 Physical Interface
© portd Physical Interface
port5 Physical Interface
[ port6 Physical Interface
B port7 Physical Interface
[ port8 Physical Interface
[ port9 Physical Interface
[® port10 Physical Interface

T_shop_1(port9) = Physical interface

E @ SD-WAN Zone &

4 HUB1 & SD-WAN Zone
% Test & SD-WAN Zone
&virtual-wanink % SD-WAN Zone

Members IP/Netmask =

192.2.0.1/255.255.255.248
o240 5 7R LEEPHE. T
0.0.0.0/0.0.0.0
172.16.0.1/255.255.255.248
10.0.1.254/255.255.255.0
0.0.0.0/0.0.0.0

0.0.0.0/0.0.0.0

0.0.0.0/0.0.0.0

0.0.0.0/0.0.0.0
192.168.0.31/255.255.255.0

0.00.0/0.000

@ HUB1-VPN1 0.0.0.0/0.0.00
= HUB1-VPN2

@ HUB1-VPN3

= port2 0.0.0.0/0.0.0.0

0.0.0.0/0.0.0.0

Static route details

s

Destination 2 GatewayIlP =

Interface =

Status =

192.168.1.0/24 ©192.2.0.254
168.1.1.0/24 192204

[ port1
% port1

© Enabled
© Enabled

Firewall policies on managed FortiGate

Policy From

To Source

Destination Service

[# port1

] DilA(1) i# port5
—tt= == i ] . ]

] Corp(3)

A. Delete the SD-WAN Zone Test.
B. Delete the static routes.
C. Delete the firewall policies.

ER: C
fRREREA

™ portd

% port1

@HTTP
@WHTTPS

@WALL

LAN-net
all

E] Corp-net

LAN-net

D. Define portl as an SD-WAN member.

You cannot add portl as an SD-WAN member ifit's already in use by an active firewall policy.




PR #31
Refer to the exhibit. Which statement best describe the role of the ADVPN device in handling traffic?

ike V=root:0:VPN1l 0:9: received informational Sequestw

ike V=root:0:VPN1l 0:9: processing notify type SHORTCUT QUERY

ike V=root:0:VPN1l 0: recv shortcut—query 5752810260829471052
6d5cdbS5ceabl874d

/0000000000000000 192.2.0.1 10.0.1.101:2048 => 10.0.3.101:0 0 psk 64 ppk O
ttl

32 nat 0 ver 2 mode 0 network-id 1

ike V=root:0:VPN1l: iif 20 10.0.1.101 -> 10.0.3.101 0 route lookup oif 20
VPN1

gwy 192.168.1.4

ike V=root:0: shared dev tunnel lookup, tun-id=192.168.1.4

ike V=root:0:VPN1l_3: forward shortcut-query 5752810260829471092 6
dScdbSceabl8

744/0000000000000000 192.2.0.1 10.0.1.101->10.0.3.101 0 psk 64 ppk 0 ttl 31
ver 2 mode 0, exr-mapping 192.2.0.1:0, network-id 1

A. This is a hub in a dual-regjon topology. The remote hub tunnel ID is 10.0.2.101.

B. This is a hub that has received a query froma spoke and has forwarded it to another spoke.

C. This is a spoke. The kernel received a shortcut request and forwards the query to another spoke.

D. This is a spoke that has received a shortcut query from another spoke and has forwarded the response to its hub.

EH: B
fE A«
Shortcut Debug—forward shortcut-query

+ Hub output—hub receives shortcut query from spoke1 and forwards it to spoke2:

ike V=root:0:VPN1_0:13: received informational request

ike V=root:0:VPN1 0:13: processing notify type SHORTCUT QUERY

ike V=root:0:VPN1_0: recv shortcut-query 13079782794578682520 3457£d9837d92£61/0000000000000000 192.2.0.1
10.0.1.101:2048->10.0.2.101:0 0 psk €64 ppk 0 ttl 32 nat 0 ver 2 mode 0 network-id 1

ike V=root:0:VPNl: iif 20 10.0.1.101->10.0.2.101 0 route lookup oif 20 VPNl gwy 192.168.1.2

ike V=root:0: shared dev tunnel lookup, tun=id=192.168.1.2

ike V=root:0:VPN1_1: forward shortcut-query 13079782794578682520 3457£d49837d92£61/0000000000000000
192.2.0.1 10.0.1.101->10.0.2.101 0 psk 64 ppk O ttl 31 ver 2 mode 0, ext-mapping 192.2.0.1:0, network-id 1
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The hub receives the shortcut query from spolFl-Eijl :ﬁ}mﬁﬁﬂ E .r

R RE #32
Refer to the exhibit that shows a diagnose output on FortiGate.



pke_fgt # diagnose sys sdwan advpn-session

Session head(jfk-0-HUB1l:1)

(1) Service ID(3), last access(4136110), remote health check info(3)
Selected path: local (HUB1-VPN1l, portl) gw: 182.2.0.1 remote IP: 203.0.113.1
(182.168.1.2)

Qbe ot -On.:
=TaréngvT) 1. 5831 E:I,-e__r: 0.482600 pktloss: 0.000000 mos: 4.403007 sla: Ox1

cost: 0 remote gw: HUB1-VPN1l transport group: \1® bandwidth up: 10239 down: 10239
bidirection: 2048 ipv4: 203.0.113.1(192.968.1.2) ipvé
::1bc2(20e6:7elc:fe7£f:0:1c:256d:487: 1bt2)

2: latency: 1.725933 jitter: 04469833 pktloss: 0.000000 mos: 4.403073 sla: 0Ox1
cost: 0 remote gw: HUBL<VEN2 transport_group: 1 bandwidth up: 10239 down: 10239
bidirection: 2048 ipv4:»203.0.113.9(192.168.1.66) ipvé
6465:7228:3229:2c20:6c6£:6361:6c20:636£(7374:2830:292¢c:2073:6563:7465:6400)

3: latency: 1.240333 jitter: 0.269700 pktloss: 0.000000 mos: 4.403513 sla: Ox1
cost: 0 remote gw: HUB1-VPN3 transport_group: 0 bandwidth up: 9999959 down:
9999999 bidirection: 19999998 ipv4: 172.16.0.9(192.168.1.130)

Based on the output shown in the exhibit, what can you say about the device role and how it handles health checks?

A. The device is a hub. It receives health-check measures for the tunnels of a spoke.

B. The device is a spoke. It provides embedded health-check measures for each tunnel to the hub.
C. The device is a hub. It receives embedded health-check measures for each tunnel from the spoke.
D. The device is a spoke. It receives health-check measures for the tunnels of another spoke.

EX: D
fRRE S A -
Monitor Remote Spoke WAN Link Information

+ Diagnostic command available on the local spoke to view the remote spoke WAN link

details received: diagnose sys sdwan advpn-session
— e Mn—'-’ﬂ‘i—_i

rEinc HP BFER -0

: B{3), TlasF 5 o £110 emotae heoa h_check info(3)

Selected path: local (HUB1-VPN1l, portl) gw: 192.2.0.1 remote IP: 203.0.113.1(1%92.168.1.2)
Remote information:

1: latency: 1.833133 jitter: 0.482600 pktloss: 0.000000 mos: 4.403007 Ox1l cost: 0 remote
gw: HUB1-VPN1 transport_group: 1 bandwidth up: 10239 down: 10239

ipvd: 203.0.113.1(192.168.1.2) ipvé ::1bc2(20e6:7elc:felf:0:1c:2

2: latency: 1.725933 jitter: 0.469833 pktloss: 0.000000 mos: 4.403073 sla: Ox1l cost: 0 remote
gw: HUBl-VPN2Z transport_group: 1 bandwidth up: 10239 down: 10239 bidirectios®, 20478

ipvd: 203.0.113.9(192.168.1.66) ipvé

6465:7228:3229:2c20: 6c6£:6361:6c20: 636€(7374:2830:292¢:2073: 65656563 :94%65:'6400)

3: latency: 1.240333 jitter: 0.269700 pktloss: 0.000000 més: 484035WggEla: Oxl cost: 0 remote
gw: HUBl-VPN3 transport_group: 0 bandwidth up: 9999998gdoWn: 99800899 bidirection: 19599998
ipvd: 172.16.0.9(192.168.1.130) ipvé ::(::)
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Training Institute

© Fartingt Inc. All Righls Resénsed 83

You can use the command diagnose sys sdwan advpn-session to view the WAN link information that
the local spoke received from the remote spoke, as shown on this slide.

FortiGate refreshes the link performance details every 5 seconds with information received from its remote
peer.

Note that this command provides no results for shortcuts that do not require SLA monitoring. FortiGate
displays the output only for shortcuts associated with best quality or lowest cost (SLA) rules.

4 4 3:ae b Pl B F o



FIRE #33
You have configured the performance SLA with the probe mode as Prefer Passive.
‘What are two observable impacts of this configuration? (Choose two.)

A. After FortiGate switches to active mode, the SLA performance rule falls back to passive monitoring after 3 minutes.
B. FortiGate can offload the traffic that is subject to passive monitoring to hardware.

C. During passive monitoring, the SLA performance rule cannot detect dead members.

D. FortiGate passively monitors the member if TCP traffic is passing through the member.

E. FortiGate passively monitors the member if ICMP traffic is passing through the member.

ER: CD

S RE R «

When "Prefer Passive" is set, FortiGate attenpts to passively monitor the health of SD-WAN memnbers using real application traffic
like TCP sessions, collecting statistics such as latency, jitter, and packet loss from actual observed flows.

Passive monitoring does not generate probe packets; it relies entirely on existing traffic. If there is no matching traffic, health check
data is unavailable, meaning dead members may go undetected when only passive monitoring is active.

i "8 #34
The FortiGate devices are managed by ForliManager, and are configured for direct internet access (DIA). You confirm that DIA is
working as expected for each branch, and check the SD- WAN zone configuration and firewall policies shown in the exhibits.

SD-WAN zones A

SD-WAN Zones v

‘ 4 Create Newv || [# Edit | | [l Delete Q, Where Used . Search...

O | ID= Interface ~ Gateway ~ Cost ~ | Priority =+ | Status ~

& virtual-wan-link

O

0O @ underlay
O |1 @ port1 $(sdwan_port1_gw) © 1 @ Enable
O

2 @] port2 $(sdwan _port2 gw) 0 1 & Enable

Firewall Policy

ID Name From To Source . ¢Desfination” =~ Service | Action Schedule

1 DIA [ LAN 2 underlay = [AN=net = all m All ~ Accept [@ always




Edit SD-WAN Overlay Template — Summary (5/5)

Secondary HUB + dc1_fgt(192.168.0.41

Branch 1 & branches

Underlay Assignment

Standalone HUB Underlays Underlay 1: port1

Underlay 2: port2

Underlay 3: port4

Branch Underlays Underlay 1: port1
Underlay 2: port2

Underlay 3: port4

Network Advertisement

Standalone HUB Connected
Interface 1: ports FF‘T"’IET
Branch Connected

Interface 1: ports

SD-WAN Template Options

Add Overlay Objects to SD-WAN Template “ branches
Add Overlay Interfaces and Zones
Add Health Check Servers for Each HUB as Performance SLA
Normalize Interfaces
Add Health Check Firewall Policy to Hub Policy Package B dc_pp

Add Health Check Firewall Policy to Branch Paolicy Package B branches_pp

Then, you use the SD-WAN overlay template to configure the IPsec overlay tunnels. You create the associated SD-WAN rules to
comnect existing branches to the company hub device and apply the changes on the branches.

After those changes, users complain that they lost internet access. DIA is no longer working.

Based on the exhibit, which statement best describes the possible root cause of this issue?

A. The SD-WAN overlay template redefines the interface gateway addresses if they are defined with metadata variables.
B. The SD-WAN overlay template updates the SD-WAN template and the rules.

C. The SD-WAN overlay template didn't configure a firewall policy to allow traffic through the overlay.

D. The SD-WAN overlay template defines a zone for each underlay mterface and moves the nterfaces into those zones.

EX: D

BB «
The SD-WAN overlay template defines a zone for each underlay interface and moves the interfaces into those zones. This statement



perfectly describes the likely sequence of events. The template, when applied, re-organizes the interfaces and zones, causing the
existing firewall policy that relies on the old zone configuration to fail. This is the most plausible root cause.
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