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Microsoft SC-401 Exam Syllabus Topics:

Topic Details

e Manage Risks, Alerts, and Activities: This section assesses Security Operations Analysts on insider risk
management, monitoring alerts, and investigating security activities. It covers configuring risk policies,

Topic 1 handling forensic evidence, and responding to alerts using Microsoft Purview and Defender tools.

Candidates must also analyze audit logs and manage security workflows.

¢ Inplement Information Protection: This section measures the skills of Information Security Analysts in
classifying and protecting data. It covers identifying and managing sensitive information, creating and
applying sensitivity labels, and implementing protection for Windows, file shares, and Exchange.
Candidates must also configure document fingerprinting, trainable classifiers, and encryption strategies using]
Microsoft Purview.

Topic 2

e Implement Data Loss Prevention and Retention: This section evaluates Data Protection Officers on
designing and managing data loss prevention (DLP) policies and retention strategies. It includes setting

Topic 3 policies for data security, configuring Endpoint DLP, and managing retention labels and policies.

Candidates must understand adaptive scopes, policy precedence, and data recovery within Microsoft 365.

¢ Protect Data Used by Al Services: This section evaluates Al Governance Specialists on securing data in

Al-driven environments. It includes implementing controls for Microsoft Purview, configuring Data Security
Topic 4 Posture Management (DSPM) for Al, and monitoring Al-related security risks to ensure compliance and
protection.
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NEW QUESTION # 199

Hotspot Question

You have a Microsoft 365 ES subscription.

You need to ensure that users are prevented from uploading sensitive data to ChatGPT and Google Gemini. The solution must meet
the following requirements:

- Prevent credit card numbers from being pasted into ChatGPT and

Gemini.

- Prevent documents that contain classified data from being uploaded to ChatGPT and Gemini.

‘Which Microsoft Purview solution should you use for each requirement? To answer, select the appropriate options in the answer
NOTE: Each correct selection is worth one point.

Answer Area

Credit card numbers: v
CommunicatigmGompliance
Data Less Prevention
Infermation Barriers
Insider Risk Management

Documents: v

Communication Compliance
Data Loss Prevention
Information Barriers
Insider Risk Management

Answer:

Explanation:

Answer Area
Credit card numbers: v
Communication Compliance
Data Loss Prevention
Information Barriers
Insider Risk Management
Documents: v

Communication Compliance
Data Loss Prevention
Information Barriers
Insider Risk Management

Explanation:

Box 1: Data Loss Prevention

Prevent credit card numbers from being pasted into ChatGPT and Gemini.

Microsoft Purview data security and compliance protections for generative Al apps The Data Loss Prevention Policy (DLP) serves
as a safeguard against sensitive data being copied, pasted, or uploaded into external Al platforms.

Windows computers that are onboarded to Microsoft Purview can be configured for Endpoint data loss prevention (DLP) policies
that warn or block users from sharing sensitive information with third-party generative Al sites that are accessed via a browser. For
example, a user is prevented from pasting credit card numbers into ChatGPT, or they see a warning that they can override.

Box 2: Data Loss Prevention

Prevent documents that contain classified data from being uploaded to ChatGPT and Gemini.

Data Loss Prevention (DLP) Policy: Preventing Sensitive Data from Being Shared The Data Loss Prevention Policy (DLP) serves as
a safeguard against sensitive data being copied, pasted, or uploaded into external Al platforns. This policy ensures that any
confidential, personal, or proprietary information is blocked from being transferred to unauthorized Al websites like ChatGPT or
Google Gemini.

Reference:

https7//learn.microsoft.comyen-us/purview/ai-microsoft-purview

NEW QUESTION # 200



You have a Microsoft 365 ES subscription that contains two users named User] and User2.
On January 1, you create the sensitivity label shown in the following table.

| Sewing BN icrbsgft Value
Name Labell
Assign permissions now or let users decide? t AsSign permissions now
User access to content expires [“After 21 days
i mission ifi
Assign permissions to specific users apd | e R (e e e
groups

On January 2, you publish Labell to Userl.

On January 3, Userl creates a Microsoft Word document named Doc1 and applies Label! to the document.

On January 4. User2 edits Docl.

On January 15. you increase the content expiry period for Labellto 28 days. When will access to Doc1 expire for User2?

A. January 31
B. January 25
C. January 23
D. January 24

Answer: D

NEW QUESTION # 201
Youneed to meet the technical requirements for the Sitel documents.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer
area and arrange them in the correct order.
Actions
I Create a sensitiaity label

| Wait 24 hours and then turmn on the policy

| Create a sensitive info type

Create a retention label
|

cone BByt ey ot

| Answer Area

-
| Create afsdpshive info type.

o — - -

(e
|

| Create an auto-labeling policy.

Explanation:

A screenshot of a questionnaire Al-generated content may be incorrect.

The goal is to automatically label documents in Site] that contain credit card numbers. To achieve this, we need a sensitivity label
with an auto- labeling policy based on a sensitive info type that detects credit card numbers.

Step 1: Create a Sensitive Info Type

# A sensitive info type is needed to detect credit card numbers in documents.

# Microsoft Purview includes built-in sensitive info types for credit card numbers, but we can also create a custom one if necessary.
Step 2: Create a Sensitivity Label

# A sensitivity label is required to classify and protect documents containing sensitive information.

# This label can apply encryption, watermarking, or access controls to credit card data.

Step 3: Create an Auto-Labeling Policy



# An auto-labeling policy ensures that the sensitivity label is applied automatically when credit card numbers are detected in Sitel.
# This policy is configured to scan files and automatically apply the correct sensitivity label.

NEW QUESTION # 202
You have a data loss prevention (DLP) policy configured for endpoints as shown in the following exhibit.

Froma computer named Computerl, a user can sometimes upload files to cloud services and sometimes cannot. Other users
experience the same issue.

What are two possible causes of the issue? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. The Access by restricted apps action is set to Audit only.

B. There are file path exclusions in the Microsoft 365 Endpoint data loss prevention (Endpoint DLP) settings.

C. The Copy to clipboard action is set to Audit only.

D. The unallowed browsers in the Microsoft 365 Endpoint data loss prevention (Endpoint DLP) settings are NOT

configured.
¢ E. The computers are NOT onboarded to Microsoft Purview.

Answer: B,.D

Explanation:

The issue where users sometimes can upload files to cloud services and sometimes cannot suggests inconsistent enforcement of
Endpomnt DLP policies. This can be caused by the unallowed browsers in the Microsoft 365 Endpoint DLP settings are NOT
configured. Also, there are file path exclusions in the Microsoft 365 Endpoint DLP settings.

Endpoint DLP can block uploads only when using unallowed browsers. If unallowed browsers are not configured, users might be
able to bypass restrictions by switching to a different browser. This could explain why uploads sometimes work and sometimes
don't, depending on which browser is used.

File path exclusions allow certain files or folders to be exempt from DLP restrictions. Ifa specific file location is excluded, files
stored there won't trigger DLP policies, leading to inconsistent behavior. This could result in some uploads being blocked while
others are allowed.

NEW QUESTION # 203

Hotspot Question

You have Microsoft 365 ES tenant that has a domain name of 86s40q.onmicrosoft.com.

The tenant contains the users shown in the following table.

You have a published sensitivity label.

The Access control settings for the sensitivity label are configured as shown in the exhibit. (Click the Exhibit tab.)
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Answer:

Explanation:

NEW QUESTION # 204

Actual Microsoft SC-401 exam questions in our PDF format are ideal for restrictions-free quick preparation for the test. Microsoft
SC-401 Real exam questions which are available for download in PDF format can be printed and studied in a hard copy format.
Our Administering Information Security in Microsoft 365 (SC-401) PDF file of updated exam questions is compatible with
smartphones, laptops, and tablets. Therefore, you can use this Administering Information Security in Microsoft 365 PDF to prepare
for the test without limits of time and place.
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