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Cisco Certified Support Technician (CCST) Cybersecurity Sample Questions
(Q169-Q174):

NEW QUESTION # 169
Which of the following network technologies is commonly used to connect devices within a local area network (LAN)?

A. VPN
B. DSL

C. Wi-Fi
D. Ethernet

Answer: D

Explanation:
Ethernet is a widely used network technology for connecting devices within a local area network (LAN). It provides a physical and
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data link layer protocol for wired connections, allowing devices to commumnicate over a LAN using Ethernet cables. Ethernet has
various speeds and standards, including Ethernet over twisted pair (such as Cat Se or Cat 6 cables), fiber optic cables, and other
mediuns.

NEW QUESTION # 170
Which cryptographic technique is used to ensure the integrity of data without the ability to reverse the process?

A. Hashing algorithm

B. Digital signature

C. Symmetric encryption
D. Asymmetric encryption

Answer: A

Explanation:

Hashing is a cryptographic technique where an input (data/message) is processed through an algorithm to produce a fixed-size
output, known as a hash value. The key characteristic of hashing is that it is a one-way function, meaning that it is computationally
infeasible to reverse the process and derive the original input from the hash value. Hashing is commonly used to verify data integrity,
as even a small change in the input will result in a significantly different hash value.

NEW QUESTION # 171
Which of the following is a common security threat that targets web applications?

A. Distributed Denial of Service (DDoS)
B. SQL injection

C. DNS poisoning

D. Man-in-the-middle attack

Answer: B

Explanation:

Option 1: Correct: SQL injection is a common security threat that targets web applications. It involves mnserting malicious SQL code
nto mnput fields to manipulate the application's database and gain unauthorized access or retrieve sensitive information.

Option 2: Incorrect: DNS poisoning is not a common security threat that targets web applications. It involves corrupting the DNS
cache and redirecting users to malicious websites.

Option 3: Incorrect: Man-in-the-middle attack is not a common security threat that specifically targets web applications. It involves
intercepting communication between two parties and can affect various types of network commumication.

Option 4: Incorrect: Distributed Denial of Service (DDoS) is not a common security threat that targets web applications specifically.
It involves overwhelming a target system with a flood of traffic from multiple sources, rendering it inaccessible.

NEW QUESTION # 172
Which of the following is an example of a strong password?

A. "abcdabed"

B. "123456"

C. "StROngP@$$wOrd!"
D. "Password123"

Answer: C

Explanation:

A strong password is one that is complex, long, and difficult to guess. It should contain a combination of uppercase and lowercase
letters, numbers, and special characters. In this case, "StROngP@$$wOrd!" meets these criteria, making it a strong password. The
other options are weak passwords as they are easily guessable, commonly used, or lack complexity.

NEW QUESTION # 173



‘Which encryption method uses a single key to both encrypt and decrypt data?

A. SSUTLS

B. Hashing

C. Symmetric encryption
D. Asymmetric encryption

Answer: C

Explanation:
Symmetric encryption uses a single key to both encrypt and decrypt data. This means that the same key is used by both the sender
and the receiver to secure the communication. It is faster and less computationally intensive than asymmetric encryption.

NEW QUESTION # 174
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