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B #141

Where can you go to view a reporting dashboard for your organization?

A. Within the analytics tab on the MyCSF portal's home page

B. Within the admnistration tab on the MyCSF portal's home page
C. Within the Illustrative Procedure

D. Within the library tab on the MyCSF portal's home page

E. Dashboards are only provided within the certified CSF report

IEf#: A

AR

In MyCSF, organizational performance dashboards are available under theAnalytics tab. This section provides interactive reporting
features, including trend charts, compliance scores, domain comparisons, CAP summaries, and benchmarking across multiple
assessment objects. Unlike theReference Libraryor Administration tab, which are used for framework access and account
management, the Analytics tab focuses onreporting and visualization. It allows management and assessors to monitor both single-
assessiment results and enterprise-wide metrics. Importantly, dashboards are not restricted to certified reports; they are a built-in
feature of MyCSF, accessible during preparation, readiness, and validated assessments.

This makes the Analytics tab essential for organizations using HITRUST as an ongoing governance and risk management tool.
References:MyCSF User Guide - "Analytics and Dashboards"; CCSFP Practitioner Guide - "Using Analytics for Organizational
Reporting.”

HA #142
It is possible to test only privacy-related requirements to obtain a HITRUST privacy certification.

e A True
e B. False

IEf#: B

R -

HITRUST does not issue certifications limited solely toprivacy-related requirements. While privacy is a critical part of the CSF-
reflected in domains such asData Protection & Privacy-HITRUST certifications require coverage ofall 19 domains. This is because
security and privacy are interdependent: without robust security, privacy cannot be protected. An entity may emphasize privacy
controls during scoping and reporting, but certification itself'is always tied to a full CSF assessment. Privacy-related frameworks,
such as GDPR or HIPAA Privacy Rule, can be added as regulatory factors, which introduce additional privacy- focused
requirements. However, the output will still be a standard HITRUST validated report or certification covering the entire environment,
not a "privacy-only certification." References:HITRUST Assurance Program - "Scope of Certification; CCSFP Study Guide -
"Privacy Within HITRUST CSF Assessments."

HH #143
How large would the sample size be for a manual control with a population of 56 unique iterms?

A0
B. 1
C.2
D.3
E 4

EfE: A

A -

HITRUST provides sampling guidance in theCSF Assessment Methodologyand scoring rubric for manual controls. Sanple sizes are
determined by the population of iterms and the control's frequency. For a population of56 iterrs, the expected sample size is8,
following HITRUST's defined sampling table. This approach is based on statistical sampling principles but simplified for consistent
assessor use. The sample must be randomly selected and representative of the entire population to avoid bias. Larger populations



require larger sample sizes, but at certain thresholds, the increase is incremental. For example, a population between 26-100 iterms
requires a sample size of 8. This ensures sufficient testing coverage without requiring a full census.

Therefore, the correct sample size for 56 iterns isS.

References:HITRUST CSF Scoring Rubric - "Sampling Requirements for Manual Controls"; CCSFP Study Guide - "Sampling by
Population Size."

HH #144
Does the HITRUST CSF encompass all requirements from the authoritative sources mapped to an assessment object?

® A Yes
e B.No

Ef#: B

fEEH -

The HITRUST CSF integrates requirements from multiple authoritative sources (e.g., HIPAA, NIST 800-53, ISO 27001, PCI-
DSS). However, the CSF does not replicateall requirements verbatimfrom each framework.

Instead, HITRUST rationalizes, harmonizes, and normalizes these sources into asingle unified framework.

This means that overlapping requirements across standards are consolidated into common control references, reducing redundancy.
Additionally, not every provision from an authoritative source is represented; nstead, HITRUST includes requirements that are most
relevant to information protection and compliance assurance.

For exanple, PCI-DSS operational practices like business rules may not appear exactly as written, but their security objectives are
captured within CSF control statements. Therefore, the CSF is comprehensive and risk- based, but it does not literally encompass
every requirement word-for-word.

References HITRUST CSF Overview - "Integration of Authoritative Sources'; CCSFP Study Guide -

"Harmonization and Rationalization."

ER #145
The Al Security Assessment requirements can only be added to the r2 assessment type.

e A True
e B. False

IEf#: B

fi .-

The Al Security Assessment factor is an optional module that introduces requirements for evaluating the security and governance of
Al-based systens. These requirements are mapped into HITRUST CSF across domains like risk management, monitoring, and
governance. Importantly, the Al factor is not restricted solely to 12 assessments. While 12 provides the most comprehensive
assurance model, Al can also be added to other eligible assessment types such as il when the scope mvolves Al risks. The factor is
treated like any other regulatory or organizational factor in MyCSF-its selection generates additional tailored requirement statements.
Therefore, the claimthat Al canonlybe added to 12 is inaccurate. The correct understanding is that A1 can apply tomultiple
assessment types, depending on scoping decisions.

References:HITRUST CSF Extensions - Al Security Assessment Factor; CCSFP Study Materials -

"Emerging Risks & Add-On Factors."
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