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Fortinet FCP - FortiAnalyzer 7.6 Analyst Sample Questions (Q13-Q18):

NEW QUESTION # 13
‘When managing incidents on FortiAnlyzer, what must an analyst be aware of?

e A Severity incidents rated with the level High have an initial service-level agreement (SLA) response time of 1 hour.
¢ B. Incidents nust be acknowledged before they can be analyzed.
¢ C. You can manually attach generated reports to incidents.
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¢ D. The status of the incident is always linked to the status of the attach event.
Answer: C

Explanation:

In FortiAnalyzer's incident management system, analysts have the option to manually manage incidents, which includes attaching
relevant reports to an incident for further investigation and documentation. This feature allows analysts to consolidate information,
such as detailed reports on suspicious activity, into an incident record, providing a comprehensive view for incident response.

Let's review the other options to clarify why they are incorrect:

* Option A: You can manually attach generated reports to incidents

* This is correct. FortiAnalyzer allows analysts to manually attach reports to incidents, which is beneficial for providing additional
context, evidence, or analysis related to the incident. This finctionality is part of the incident management process and helps
streamline information for tracking and resolution.

* Option B: The status of the incident is always linked to the status of the attached event

* This is incorrect. The status of an incident on FortiAnalyzer is managed independently of the status of any attached events. An
incident can contain multiple events, each with different statuses, but the incident itself'is tracked separately.

* Option C: Severity incidents rated with the level High have an initial service-level agreement (SLA) response time of 1 hour

* This is incorrect. While incidents have severity levels, specific SLA response times are typically set according to the organization's
incident response policy, and FortiAnalyzer does not impose a default SLA response time of 1 hour for high-severity incidents.

* Option D: Incidents must be acknowledged before they can be analyzed

* This is incorrect. Incidents on FortiAnalyzer can be analyzed even if they are not yet acknowledged. Acknowledging an incident is
often part of the workflow to mark it as being actively addressed, but it is not a prerequisite for analysis.

* According to FortiAnalyzer documentation, analysts can attach reports to incidents manually, making option A correct. This
feature enables better tracking and documentation within the incident management system on FortiAnalyzer.

NEW QUESTION # 14

As part of your analysis, you discover that an incident is a false positive.
You change the incident status to Closed: False Positive.

Which statement about your update is true?

A. The audit history log will be updated.

B. The incident will be deleted.

C. The corresponding event will be marked as mitigated.
D. The incident number will be changed

Answer: A

Explanation:

When an incident in FortiAnalyzer is identified as a false positive and its status is updated to "Closed: False Positive," certain records
and logs are updated to reflect this change.

* Option A - The Audit History Log Will Be Updated:

* FortiAnalyzer maintains an audit history log that records changes to incidents, including updates to their status. When an incident
status is marked as "Closed: False Positive," this action is logged in the audit history to ensure traceability of changes. This log
provides accountability and a record of how incidents have been handled over time.

* Conclusion: Correct.

* Option B - The Corresponding Event Will Be Marked as Mitigated:

* Changing an incident to "Closed: False Positive" does not affect the status of the original event itself. Marking an incident as a false
positive signifies that it does not represent a real threat, but it does not imply that the event has been mitigated.

* Conclusion: Incorrect.

* Option C - The Incident Will Be Deleted:

* Marking an incident as "Closed: False Positive" does not delete the incident fiom FortiAnalyzer.

Instead, it updates the status to reflect that it is not a real threat, allowing for historical analysis and preventing similar false positives in
the future. Deletion would typically only occur manually or by a different administrative action.

* Conclusion: Incorrect.

* Option D - The Incident Number Will Be Changed:

* The incident number is a unique identifier and does not change when the status of the incident is updated. This identifier remains
constant throughout the incident's lifecycle for tracking and reference purposes.

* Conclusion: Incorrect.

Conclusion:

* Correct Answer: A. The audit history log will be updated.



* This is the most accurate answer, as the update to "Closed: False Positive" is recorded in FortiAnalyzer' s audit history log for
accountability and tracking purposes.

References:

FortiAnalyzer 7.4.1 documentation on incident management and audit history logging,

NEW QUESTION # 15
‘Which statement about the FortiSOAR management extension is correct?

e A It runs as a docker container on FortiAnalyzer.

¢ B. It requires a dedicated FortiSOAR device or VM.

e C. It requires a FortiManager configured to manage FortiGate.
e D. It does not include a limited trial by default.

Answer: B

Explanation:

The FortiSOAR management extension is designed as an independent security orchestration, automation, and response (SOAR)
solution that integrates with other Fortinet products but requires its own dedicated device or virtual machine (VM) environment.
FortiSOAR is not natively integrated as a container or service within FortiAnalyzer or FortiManager, and it operates separately to
manage complex security workflows and incident responses across various platforms.
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Based on the partial outputs displayed, which devices can be members of a FotiAnalyzer Fabric?

¢ A FortiAnalyzer2 and FortiAnalyzer3
¢ B. FortiAnalyzer] and FortiAnalyzer2
e C. FortiAnalayzer! and FortiAnalyzer3
e D. All devices listed can be members.

Answer: D

Explanation:

In a FortiAnalyzer Fabric, devices can participate in a cluster or grouping if they meet specific compatibility criteria. Based on the
outputs provided, let's evaluate these criteria:

* Version Compatibility:

* All three devices, FortiAnalyzerl, FortiAnalyzer2, and FortiAnalyzer3, are running version v7.

4.1-build0238, which is the same across the board. This version alignment is crucial because FortiAnalyzer Fabric requires that
devices run compatible firmware versions for seamless communication and management.

* Platform Type and Configuration:



* All three devices are configured as Standalone in the HA mode, which allows themto operate independently but does not restrict
their participation in a FortiAnalyzer Fabric. Each device is also on the FAZVM64-K'VM platform type, ensuring hardware
compatibility.

* Global Settings:

* Key settings such as admrmode, admrstatus, and adomrmode are consistent across all devices (adm-mode: normal, adm-status:
enable, adomrmode: normal), which aligns with requirements for fabric integration and role assignment flexibility.

* Each device also has the log-forward-cache-size set, which is relevant for forwarding logs within a fabric environment.

Based on the above analysis, all devices (FortiAnalyzer1, FortiAnalyzer2, and FortiAnalyzer3) meet the requirements to be part of a
FortiAnalyzer Fabric.

* FortiAnalyzer 7.4.1 documentation outlines that devices within a FortiAnalyzer Fabric should be on the same or compatible
firmware versions and hardware platforms, and they must be configured for integration.

Given that all devices match the version, platform, and mode criteria, they can all be part of the FortiAnalyzer Fabric.

NEW QUESTION # 17

After a generated a repot, you notice the information you were expecting to see in not included in it. However, you confirm that the
logs are there:

Which two actions should you perform? (Choose two.)

A. Disable auto-cache.

B. Increase the report utilization quota.

C. Check the time frame covered by the report.
D. Test the dataset.

Answer: C,D

Explanation:

When a generated report does not include the expected information despite the logs being present, there are several factors to check
to ensure accurate data representation in the report.

Option A - Check the Time Frame Covered by the Report:

Reports are generated based on a specified time frame. If the time frame does not encompass the period when the relevant logs
were collected, those logs will not appear in the report.

Ensuring the time frame is correctly set to cover the intended logs is crucial for accurate report content.

Option D - Test the Dataset:

Datasets in FortiAnalyzer define which logs and fields are pulled into the report. Ifa dataset is misconfigured, it could exclude certain
logs. Testing the dataset helps verify that the correct data is being pulled and that all required logs are included in the report
parameters.

NEW QUESTION # 18
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