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¢ System troubleshooting; This section of the exam measures the skills of Network Security Support

Engineers and addresses diagnosing and correcting issues within Security Fabric setups, automation
Topic 1 stitches, resource utilization, general connectivity, and different operation modes in FortiGate HA clusters.
Candidates work with built-in tools to effectively find and resolve faults.

¢ Security profiles: This part measures skills of Security Operations Specialists and covers identifying and
resolving problens linked to FortiGuard services, web filtering configurations, and intrusion prevention

Topic 2 .. . .
P systens to maintain protection across network environments.

¢ Authentication: This section evaluates the abilities of System Administrators and requires troubleshooting
both local and remote authentication methods, including resolving Fortinet Single Sign-On (FSSO)

Topic 3
P problens for secure network access.

¢ VPN: This section is aimed at I'T Professionals and includes diagnosing and addressing issues with IPsec
VPN, specifically IKE version 1 and 2, to secure remote and site-to-site connections within the network

Topic 4
b infrastructure.

¢ Routing; This section focuses on Network Engineers and involves tackling issues related to packet routing
Topic 5 using static routes, as well as OSPF and BGP protocols to support enterprise network traffic flow.
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Fortinet FCSS - Network Security 7.6 Support Engineer Sample Questions
(Q43-Q48):

NEW QUESTION # 43
Refer to the exhibit, which shows the output of a debug command.

2 Address 172.20.121.2

Wait 40,

Which two statements about the output are true? (Choose two.)

e A Inthe network connected to port4, two OSPF routers are down.
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¢ B. There are a total of five OSPF routers attached to the vorz4 network segment
¢ C. Ore of'the neighbors has a router ID 0f 0.0.0.4.
¢ D. The mterlace is part of the OSPF backbone area.

Answer: A,D

NEW QUESTION # 44

Refer to the exhibit, which a network topology and a partial routing table.
.

Subnet Intertace Type
10.1.0.0/24 Connected
10.3.0.0/24 Connected
10.4.0.0/24 Static

B
).4.0.1/24

FortiGate has already been configured with a firewall policy that allows all ICMP traffic to flow from port1 to port3.
‘Which changes must the administrator perform to ensure the server at 10.4.0.1/24 receives the echo reply from the laptop at
10.1.0.1/24?

A. Change the configuration from strict RPF check mode to feasible RPF check mode.
B. Enable asymmetric routing under config system settings.

C. A firewall policy that allows all ICMP traffic from port3 to portl.

D. Modify the default gateway on the laptop from 10.1.0.2 to 10.2.0.2.

Answer: B

NEW QUESTION # 45
Refer to the exhibit, which shows the output of a policy route table entry. -

Which type of policy route does the output show?

A. A regular policy route

B. An SD-WAN rule

C. A regular policy route, which is associated with an active static route in the FIB
D. An ISDB route

Answer: D

NEW QUESTION # 46
Refer to the exhibits.
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FGT-A # get router info bgp summary

Neighbor v AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down State/PfxRcd
192.168.37,202 4 65110 2500 2552 5 ¢ 0 1d11h33m 0
Exhibit 2

FGT-B # show router bgp

config network
edit 1
set prefix 172.1660.0 255.255.0.0
next
end

Exhibit 3

FGT-B # diagnose ip address 1list grep port3
IP=172.16.54.115->172.16.54.202/255.255.255.0 index=5 devname=port3

An admmnistrator is attempting to advertise the network configured on port3. However, FGT-A is not receiving the prefix.
Which two actions can the administrator take to fix this problem? (Choose two.)

A. Modify the prefix using the network command from 172.16.0.0/16 to 172.16.54.0/24.

B. Manually add the BGP route on FGT-A.

C. Use the set network-import-check disable command.

D. Restart BGP using a soft reset to force both peers to exchange their complete BGP routing tables.

Answer: A,C

NEW QUESTION # 47
Refer to the exhibit, which shows the partial output of a real-time OSPF debug,

Real-time OSPF debug output F — H I I I I E I

OSPF: RECV[Hello]: From 0.0.0.112 via port2:192.168.37.114 (192.168%37.115 -> 224.0.0.5)
OSPF: ===mscccccc s s s s s e e n s s e m s e —————
OSPF: Header

OSPF: Version 2

OSPF: Type 1 {(Hello)

OSPF: Packet Len 48

OSPF: Router ID 0.C.0.112

OSPF: Area ID 0.0.C.0

OSPF: Checksum O0x2€85

OSPF: AuType 0

OSPF: Hello

OSPF: NetworkMask 255.255.255.0

OSPF: Helleclnterval 10

OSPF: Options 0x2 (*|-=|-|-I=I1=-1EJN]

OSPF ¢ RerPricrity 1

OSPF: RtrDeadInterval 40

OSPF: DRouter 192.168.37.¥14

OSPF: BDRouter 192.168.37.%l5

OSPF: # Neighbors 1

OSPF: Neighbor 0.0.0%7111

OSPF: ====-emcccc s e e e e e s e s s m e e —————
OSPEF: RECV[Hello]: From 0.0.0.112 via port2:192.168.37.114: Authentication type mismatch

Why are the two FortiGate devices unable to form an adjacency?

¢ A. Orne FortiGate device is configured to require authentication, while the other is not.
¢ B. The passwords on the FortiGate devices do not match.
¢ C. The Hello packet is being sent from an OSPF router with ID 0.0.0.112.



e D. The two FortiGate devices attempting adjacency are in area 0.0.0.0.

Answer: A

NEW QUESTION # 48
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