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Which financial reporting regulatory framework must a publicly traded company doing business in the US comply with?
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A. FEDRAMP
B. SOC

C. HIPAA

D. SOX

Ef#: D

R -

Publicly traded companies in the United States must comply with the Sarbanes-Oxley Act (SOX).

This regulation mandates strict standards for financial reporting, internal controls, and data integrity to protect investors from
fraudulent financial practices.

HA #49

A developer company recently implemented a testing environment based on Linux operating system. The company needs a
technology solution that produces tracing and filtering capabilities in the Linux kernel. Which technology meets these requirements
without modifying the kernel source code?

o A. distributed firewall
e B.NGFW

e C.VPP

e D. eBPF

Ef: D

R :

eBPF (extended Berkeley Packet Filter) allows tracing, filtering, and monitoring directly inside the Linux kernel without modifying the
kernel source code. It provides deep visibility into system and application behavior, making it ideal for secure and efficient
observability in a testing environment.

B #50

A financial company is in the process of upgrading network access across the entire company.
The solution must ensure:

- least privilege access

- control access across different network segments

- increased security for employers

‘Which solution approach must the company take?

A PKI

B. RBAC
C. SNMP
D. NetFlow

IEf#: B

AR

Role-Based Access Control (RBAC) enforces least privilege access by granting permissions based on roles, not individuals. It also
provides centralized control across network segments, ensuring employees only have the access necessary for their responsibilities,
thereby increasing overall security.

HH #51

A global energy company moved a monolithic application fiom the data center to public cloud.

Over time, the company added many capabilities to the application, and it is now difficult for the application teamto scale it. The
application owner decided to modermize the application by moving to a Kubernetes cluster. However, he wants to ensure that the
new application architecture provides a container network interface that is scalable, offers options for cloud-native security, and
helps with visibility and observability. Which solution must be used to accomplish the task?

e A ingress gateway
e B ENI



e C. Cilum
e D. security group

IEf: C

R -

Cilum s a Kubernetes Container Network Interface (CNI) that provides scalability, cloud-native security with eBPF-based
enforcement, and strong visibility/observability into network traffic between microservices. It is purpose-built to modernize
applications running in Kubernetes clusters.

B #52

A security engineer on an application design team must choose a framework of attack patterns to evaluate during threat modeling.
Which framework provides the common set of attacks?

A. MITRE CAPEC
B. Cisco SAFE

C. GDPR

D. SOC2

EfE: A

A -

MITRE CAPEC (Common Attack Pattern Enumeration and Classification) provides a standardized catalog of attack patterns. It is
specifically designed for use in threat modeling and application design, allowing security engineers to anticipate and evaluate common
attacks.
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