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Topic 1

SASE Deployment: This section of the exam measures the knowledge of Implementation Consultants and
focuses on the practical aspects of deploying FortiSASE. Candidates will explore user onboarding
methods, configuration of administration settings, and the application of security posture checks with
compliance rules. The exam also includes key functions such as SIA, SSA, and SPA, alongside the design
of security profiles that perform effective content inspection. By combining these tasks, learners
demonstrate readiness to roll out secure and scalable deployments.

Topic 2

Analytics and Monitoring: This section of the exam measures the skills of Security Analysts and emphasizes
the monitoring and reporting aspects of FortiSASE. Candidates are expected to configure dashboards,
logging settings, and analyze reports for user traffic and security issues. Additionally, they must use
FortiSASE logs to identify potential threats and provide insights into incidents or abnormal behavior. The
focus is on leveraging analytics for operational visibility and strengthening the organization’s security
posture.

Topic 3

Advanced FortiSASE Solutions: This section of the exam measures the expertise of Solution Architects
and validates the ability to work with advanced FortiSASE features. It covers deployment of SD-WAN
using FortiSASE, implementation of Zero Trust Network Access (ZTNA), and the overall role of
FortiSASE in optimizing enterprise connectivity. The section highlights how these advanced solutions
improve flexibility, enforce zero-trust principles, and extend security controls across distributed networks
and cloud systems.

Topic 4

SASE Architecture and Components: This section of the exam measures the skills of Network Engineers
and introduces the fundamentals of SASE within enterprise environments. Candidates are expected to
understand the SASE architecture, identify FortiSASE components, and build deployment cases for real-
world scenarios. The content emphasizes how SASE can be integrated into a hybrid network, showcasing
secure design principles and the use of FortiSASE capabilities to support business and security objectives.
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A customer needs to implement device posture checks for their remote endpoints while accessing the protected server. They also
want the TCP traffic between the remote endpoints and the protected servers to be processed by FortiGate.
In this scenario, which two setups will achieve these requirements? (Choose two.)

A. Configure ZTNA tags on FortiGate.
B. Configure FortiGate as a zero trust network access (ZTNA) access proxy.
C. Configure private access policies on FortiSASE with ZTNA.
D. Configure ZTNA servers and ZTNA policies on FortiGate.

Answer: B,D

Explanation:
To enforce device posture checks and ensure that TCP traffic flows through FortiGate, the FortiGate must act as a ZTNA access
proxy and host the ZTNA servers and policies. This setup allows posture validation via FortiSASE while routing traffic securely to
protected servers through FortiGate.

NEW QUESTION # 54 
What are two advantages of using zero-trust tags? (Choose two.)

A. Zero-trust tags can help monitor endpoint system resource usage.
B. Zero-trust tags can be used to allow or deny access to network resources.
C. Zero-trust tags can determine the security posture of an endpoint.
D. Zero-trust tags can be assigned to endpoint profiles based on user groups.

Answer: B,C

Explanation:
Zero-trust tags assess endpoint compliance based on defined posture rules and are used in access policies to control whether a
device is permitted or denied access to specific network resources.

NEW QUESTION # 55 
Refer to the exhibit.



Based on the configuration shown, in which two ways will FortiSASE process sessions that require FortiSandbox inspection?
(Choose two.)

A. All files executed on a USB drive will be sent to FortiSandbox for analysis.
B. FortiClient quarantines only infected files that FortiSandbox detects as medium level.
C. All files will be sent to a on-premises FortiSandbox for inspection.
D. Only endpoints assigned a profile for sandbox detection will be processed by the sandbox feature.

Answer: A,D

Explanation:
The sandbox feature applies only to endpoints assigned this profile, and the configuration explicitly enables the submission of all files
executed from removable media (like USB drives) to FortiSandbox for analysis.

NEW QUESTION # 56 
A company must provide access to a web server through FortiSASE secure private access for contractors.



What is the recommended method to provide access?

A. Publish the web server URL on a bookmark portal and share it with contractors.
B. Configure a TCP access proxy forwarding rule and push it to the contractor FortiClient endpoint.
C. Update the PAC file with the web server URL and share it with contractors.
D. Update the DNS records on the endpoint to access private applications.

Answer: A

Explanation:
The bookmark portal is the recommended method for providing contractors access to private web applications through FortiSASE
Secure Private Access, as it offers a user-friendly, secure, and controlled access mechanism without requiring full network
connectivity.

NEW QUESTION # 57 
When you configure FortiSASE Secure Private Access (SPA) with SD-WAN integration, you must establish a routing adjacency
between FortiSASE and the FortiGate SD-WAN hub. Which routing protocol must you use?

A. BGP
B. OSPF
C. IS-IS
D. EIGRP

Answer: A

Explanation:
When configuring FortiSASE Secure Private Access (SPA) with SD-WAN integration, establishing a routing adjacency between
FortiSASE and the FortiGate SD-WAN hub requires the use of the Border Gateway Protocol (BGP).
BGP (Border Gateway Protocol):
BGP is widely used for establishing routing adjacencies between different networks, particularly in SD-WAN environments.
It provides scalability and flexibility in managing dynamic routing between FortiSASE and the FortiGate SD-WAN hub.
Routing Adjacency:
BGP enables the exchange of routing information between FortiSASE and the FortiGate SD-WAN hub.
This ensures optimal routing paths and efficient traffic management across the hybrid network.
FortiOS 7.2 Administration Guide: Provides information on configuring BGP for SD-WAN integration.
FortiSASE 23.2 Documentation: Details on setting up routing adjacencies using BGP for Secure Private Access with SD-WAN.

NEW QUESTION # 58
......
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