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R #50
You are evaluating access points for use in the 5 GHz frequency band. What PHY supports this band and supports 80 MHz
channels?

e A OFDM
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e B HT
e C.VHI
e D.ERP

IEf#: C

R -

VHT stands for Very High Throughput, which is a physical layer (PHY) specification that supports the 5 GHz frequency band and
supports 80 MHz channels. VHT is used by the IEEE 802.11ac standard, which is also known as Wi-Fi 5. VHT allows for higher
data rates and more spatial streams than the previous HT (High Throughput) PHY,, which is used by the IEEE 802.11n standard,
also known as Wi-Fi4. HT supports the 2.4 GHz and 5 GHz bands, but only supports up to 40 MHz channels12 The other options
are not correct because:

* ERP (option C) stands for Extended Rate PHY, which is a physical layer specification that supports the

2.4 GHz frequency band and supports up to 20 MHz channels. ERP is used by the IEEE 802.11g standard, which is also known as
Wi-Fi 3. ERP allows for higher data rates than the previous DSSS (Direct Sequence Spread Spectrum) PHY, which is used by the
IEEE 802.11b standard, also known as Wi-Fi234

* OFDM (option D) stands for Orthogonal Frequency Division Multiplexing, which is a modulation technique that divides a signal
into multiple subcarriers that are spaced orthogonally to each other.

OFDM is not a physical layer specification, but a common feature of many PHY specifications, including ERP, HT, and VHT.
OFDM allows for higher spectral efficiency and robustness against multipath interference than the previous CCK (Complementary
Code Keying) modulation technique used by DSSS34

HM #51

Youare using a tool that allows you to see signal strength for all Aps in the area with a visual representation.

It shows you SSIDs available and the security settings for each SSID. It allows you to filter by frequency band to see only 2.4 GHz
networks or only 5 GHz networks. No additional features are available.

What kind of application is described?

e A. Spectrum analyzer
¢ B. Protocol analyzer

e C. WLAN scanner tool
e D. Site survey utility

Ef#: C

e«

The tool described is a WLAN (Wireless Local Area Network) scanner tool. WLAN scanner tools are designed to provide
information about the wireless networks in a given area, including;

* Signal Strength: They show the signal strength of all access points (APs) in the vicinity, which is crucial for understanding the
coverage area and potential interference.

* SSID Visualization: These tools display the SSIDs (Service Set Identifiers) of available networks, allowing users to identify
different wireless networks easily.

* Security Settings Information: WLAN scanner tools often show the type of security implemented on each network, such as
WPA2, WEP, etc.

* Frequency Band Filtering: They allow users to filter and view networks based on the frequency band (2.4 GHz or 5 GHz), which
is useful for analyzing network distribution and planning,

While protocol analyzers, site survey utilities, and spectrum analyzers are also used in wireless networking, their finctions are distinct
from what is described:

* Protocol Analyzers are more sophisticated and are used to capture and analyze network traffic.

* Site Survey Utilities are used to map signal coverage and plan network layouts, often with more advanced features for detailed site
surveys.

* Spectrum Analyzers provide a detailed view of the frequency spectrum and non- Wi-Fi interference but don't typically focus on
SSIDs or security settings.

Thus, the correct answer is D, a WLAN scanner tool, based on the functionalities described.

References:

CWNA Certified Wireless Network Admmnistrator Official Study Guide: Exam PWO0-105, by David D.

Coleman and David A. Westcott.

Tools and techniques for wireless network analysis and troubleshooting,



R #52

The requirements for a WLAN you are installing state that it must support unidirectional delays of less than

150 ms and the signal strength at all receivers can be no lower than -67 dBm What application is likely used that demands these
requirerments?

e A FTP
e B. VoIP
e C.RTLS
e D. E-Mail

IEf#: B

TR

VolIP (Voice over Internet Protocol) is an application that is likely used that demands the requirements of unidirectional delays of
less than 150 ns and the signal strength at all receivers can be no lower than -67 dBm. VolIP is an application that allows users to
make and receive voice calls over a network, such as the Internet or a WLAN. VolIP is a real-time and interactive application that
requires high quality of service (QoS) to ensure good user experience and satisfaction. One of the QoS metrics for VoIP is delay,
which is the time it takes for a voice packet to travel from the sender to the receiver. Delay can affect the quality and intelligibility of
the voice conversation, as well as the synchronization and naturalness of the dialogue. The ITU-T G.114 recommendation suggests
that the maximum acceptable one-way delay for VoIP should be less than 150 ms, as anything higher than that can cause noticeable
degradation and annoyance to the users.

Another QoS metric for VolP is signal strength, which is the measure of how strong the RF signal is at the receiver. Signal strength
can affect the reliability and performance of the wireless connection, as well as the data rate and throughput of the VoIP traffic. The
CWNA Official Study Guide recommends that the minimum signal strength for VoIP should be -67 dBm, as anything lower than that
can cause packet loss, retries, jitter, and other issues that can impair the voice quality. References: 1, Chapter 10, page 398; 2,
Section 6.1

B #53
You are implementing a VHT-capable AP. Which one of the following channels is available in the 802.11-
2016 standard that was not available before the ratification of 802.11 ac?

A0
B. 1
C.2
D.3

Ef#: D
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Channel 144 is a new channel that was added to the 5 GHz band by the 802.11ac amendment, which defines the VHT (Very High
Throughput) PHY for WLANs. Channel 144 has a center frequency of 5720 MHz and a bandwidth of 20 MHz. It can also be
combined with adjacent channels to form wider channels of40 MHz, 80 MHz, or 160 MHz Channel 144 is available in some
regions, such as North America and Europe, but not in others, such as Japan and China . References: [CWNA-109 Study Guide],
Chapter 3: Antennas and Accessories, page 121; [CWNA-109 Study Guide], Chapter 3: Antennas and Accessories, page 115;
[Wikipedia], List of WLAN channels.

HR #54

What can an impedance mismatch in the RF cables and connectors cause?

A. Fewer MCS values in the MCS table
B. Increased anplitude of the RF signal
C. Excessive VSWR

D. Increased range of the RF signal

IEfE: C

A -
VSWR stands for Voltage Standing Wave Ratio, which is a measure of how well the impedance of the RF cable and connectors
matches the impedance of the transmitter and the antenna. Impedance is the opposition to the flow of alternating current in an RF



circutt, and it depends on the frequency, resistance, capacitance, and inductance of the components. A perfect impedance match
would have a VSWR of 1:1, meaning that all the power is transferred from the transmitter to the antenna, and none is reflected back.
However, in reality, there is always some degree of mismatch, which causes some power to be reflected back to the transmitter,
creating standing waves along the cable. This reduces the efficiency and performance of the wireless system, and can also damage
the transmitter. Excessive VSWR can be caused by using poor quality or damaged cables and connectors, or by using components
that have different impedance ratings123. References: CWNA-

109 Study Guide, Chapter 2: Radio Frequency Fundamentals, page 90; CWNA-109 Study Guide, Chapter 2:

Radio Frequency Fundamentals, page 86; CWNP website, CWNA Certification.
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