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Fortinet FCSS - Enterprise Firewall 7.4 Administrator Sample Questions
(Q69-Q74):

NEW QUESTION # 69
Which statement about memory conserve mode is true?

e A. AFortiGate exits conserve mode when the configured memory use threshold reaches yellow.

¢ B. A FortiGate enters conserve mode when the configured memory use threshold reaches red

e C. A FortiGate starts dropping new sessions when the configured memory use threshold reaches red

e D. A FortiGate Starts dropping all the new and old sessions when the configured memory use threshold reaches extreme.

Answer: B

NEW QUESTION # 70
An administrator must optimize the performance of real-time voice and video applications across a WAN link with high packet loss.
Which combination of IPSec phase 1 parameters must the administrator configure to reduce errors and boost application reliability?

e A fec-ingress and fSc-egrsss

e B. keepalive and keylive

e C. dpd and dpd-retryinterval

e D. fragmentation and fragmentation-mtu

Answer: A

NEW QUESTION # 71
Refer to the exhibits. The exhibits show a network topology, a firewall policy, and an SSIL/SSH inspection profile configuration.

Network Topology

10.1.4.254

=2RATINET]

Website
https:/fwww.acmetest.com

Linux Server
10.1.4.10/24




Firewall policy on FortiGate

DCFW & sh firewall policy 3
config firewall peolic
edic 3

:fﬁﬁﬁnﬁ:nux Servers®
WY i T77d59e-5513-51ef-147d-e35066c267e9

set srcintf "porctl"”

set dsctintf "porci®

Set action accept

set srcaddr "all"

set dstadda iQ-2¥."

set sghelule "always"™

set service "ALL

Set utm-status enable

set inspection-mode proxy
set 3sl-ssh-profile "deep-inspection”
set ips-sensor "IPS Monitor™
set logtraffic all

next

end

1l

Why is FortiGate unable to detect HTTPS attacks on firewall policy ID 3 targeting the Linux server?

A. The administrator must set the policy to inspection mode to analyze the HTTPS packets as expected.

B. The administrator must enable cipher suites in the SSL/SSH inspection profile to decrypt the message.

C. The administrator must enable HTTPS in the protocol port mapping of the deep- inspection SSL/SSH inspection profile.
D. The administrator must enable SSL inspection of the SSL server and upload the certificate of the Linux server website to
the SSL/SSH inspection profile.

Answer: D

Explanation:

The FortiGate SSL/SSH inspection profile is configured for Full SSL Inspection, which is necessary to analyze encrypted HTTPS
traffic. However, the firewall policy is protecting an SSL server (the Linux server hosting the website), and currently, the SSL/SSH
profile only applies to client-side SSL inspection.

To detect HTTPS-based attacks targeting the Linux server:

FortiGate must act as an SSL intermediary to inspect encrypted traffic destined for the web server. The administrator must upload
the SSL certificate of the Linux web server to FortiGate so that the server-side SSL inspection can decrypt incoming HTTPS traffic
before analyzing it.

NEW QUESTION # 72
Refer to the exhibit, which shows the output of a debug command.



FGT # get router info ospf interface port4

portd4 is up, line protocol is up
Internet Address 172.20.121.236/24, Area 0.0.0.0, MAU 1500
Process ID 0, Router ID 0.0.0.4, Network Type BRQADSAST, Cost: 1
Transmit Delay is 1 sec, State DROther, Prgorg§yrl
Designated Router (ID) 172.20.140.2, Inpt¥xfmle Address 172.20.121.2
Backup Designated Router (ID) 0.0.0.{ Cinterface Address 172.20.121.239

Timer intervals configured, HedlOYN.000, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:05

Neighbor Count is 4, AdjAcent neighbor count is 2

Crypt Sequence Numbhew #is” 411

Hello received 10668ent 27, DD received 6 sent 3

LS-Req received 2 sent 2, LS-Upd received 7 sent 17

LS-Ack received 4 sent 3, Discarded 1

Which two statements about the output are true? (Choose two.)

A. There are a total of 5 OSPF routers attached to the Port4 network segment.

B. Based on the network type of port 4, OSPF hello packets will be sent to 224.0.0.6.
C. Based on the network type of port 4, OSPF hello packets will be sent to 224.0.0.5.
D. In the network connected to port 4, two OSPF routers are down.

Answer: A,C

NEW QUESTION # 73
Refer to the exhibit, which shows a hub and spokes deployment.

— Overlay through ISP1

Overlay through ISP2

An administrator is deploying several spokes, including the BGP configuration for the spokes to connect to the hub.
Which two commands allow the administrator to minimize the configuration? (Choose two.)

A. route-reflector-client
B. ibgp-enforce-multihop
C. neighbor-group

D. neighbor-range

Answer: C,D

Explanation:

neighbor-group:

This command is used to group nuiltiple BGP neighbors with the same configuration, reducing redundant configuration.

Instead of defining individual BGP settings for each spoke, the administrator can create a neighbor-group and apply the same
policies, reducing manual work.

neighbor-range:

This command allows the configuration of a range of neighbor IPs dynamically, reducing the need to manually define each spoke



neighbor.
It automatically adds BGP neighbors that match a given prefix, simplifying deployment.

NEW QUESTION # 74
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