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PECB Certified ISO/IEC 27001 Lead Auditor exam (ISO-IEC-27001-Lead-
Auditor中文版) ISO-IEC-27001-Lead-Auditor-CN Prüfungsfragen mit
Lösungen (Q223-Q228):
223. Frage 
場景3：NightCore是一家總部位於美國的跨國科技公司，專注於電子商務、雲端運算、數位串流媒體和人工智慧。
在實施資訊安全管理系統 (ISMS) 8 個多月後，他們聘請了認證機構進行第三方審核，以獲得 ISO/IEC 27001 認
證。
認證機構成立了一個由七名審核員組成的團隊。傑克是最有經驗的審核員，被任命為審核組組長。多年來，他獲
得了許多知名認證，例如 ISO/IEC 27001 首席審核員、CISA、CISSP 和 CISM。
Jack 透過研究和評估 NightCore 實施的每項資訊安全要求和控制，對 ISMS 審查的每個階段進行了全面分析。在第
二階段審核期間。傑克發現了一些不合格項。在將購買的軟體許可證發票數量與軟體庫存進行比較後，傑克發現
該公司的許多電腦一直在使用非法版本的軟體。他決定要求高階主管對這項違規行為做出解釋，看看他們是否意
識到這一點。他的下一步是審計 NightCore 的 IT 部門。高層指派 NightCore 的系統管理員 Tom 擔任指導，陪伴 Jack
和稽核團隊了解系統和數位資產基礎設施的內部運作。
在採訪財務部的一名成員時，審計人員發現該公司最近向其一名顧問進行了一些不尋常的大額交易。收集有關交
易的所有必要詳細資訊後。傑克決定直接訪問高階主管。
在討論第一個不合格項時，高階主管告訴傑克，他們願意決定使用複製軟體而不是原始軟體，因為它更便宜。
Jack向NightCore的高層解釋說，使用非法版本的軟體違反了ISO/IEC 27001和國家法律法規的要求。然而，他們似
乎對此感到滿意。
在審計幾個月後，Jack 將他在審計期間收集的一些 NightCore 資訊出售給了 NightCore 的競爭對手，以獲取巨額資
金。
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根據該場景，回答以下問題：
ISO/IEC 27001 是否要求組織遵守國家法律法規？

A. 是的，但不需要明確確定相關的法律和合約要求
B. 否，標準中沒有明確指出組織是否應遵守國家法律法規
C. 是的，遵守適用的法律是 ISO/IEC 27001 的要求

Antwort: C

Begründung:
ISO/IEC 27001 requires organizations to comply with applicable legal, statutory, regulatory, and contractual requirements, including
those pertaining to information security. These requirements must be identified, documented, and kept up to date as part of the
organization's ISMS.

224. Frage 
下列關於審計報告的四項敘述是正確的？

A. 審核報告應僅證明不合格狀況
B. 審計報告應首先發送給組織的最高管理層，因為其內容可能會令人尷尬
C. 審核報告應始終由客戶審核、註明日期並簽名為“已接受”
D. 不再需要的審計報告可以作為組織一般廢棄物的一部分進行銷毀
E. 審核報告應包含或引用審核計劃
F. 審核報告應由審核小組組長依審核小組的意見製作
G. 審計報告應假定適合廣泛傳播，除非特別標示為機密
H. 審核報告應在商定的時間範圍內生成

Antwort: C,E,F,H

Begründung:
According to the PECB Candidate Handbook for ISO/IEC 27001 Lead Auditor, the audit reports should be produced by the audit
team leader with input from the audit team, as they are responsible for collecting and analysing the audit evidence1. The audit reports
should also include or refer to the audit plan, as it provides the basis for the audit objectives, scope, criteria, and methodology2.
Furthermore, the audit reports should be produced within an agreed timescale, as it is part of the audit programme management and
ensures timely communication of the audit results3. Additionally, the audit reports should always be reviewed by the client, dated,
and signed as 'accepted', as it confirms the audit completion and the formal agreement on the audit findings and conclusions4.
The other statements are false because:
* Audit reports should not be sent to the organisation's top management first because their contents could be embarrassing, as this
would compromise the audit impartiality and confidentiality5. Audit reports should be distributed according to the audit programme
procedures and the audit plan.
* Audit reports should not be assumed suitable for general circulation unless they are specifically marked confidential, as this would
violate the audit confidentiality and the protection of personal information.
Audit reports should be treated as confidential documents and only shared with the authorised parties.
* Audit reports should not only evidence nonconformity, as this would limit the audit scope and value.
Audit reports should also evidence conformity, improvement opportunities, good practices, and audit observations.
* Audit reports that are no longer required should not be destroyed as part of the organisation's general waste, as this would pose a
risk to the audit confidentiality and the information security. Audit reports should be retained, disposed, or destroyed according to
the audit programme procedures and the applicable legal requirements.
1: PECB Candidate Handbook for ISO/IEC 27001 Lead Auditor, page 32, section 4.4.32: PECB Candidate Handbook for
ISO/IEC 27001 Lead Auditor, page 33, section 4.4.43: PECB Candidate Handbook for ISO
/IEC 27001 Lead Auditor, page 31, section 4.4.14: PECB Candidate Handbook for ISO/IEC 27001 Lead Auditor, page 34,
section 4.4.55: PECB Candidate Handbook for ISO/IEC 27001 Lead Auditor, page 24, section 4.3.1. : PECB Candidate
Handbook for ISO/IEC 27001 Lead Auditor, page 33, section 4.4.4. : PECB Candidate Handbook for ISO/IEC 27001 Lead
Auditor, page 24, section 4.3.1. : PECB Candidate Handbook for ISO/IEC 27001 Lead Auditor, page 33, section 4.4.4. : PECB
Candidate Handbook for ISO/IEC 27001 Lead Auditor, page 32, section 4.4.3. : PECB Candidate Handbook for ISO/IEC
27001 Lead Auditor, page
33, section 4.4.4. : PECB Candidate Handbook for ISO/IEC 27001 Lead Auditor, page 24, section 4.3.1. :
PECB Candidate Handbook for ISO/IEC 27001 Lead Auditor, page 34, section 4.4.5.

225. Frage 



您正在一家提供醫療保健服務的住宅療養院進行 ISMS 初始認證審核。審計計劃的下一步是召開末次會議。在最
終審核小組會議上，身為審核組組長，您同意報告 2 項輕微不符合項和 1 項改進機會，如下：
選擇您將在最後一次會議上向受審核方提供建議的審核專案經理的建議選項。

A. 建議在 3 個月內進行部分審核
B. 建議可以在一年內的監督審核中結束調查結果
C. 在您批准擬議的糾正措施計劃後建議進行認證
D. 建議在 6 個月內進行全面的重新審核

Antwort: A

Begründung:
*Minor Nonconformities: The identified nonconformities are minor, meaning they don't pose a significant risk to the information
security management system (ISMS). They are likely to be easily rectified with focused corrective actions.
*Opportunity for Improvement: This is not a nonconformity but a suggestion for enhancing the ISMS. It doesn't require immediate
corrective action but should be addressed in the organization's continual improvement efforts.
*Initial Certification: As this is an initial certification audit, the organization is expected to demonstrate its commitment to addressing
any gaps identified. A partial audit allows for a focused follow-up on the specific areas of nonconformity, ensuring they have been
adequately addressed.
Why other options are not suitable:
*A. Recommend certification after your approval of the proposed corrective action plan: While certification is the goal, it's
premature to recommend it before verifying the effectiveness of the corrective actions.
*B. Recommend that a full scope re-audit is required within 6 months: This is too extensive for minor nonconformities. A full re-audit
is usually reserved for major nonconformities or systemic issues.
*D. Recommend that the findings can be closed out at a surveillance audit in 1 year: This is too long a timeframe for addressing the
nonconformities. Prompt corrective action is necessary to demonstrate commitment to the ISMS.
In summary, recommending a partial audit within 3 months strikes the right balance between allowing the organization time to
implement corrective actions and ensuring timely verification of their effectiveness. This approach aligns with the principles of ISO
27001 and supports the organization's journey towards certification.

226. Frage 
OrgXY 是一 ​​家經過 ISO/IEC 27001 認證的軟體開發公司。在獲得認證一年後，OrgXY 的高階主管通知認證機構，
該公司尚未準備好進行監督審核。在這種情況下會發生什麼？

A. OrgXY 將其註冊轉移給另一個認證機構
B. 目前認證一直使用到下次監督審核
C. 認證已暫停

Antwort: C

Begründung:
If an organization like OrgXY informs the certification body that it is not ready to conduct the surveillance audit as scheduled, the
certification may be suspended. This is because the surveillance audit is a critical part of the ongoing certification maintenance,
required to ensure continued compliance with the standard.
References: PECB ISO/IEC 27001 Lead Auditor Course Material; ISO/IEC 27001:2013, general guidelines on certification and
surveillance requirements

227. Frage 
您是經驗豐富的審核團隊領導，指導審核員進行培訓。
您的團隊目前正在對代表外部客戶儲存資料的組織進行第三方監督審核。接受培訓的審核員的任務是審查適用性
聲明 (SoA) 中列出的並在現場實施的技術控制措施。
從以下內容中選擇您希望接受培訓的審核員審查的四項控制措施。

A. 如何實施針對惡意軟體的防護
B. 組織的業務連續性安排
C. 資訊安全意識、教育與培訓
D. 組織如何評估其技術漏洞的暴露程度
E. 如何管理對原始程式碼和開發工具的訪問
F. 保密與保密協議



G. 機構對資訊刪除的安排
H. 電源線和資料線如何進入建築物

Antwort: A,D,E,G

Begründung:
The four controls from the list that the auditor in training should review are:
*B. How access to source code and development tools are managed: This control requires the organisation to restrict and monitor
the access to the source code and development tools that are used to create, modify, or maintain the software applications and
systems that process or store the data of external clients. This is important for ensuring the integrity, confidentiality, and availability of
the software and the data, as well as for preventing unauthorized changes, errors, or malicious code injection.
*D. How protection against malware is implemented: This control requires the organisation to implement appropriate measures to
detect, prevent, and remove malware from the IT systems and devices that process or store the data of external clients. This includes
using antivirus software, firewalls, email filtering, web filtering, and other tools to protect against viruses, worms, ransomware,
spyware, and other malicious software. This is essential for safeguarding the data and the systems from corruption, theft, or damage
caused by malware.
*E. How the organisation evaluates its exposure to technical vulnerabilities: This control requires the organisation to identify and
assess the technical vulnerabilities that may affect the IT systems and devices that process or store the data of external clients. This
includes using vulnerability scanning tools, penetration testing tools, threat intelligence sources, and other methods to discover and
evaluate the weaknesses and gaps in the security of the systems and the devices. This is necessary for prioritizing and implementing
the appropriate corrective actions and controls to mitigate the risks posed by the vulnerabilities.
*G. The organisation's arrangements for information deletion: This control requires the organisation to establish and implement
policies and procedures for deleting the data of external clients from the IT systems and devices when it is no longer needed or
required. This includes defining the criteria and methods for data deletion, such as secure erasure, encryption, or physical
destruction. This is important for complying with the contractual obligations and the legal and regulatory requirements regarding the
retention and disposal of the data, as well as for protecting the confidentiality and integrity of the data.
References: = ISO/IEC 27001:2022, Annex A, clauses A.8.9, A.8.10, A.8.11, and A.8.28; Understanding ISO
27001:2022: People, process, and technology, pages 6-7; What are the 11 new security controls in ISO 27001:
2022? - Advisera.

228. Frage
......
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