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Juniper Security, Specialist (JNCIS-SEC) Sample Questions (Q29-Q34):

NEW QUESTION # 29
You are troubleshooting unexpected issues on your JIMS server due to out of order event log timestamps.
Which action should you take to solve this issue?

A. Enable time synchronization on the client devices.

B. Enable time synchronization on the JIMS server.

C. Enable time synchronization on the SRX Series devices.
D. Enable time synchronization on the domain controllers.

Answer: D
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Explanation:

To solve the issue of out of order event log timestamps on your JIMS server, you should enable time synchronization on the domain
controllers. JIMS (Juniper Identity Management Service) is a Windows service that collects user, device, and group information
from Active Directory domains or syslog sources and provides it to SRX Series devices and CSO for identity-based security
policies. JIMS relies on the timestamps of the event logs generated by the domain controllers to track user logins, logouts, and TP
address changes. Ifthe domain controllers have different or inaccurate clocks, the event logs may have out of order or incorrect
timestamps, which can cause JIMS to miss or misinterpret some events and affect its accuracy and performance. Therefore, you
should ensure that all the domain controllers in your network are synchronized with a reliable time source, such as an NTP server or
a Windows Time service. Reference: = Juniper Identity Management Service User Guide, Juniper Identity Management Service
Feature Guide, Configure JIMS Collector to Get Microsoft Event Logs, Considerations for timestamps in centralized logging
platforns

NEW QUESTION # 30
When using Adaptive Threat Profiling, which two deployment modes are available on SRX Series devices?
(Choose two.)

A. promiscuous
B. iline

C. tap

D. bridge

Answer: B,C

Explanation:

The correct answers are B and C. Adaptive Threat Profiling allows SRX Series Firewalls to act either as inline enforcement devices
or as tap-based sensors. In an inline deployment, the SRX is directly in the traffic path and can enforce policy actions such as
blocking, denying, or adding threat indicators to Security Intelligence feeds for real-time mitigation. In a tap deployment, the SRX
observes copied traffic froma TAP/SPAN-style feed and contributes intelligence without being the active forwarding device.
Juniper's ATP Cloud documentation states that Adaptive Threat Profiling enables SRX devices to be deployed as sensors on Tap
ports, identifying and sharing intelligence to mline devices for real-time enforcement. It also describes a "Tap- based SRX Series
Firewall sensor" and contrasts it with an inline device.

Option A, bridge, is not the deployment mode being tested here. Bridge/transparent forwarding is a firewall deployment style, not
the named Adaptive Threat Profiling mode. Option D, promiscuous, is also wrong; promiscuous mode is an interface behavior, not
the ATP Adaptive Threat Profiling deployment model.

Reference topics: ATP Cloud, Adaptive Threat Profiling, tap sensors, inline enforcement, Security Intelligence feeds.

NEW QUESTION # 31
Which two statements about the DNS ALG are correct? (Choose two.)

A. The DNS ALG does not support NAT.
B. The DNS ALG performs DNS doctoring.
C. The DNS ALG supports VPN tunnels.
D. The DNS ALG supports DDNS.

Answer: B,C

Explanation:

The DNS Application Layer Gateway (ALG) is designed to manage and facilitate the successful passage of DNS traffic through a
network device such as a firewall or NAT. Here are the correct statements regarding DNS ALG:

The DNS ALG performs DNS doctoring,

DNS doctoring is indeed a finction of the DNS ALG where it modifies the payload of DNS responses to ensure that the information
is aligned with the NAT policy. For example, it can rewrite the IP addresses in DNS responses to match the internal or external
NATd IP address that the client should use.

The DNS ALG supports VPN tunnels.

DNS ALG can function across VPN tunnels by managing DNS traffic that traverses the tunnel, ensuring that the DNS queries and
responses are cotrectly handled in environments where IP address translation occurs due to the VPN.



NEW QUESTION # 32
‘Which action will the SRX Series device take if traffic matches the custom attack object shown in the exhibit?

[edit security idp)

user@scx? show ‘LJ(WH:)[-\H_
custom-attack BGP-DEFEND | _,|

-
recommended-action drop;
severity critical;
attack-type |
signature |

pattern £€5501;
direction any;

A. the action taken is defined by the security policy.

B. the action taken is defined in the IDP policy that includes this attack object.
C. The SRX Series device will reject the traffic.

D. The SRX series device will drop the traffic.

Answer: B

Explanation:

The correct answer is A. the action taken is defined in the IDP policy that includes this attack object. The exhibit defines a custom
attack object named BGP-DEFEND under the security idp custonrattack hierarchy.

The custom object includes metadata such as recommended-action drop, severity critical, and signature match conditions such as
BGP update AS-path context and pattern 65501. However, an attack object by itself does not determine the final enforcement
behavior. The attack object defines what to match; the IDP policy rule that references the object defines what action to take when
that match occurs. Juniper describes attack objects as objects used inside IDP rules to identify malicious activity, while IDP rules
include rule actions such as drop-packet, drop-connection, close-client, close-server, recommended, and others.

Option B is wrong because the firewall security policy enables IDP inspection by applying an IDP policy, but the IDP action is not
selected directly by the normal security policy. Options C and D are too absolute. Even though the custom object shows
recommended-action drop, that is only used if the IDP rule action invokes recommended behavior. Without seeing the IDP policy
rule action, you cannot conclude reject or drop.

Reference topics: IDP customattack objects, IDP policy rule actions, recommended action, signature-based attack matching,

NEW QUESTION # 33
Exhibit



M\ Exhibit

[edit security policiea from—zone| Trust/ tagzeons Untrust]

user@azx? show

pelicy FindThreat {

match

source—addreas any;
destinaction—-addresas/ anvy;
application junoa—da&faizles;
;;";#iﬂ—anp;;catian (i zunoa:BITTORRENT ! jusas | SITTORRENE ~SUNDLE

curity policgefEragmaons Trust tomzone U

You are asked to track BitTorrent traffic on your network. You need to automatically add the workstations to the
High Risk Workstations feed and the servers to the BitTorrent Servers feed automatically to help mitigate future threats.
Which two commands would add this fimctionality to the FindThreat policy? (Choose two.)

e A
[edit secarity [BeliciddEFemTzone TXUAT to-zane JI'T“;.'.I_AC TollghifindThireat then permit applicatacdH
mervices sescuritiy-intelligence] .
Ees=r@srxi | aed sdd-socusceripntanfaad, ‘«I#"gﬂf #\ﬂ.}k 'ﬁ‘:-.:k:‘.al:;:tn.:
e B
[edir| secuxrity policies fpidtitizhmg| Trust cotizong/IRRpaSt) Bdlicy FPindThreat then permit application-
g e
servicea security—ir 1 | P oed
{ 1 iy !
user@srx® set add-des ‘tl:’f‘.“L\ZEI‘.—.-L'L']"‘:,Q"I&_Q&S‘?_'.J.-.T.‘JL‘I‘?!I-_ Sexrvexrs
o C.
fedit security ol aicn cm—zomel | Manasc || (=11} "_r.'*"_l.ﬂnuﬂ TV FindTfhreat ! then permitc application=

jEesrvices a=cux 1 I| i

”—-‘—--—f-mswﬁqlhh b Bo= Gorvexs Liniper

imer@a=x$ asec

e D

[=dat securaty

ust|torzone UgirasStT policy FincaTnreat then permit appllication—

services =secu

caser@srxd set a

e-cantityrtoifeed!| | Bigh S =R Workstations LiNPer
-

Answer: A,C

NEW QUESTION # 34
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