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H#19
An administrator installs FortiClient on Windows Server.
What is the default behavior of real-time protection control?

A. Real-time protection is disabled

B. Real-time protection must update the signature database from FortiSandbox

C. Real-time protection sends malicious files to FortiSandbox when the file is not detected locally
D. Real-time protection must update AV signature database

EfE: A

A -

When FortiClient is installed on a Windows Server, the default behavior for real-time protection control is:

Real-time protection is disabled: By default, FortiClient does not enable real-time protection on server installations to avoid potential
performance impacts and because servers typically have different security requirements compared to client endpoints.

Thus, real-time protection is disabled by default on Windows Server installations.

B #20
Refer to the exhibits.

Based on the FortiGate Security Fabric settings shown in the exhibits, what must an administrator do on the EMS server to
successfully quarantine an endpoint. when it is detected as a compromised host (loC)?

e A. The administrator must enable SSH access to EMS.

¢ B. The admmistrator must authorize FortiGate on FortiAnalyzer.

e (. The administrator must enable remote HTTPS access to EMS.
e D. The administrator must enable FQDN on EMS.

Ef#: C

TR

Based on the FortiGate Security Fabric settings shown in the exhibits, to successfully quarantine an endpoint when it is detected as a
compromised host (IOC), the following step is required:

* Enable Remote HTTPS Access to EMS:This setting allows FortiGate to communicate securely with FortiClient EMS over
HTTPS. Remote HTTPS access is essential for the quarantine functionality to operate correctly, enabling the EMS server to receive
and act upon the quarantine commands from FortiGate.

Therefore, the admmistrator must enable remote HTTPS access to EMS to allow the quarantine process to fimction properly.
References

* FortiGate Infrastructure 7.2 Study Guide, Security Fabric and Integration with EMS Sections

* Fortinet Documentation on Enabling Remote HTTPS Access to FortiClient EMS

HE #21
Why does FortiGate need the root CA certificate of FortiCient EMS?
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A. To sign FortiClient CSR requests

B. To update FortiClient client certificates

C. To revoke FortiClient client certificates

D. To trust certificates issued by FortiClient EMS

Ef#: D

R

Understanding the Need for Root CA Certificate:

The root CA certificate of FortiClient EMS is necessary for FortiGate to trust certificates issued by FortiClient EMS.

Evaluating Use Cases:

FortiGate needs the root CA certificate to establish trust and validate certificates issued by FortiClient EMS.

Conclusion:

The primary reason FortiGate needs the root CA certificate of FortiClient EMS is to trust certificates issued by FortiClient EMS.

H #22
Which two VPN types can a FortiClient endpoint user inmate from the Windows command prompt? (Choose two)

A. PPTP
B. IPSec
C. SSL VPN
D. [2TP

Ef#: B. C

fEEL:

FortiClient supports initiating the following VPN types from the Windows command prompt:

IPSec VPN: FortiClient can establish IPSec VPN connections using command line instructions.

SSL VPN: FortiClient also supports initiating SSL. VPN connections from the Windows command prompt.

These two VPN types can be configured and initiated using specific command line parameters provided by FortiClient.

B #23

A security architect has designed a high availability (HA) solution with three FortiClient EMS nodes across two datacenters
comnected throughsite-to-site [Psec VPN with 1GB of dedicated bandwidth.

How can the architect ensure a seamless failover between FortiClient EMS nodes?

¢ A. Provide support for active-active HA mode.

¢ B. License each FortiClient EMS server separately.

e C. Provide layer 2 connectivity for the FortiClient EMS servers.
e D. Include a remote SQL server in the design.

IEf#: D

R
Including a remote SQL server ensures that all FortiClient EMS nodes share a common database. This allows seamless failover
between nodes, maintaining consistent endpoint data and configurations across the HA deployment.
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