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CWNP Certified Wireless Analysis Professional Sample Questions (Q71-
Q76):

NEW QUESTION # 71
In a Spectrum Analyzer the Swept Spectrogram plot displays what information?

A. The RF time domain

B. Wi-Fi Device information

C. RF power present at a particular frequency over the course of time
D. Reductions in frame transmissions

Answer: C

Explanation:

The Swept Spectrogram plot is a spectrum analysis plot that shows the RF power present at a particular frequency over the course
of time. It can help identify trends and patterns in the RF spectrum over a longer period of time. It can also show how the RF
environment changes over time and how different sources of RF signals affect each other. The other options are not correct, as they
describe different types of plots or information that are not related to the Swept Spectrogram plot. References: [Wireless Analysis
Professional Study Guide], Chapter 3: Spectrum Analysis, page 72-73

NEW QUESTION # 72

You have implemented an AP at a remote office. It is a single-band AP supporting 802.11ac. Several users complain that their
laptops carmot connect to the WLAN. These laptops are from muiltiple vendors and range in age from 2 to 4 years. The SSID and
security profile settings are correct. All default settings were used on the AP with the exception of the SSID and security settings.
What is the most likely issue preventing these STAs from connecting to the AP?

A. They are 5 GHz-only devices

B. They are 2.4 GHz-only devices

C. They do not support the basic data rates

D. They do not support VHI and only support OFDM

Answer: A

NEW QUESTION # 73
Why would a STA that supports 802.11k Radio Measurement send a Neighbor Request to an AP?

A. To learn about neighboring interference sources and tune its RF radio accordingly

B. To inform the current AP about the STA's intent to roam to a neighboring AP, ensuring a seamless handover
C. To request a list of neighboring APs which the STA can use as roaming candidates

D. To request a list of neighboring STAs which enables the STA to better pick the right protection mechanisms

Answer: C

Explanation:

A STA that supports 802.11k Radio Measurement would send a Neighbor Request to an AP to request a list of neighboring APs
which the STA can use as roaming candidates. A Neighbor Request is an Action frame that contains a subelement specifying the
type of information that the STA wants to receive firomthe AP. A Neighbor Report is an Action frame that contains a subelement
with a list of neighboring APs that match the criteria specified in the Neighbor Request. The Neighbor Report provides information
such as BSSID, channel, operating class, and PHY type of each neighboring AP. This information helps the STA to perform
mtelligent roaming decisions based on signal quality, load, and compatibility . References: CWAP-

405Certified Wireless Analysis Professional Study and Reference Guide, Chapter 12: 802.11k/v/rw/w/ai Amendments, page 434;
CWAP-405Certified Wireless Analysis Professional Study and Reference Guide, Chapter 12: 802.1 1k/v/r/ww/ai Amendments,
page 435.
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NEW QUESTION # 74

ABC International has installed a new smart ZigBee controlled lighting system. However, the network team is concerned that this
new system will interfere with the existing WLAN and has asked you to investigate the impact of the two systems operating
simultaneously in the 2.4 GHz band. When performing Spectrum Analysis, which question could you answer by looking at the FFT
plot?

A. Is the ZigBee system using more than 50% of'the available airtime?

B. Do the ZigBee channels used by the lighting system overlap with the WLAN channels?
C. Is the ZigBee system causing an increase in WLAN retries?

D. Is the WLAN corrupting ZigBee system messages?

Answer: B

Explanation:

The FFT plot is a spectrum analysis plot that shows the RF power present at a particular fiequency over a short period of time. It
can help identify the sources and characteristics of RF signals in the spectrum By looking at the FFT plot, you can determine which
ZigBee channels are used by the lighting system and whether they overlap with the WLAN channels in the 2.4 GHz band. ZigBee
channels are 5 MHz wide and WLAN channels are 20 MHz or 40 MHz wide, so there is a possibility of overlap and interference
between them. The other questions cannot be answered by looking at the FFT plot alone, as they require other types of plots or
analysis tools, such as duty cycle plot, airtime utilization plot, or protocol analyzer. References: [Wireless Analysis Professional Study
Guide], Chapter 3: Spectrum Analysis, page 69-

70

NEW QUESTION # 75
AnRTS frame should be acknowledged by which frame?

A. CTS

B. RTS-Ack
C. Ack

D. Block Ack

Answer: A

Explanation:

AnRTS (Request to Send) frame should be acknowledged by a CTS (Clear to Send) frame. An RTS and CTS frame are types of
control frames that are used to implement a virtual carrier sense mechanism called RTS

/CTS. RTS/CTS is a technique that helps to avoid collisions and hidden node problens in wireless transmissions. When a STA
(station) wants to send a data frame, it first sends an RTS frame to the mtended receiver, indicating the duration of the transmission.
The receiver then responds with a CTS frame, also indicating the duration of the transmission. The other STAs in the vicinity hear
either the RTS or the CTS frame and update their NAV (Network Allocation Vector) timers accordingly, deferring their access to
the medium until the transmission is over. The sender then sends the data frame, followed by an ACK (Acknowledgement) frame
from the receiver. The other options are not correct, as they are not used to acknowledge an RTS frame. An ACK frame is used to
acknowledge a data frame, not an RTS frame. An RTS- Ack frame does not exist, as there is no such type of control frame in
802.11. A Block Ack (BA) frame is used to acknowledge multiple data frames in a single frame, not an RTS frame. References:
[Wireless Analysis Professional Study Guide CWAP-405], Chapter 6: 802.11 Frame Exchanges, page 166-167

NEW QUESTION # 76
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