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CompTIA SecurityX Certification Exam Sample Questions (Q89-Q94):

NEW QUESTION # 89
A company plans to implement a research facility with Intellectual property data that should be protected The following is the
security diagram proposed by the security architect
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Which of the following security architect models is illustrated by the diagram?

A. Zero Trust security model

B. Perimeter protection security model

C. Identity and access management model
D. Agent based security model

Answer: A

Explanation:

The security diagram proposed by the security architect depicts a Zero Trust security model. Zero Trust is a security framework that
assummes all entities, both inside and outside the network, cannot be trusted and must be verified before gaining access to resources.
Key Characteristics of Zero Trust in the Diagram:

Role-based Access Control: Ensures that users have access only to the resources necessary for their role.

Mandatory Access Control: Additional layer of security requiring authentication for access to sensitive areas.

Network Access Control: Ensures that devices meet security standards before accessing the network.

Multi-factor Authentication (MFA): Enhances security by requiring multiple forns of verification.

This model aligns with the Zero Trust principles of never trusting and always verifying access requests, regardless of their origin.

NEW QUESTION # 90

After an incident occurred, a teamreported during the lessons-learned review that the team.
* Lost important Information for further analysis.

* Did not utilize the chain of communication

* Did not follow the right steps for a proper response

Which of'the following solutions is the best way to address these findinds?

A. Requesting budget for better forensic tools to Improve technical capabilities for Incident response operations
B. Requiring professional incident response certifications tor each new team member

C. Publishing the incident response policy and enforcing it as part of the security awareness program

D. Building playbooks for different scenarios and performing regular table-top exercises

Answer: D

Explanation:

Building playbooks for different scenarios and performing regular table-top exercises directly addresses the issues identified in the
lessons-learned review. Here's why:

* Lost important information for further analysis: Playbooks outline step-by-step procedures for incident response, ensuring that
team members know exactly what to document and how to preserve evidence.

* Did not utilize the chain of communication: Playbooks include communication protocols, specifying who to notify and when.
Regular table-top exercises reinforce these communication channels, ensuring they are followed during actual incidents.

* Did not follow the right steps for a proper response: Playbooks provide a clear sequence of actions to be taken during various
types of incidents, helping the team to respond in a structured and effective manner. Regular exercises allow the team to practice
these steps, identifying and correcting any deviations fiom the plan.

Investing in better forensic tools (Option A) or requiring certifications (Option C) are also valuable, but they do not directly address
the procedural and communication gaps identified. Publishing and enforcing the incident response policy (Option D) is important but
not as practical and hands-on as playbooks and exercises in ensuring the team is prepared.

References:



* CompTIA Security+ Study Guide
* NIST SP 800-61 Rev. 2, "Computer Security Incident Handling Guide"
* SANS Institute, "Incident Handler's Handbook"

NEW QUESTION # 91
A company's security policy states that any publicly available server must be patched within 12 hours after a patch is released A
recent IIS zero-day vulnerability was discovered that affects all versions of the Windows Server OS:
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Which of the following hosts should a security analyst patch first once a patch is available?

A0
B. 1
C.2
D.3
E. 4
F.5

Answer: E

Explanation:

Based on the security policy that any publicly available server must be patched within 12 hours after a patch is released, the
securityanalyst should patch Host 1 first. Here's why:

Public Availability: Host 1 is externally available, making it accessible from the internet. Publicly available servers are at higher risk of
being targeted by attackers, especially when a zero-day vulnerability is known.

Exposure to Threats: Host 1 has IIS installed and is publicly accessible, increasing its exposure to potential exploitation. Patching this
host first reduces the risk of a successful attack.

Prioritization of Critical Assets: According to best practices, assets that are exposed to higher risks should be prioritized for patching
to mitigate potential threats promptly.

Reference:

CompTIA Security+ SY0-601 Study Guide by Mike Chapple and David Seidl

NIST Special Publication 800-40: Guide toEnterprise Patch Management Technologies CIS Controls: Control 3 - Continuous
Vulnerability Management

NEW QUESTION # 92
A security operations analyst is reviewing network traffic baselines for nightly database backups. Given the following information:

Date rrw spf AndeAdET consumed
121 [1201am [11.24GB
122 [1201am_|1157GB

1213 1201 am. |11.70GB
1213 1246 am. |97 D0CGE
124 1201 am. | 109568

Which of the following should the security analyst do next?

A. Quarantine PRDDBO1 and then alert the database engineers

B. Consult with a network engineer to determine the impact of bandwidth usage
C. Refer to the incident response playbook for the proper response

D. Review all the network logs for further data exfiltration

Answer: D

NEW QUESTION # 93

A systens engineer is configuring SSO for a business that will be using SaaS applications for its remote-only workforce. Privileged
actions in SaaS applications must be allowed only from corporate mobile devices that meet minimum security requirements, but
BYOD nust also be permitted for other activity. Which of the following would best meet this objective?



A. Install machine certificates on corporate devices and perform checks against the clients.
B. Deploy application protection policies using a corporate, cloud-based MDM solution.
C. Block any connections from outside the business's network security boundary.

D. Configure device attestations and continuous authorization controls.

Answer: D

Explanation:

Device attestation ensures that only corporate-approved devices can perform privileged actions in SaaS applications. Continuous
authorization monitors ongoing device compliance, dynamically adjusting permissions based on security posture.

* Blocking connections (A) is too restrictive and does not accommodate BYOD.

* Machine certificates (B) help with authentication but do not provide continuous security assessment.

* MDM policies (D) secure mobile devices but do not apply real-time access controls for SaaS applications.

NEW QUESTION # 94

The valid CompTIA SecurityX Certification Exam (CAS-005) practice tests are available in CAS-005 pdf format which works on
all smart devices. When you have all the actual CAS-005 questions in a pdf document, it will be easy for you to prepare successfully
for the CAS-005 test in a short time. Practice makes a man perfect and we can apply the same thing here.
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