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Fortinet NSE 8 - Written Exam (NSE8_812) NSE8_812 Prüfungsfragen mit
Lösungen (Q52-Q57):
52. Frage 
You are creating the CLI script to be used on a new SD-WAN deployment You will have branches with a different number of
internet connections and want to be sure there is no need to change the Performance SLA configuration in case more connections
are added to the branch.
The current configuration is:
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Which configuration do you use for the Performance SLA members?

A. set members 0
B. current configuration already fulfills the requirement
C. set members any
D. set members all

Antwort: C

Begründung:
The set members any option will ensure that all of the SD-WAN interfaces are included in the Performance SLA. This is the best
option if you want to be sure that the Performance SLA will be triggered even if more connections are added to the branch in the
future.
The set members 0 option will exclude all of the SD-WAN interfaces from the Performance SLA. This is not a good option because
it will prevent the Performance SLA from being triggered even if there is a problem with the network.
The current configuration already fulfills the requirement option is incorrect because it does not ensure that all of the SD-WAN
interfaces will be included in the Performance SLA.
The set members all option will include all of the SD-WAN interfaces in the Performance SLA, but it is not the best option because
it is not scalable. If you have a large number of SD-WAN interfaces, this option will cause the Performance SLA to be triggered too
often.
References:
Performance SLA | FortiGate / FortiOS 7.4.0
Configuring Performance SLA | FortiGate / FortiOS 7.4.0



53. Frage 
Refer to the exhibits, which show a firewall policy configuration and a network topology.

An administrator has configured an inbound SSL inspection profile on a FortiGate device (FG-1) that is protecting a data center
hosting multiple web pages-Given the scenario shown in the exhibits, which certificate will FortiGate use to handle requests to
xyz.com?

A. FortiGate will reject the connection since no certificate is defined.
B. FortiGate will fall-back to the default Fortinet_CA_SSL certificate.
C. FortiGate will use the first certificate in the server-cert list-the abc.com certificate
D. FortiGate will use the Fortinet_CA_Untrusted certificate for the untrusted connection,

Antwort: B

Begründung:
When using inbound SSL inspection, FortiGate needs to present a certificate to the client that matches the requested domain name.



If no matching certificate is found in the server-cert list, FortiGate will fall-back to the default Fortinet_CA_SSL certificate, which is
self-signed and may trigger a warning on the client browser. Reference:
https://docs.fortinet.com/document/fortigate/6.4.0/cookbook/103437/inbound-ssl-inspection

54. Frage 
You deployed a fully loaded FG-7121F in the data center and enabled sslvpn-load-balance. Based on the behavior of this feature
which statement is correct?

A. Enabling SSL VPN load balancing will clear the session table.
B. To have better traffic distribution you should use IP pools that increment in multiples of 12.
C. If an FPM goes down, SSL VPN IP pool IP addresses will be re-allocated to the remaining FPMs.
D. You can use src-ip or dst-ip-dport on dp-load-distribution-method to make SSL VPN load balancing work as expected.

Antwort: D

55. Frage 
Refer to the exhibit.

The exhibit shows two error messages from a FortiGate root Security Fabric device when you try to configure a new connection to
a FortiClient EMS Server.
Referring to the exhibit, which two actions will fix these errors? (Choose two.)

A. Authorize the root FortiGate on the FortiClient EMS
B. Export and import the FortiClient EMS server certificate to the root FortiGate.
C. Install a new known CA on the Win2K16-EMS server.
D. Verify that the CRL is accessible from the root FortiGate

Antwort: A,B

Begründung:
* A is correct because the error message "The CRL is not accessible" indicates that the root FortiGate cannot access the CRL for
the FortiClient EMS server. Verifying that the CRL is accessible will fix this error.
* D is correct because the error message "The FortiClient EMS server is not authorized" indicates that the root FortiGate is not
authorized to connect to the FortiClient EMS server. Authorizing the root FortiGate on the FortiClient EMS server will fix this error.
The other options are incorrect. Option B is incorrect because exporting and importing the FortiClient EMS server certificate to the
root FortiGate will not fix the CRL error. Option C is incorrect because installing a new known CA on the Win2K16-EMS server
will not fix the authorization error.
References:
* Troubleshooting FortiClient EMS connectivity | FortiClient / FortiOS 7.0.0 - Fortinet Document Library
* Authorizing FortiGates with FortiClient EMS | FortiClient / FortiOS 6.4.8 - Fortinet Document Library
https://docs.fortinet.com/document/fortigate/7.0.0/administration-guide/185333/forticlient-ems%E2%80%9D

56. Frage 
A retail customer with a FortiADC HA cluster load balancing five webservers in L7 Full NAT mode is receiving reports of users not
able to access their website during a sale event. But for clients that were able to connect, the website works fine.
CPU usage on the FortiADC and the web servers is low, application and database servers are still able to handle more traffic, and
the bandwidth utilization is under 30%.



Which two options can resolve this situation? (Choose two.)

A. Add more web servers to the real server poof
B. Disable SSL between the FortiADC and the web servers
C. Add a connection-pool to the FortiADC virtual server
D. Change the persistence rule to LB_PERSIS_SSL_SESSJD.

Antwort: A,C

Begründung:
Option B: Adding more web servers to the real server pool will increase the overall capacity of the load balancer, which should help
to resolve the issue of users not being able to access the website.
Option D: Adding a connection-pool to the FortiADC virtual server will allow the load balancer to cache connections to the web
servers, which can help to improve performance and reduce the number of dropped connections.
Option A: Changing the persistence rule to LB_PERSIS_SSL_SESSJD would only be necessary if the current persistence rule is
not working properly. In this case, the CPU usage on the FortiADC and the web servers is low, so the persistence rule is likely not
the issue.
Option C: Disabling SSL between the FortiADC and the web servers would reduce the load on the FortiADC, but it would also
make the website less secure. Since the bandwidth utilization is under 30%, it is unlikely that disabling SSL would resolve the issue.

57. Frage
......
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