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FeEY 71

Advanced Troubleshooting with Logs and Events: This section of the exam measures the skills of Check
Point Security Administrators and covers the analysis of logs and events for troubleshooting. Candidates
will learn how to interpret log data to identify issues and security threats effectively.

fEY 72

Advanced Access Control Troubleshooting; This section of the exam measures the skills of Check Point
System Administrators in demonstrating expertise in troubleshooting access control mechanisirs. It involves
understanding user permissions and resolving authentication issues.

ey 73

Introduction to Advanced Troubleshooting: This section of the exam measures the skills of Check Point
Network Security Engineers and covers the foundational concepts of advanced troubleshooting techniques.
It ntroduces candidates to various methodologies and approaches used to identify and resolve complex
issues in network environments.

bEY 74

Advanced Identity Awareness Troubleshooting: This section of the exam measures the skills of heck Point
Security Consultants and focuses on troubleshooting identity awareness systemns.

fEYZ5

Advanced Firewall Kernel Debugging: This section of the exam measures the skills of Check Point
Network Security Administrators and focuses on kernel-level debugging for firewalls. Candidates will learn
how to analyze kernel logs and troubleshoot firewall-related issues at a deeper level

FEY Z6

Advanced Management Server Troubleshooting: This section of the exam measures the skills of Check
Point System Administrators and focuses on troubleshooting management servers. It emphasizes
understanding server architecture and diagnosing problens related to server performance and connectivity.
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¢ Advanced Gateway Troubleshooting: This section of the exam measures the skills of Check Point Network
NEw 27 Security Engineers and addresses troubleshooting techniques specific to gateways. It includes methods for
diagnosing connectivity issues and optimizing gateway performance.

¢ Advanced Client-to-Site VPN Troubleshooting: This section of the exam measures the skills of
bEy 7 8 CheckPoint System Administrators and focuses on troubleshooting client-to-site VPN issues.
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R #110

In Mobile Access VPN. clientless access is done using a web browser. The primary commumnication path for these browser based
connections is a process that allows numerous processes to utilize port

443 and redirects traffic to a designated port of the respective process Which daemon handles this?

A. HTTPS Inspection Daemon (HID)
B. Multi-portal Daemon (MPD)

C. Connectra VPN Daemon (cvpnd)
D. Mobile Access Daemon (MAD)

IEf#: B

fi .-

The Multi-portal Daemon (mpdaemon) is responsible for handling the clientless access connections in Mobile Access VPN. It listens
on port 443 and redirects the traffic to the appropriate port of the process that handles the specific connection type, such as cvpnd
for SSL Network Extender, MAD for Mobile Access Portal, or HID for HTTPS Inspection. The mpdaemon also performs
authentication and authorization for the clientless access connections. Reference: Check Point Processes and Daemons1, Mobile
Access Blade Administration Guide

1: https://supportcenter.checkpoint.convsupportcenter/portal?eventSubmit_doGoviewsolutiondetails=&solutionid=sk97638 :
https/sc1.checkpoint.com/documents/R81.10/WebAdminGuides/EN/CP_R81.10 Mobile Access AdminGuide/html frameset.htm

=R #111
What is the Security Gateway directory where an administrator can find vpn debug log files generated during Site-to-Site VPN
troubleshooting?

e A opt/CPsuiteR80/vpr/log/
¢ B. SFWDIR/log/

e C. SFWDIR/conf/

e D. SCPDIR/conf!

IEf#: B
A -

The correct directory where an administrator can find vpn debug log files generated during Site-to-Site VPN troubleshooting is
$SFWDIR/log/. This directory contains the following files related to vpn debug;


https://www.jpshiken.com/156-587_shiken.html
https://jp.fast2test.com/156-587-premium-file.html

vpnd.elg: This file contains the high-level VPN debug information, such as the VPN tunnel establishment, deletion, and negotiation
messages. It can be enabled by using the vpn debug on command on the Security Gateway CLI

legacy ike.elg: This file contains the low-level IKE debug information for IKEv1, such as the IKE packets, encryption, decryption,
and authentication. It can be enabled by using the vpn debug keon command on the Security Gateway CLI.

legacy ikev2.xml: This file contains the low-level IKE debug information for IKEv2, such as the IKE packets, encryption,
decryption, and authentication. It can be enabled by using the vpn debug ikev2on command on the Security Gateway CLL

These files can be viewed by using the vpn debug view command on the Security Gateway CLI, or by using the IKEView tool on
the Security Management Server GUL

Reference:

vpn debug - Check Point Software

IKE Debug on R81 and above - Check Point CheckMates

(CCTE) - Check Point Software

HMA #112

You receive reports from multiple users that they cannot browse Upon further discovery you identify that Identity Awareness cannot
identify the users properly and apply the configured Access Roles What commands you can use to troubleshoot all identity collectors
and identity providers from the command Iine?

e A on the management: pdp debug set all

¢ B. on the management: pdp debug on IDC all

e C. onthe gateway: pdp debug set AD all and IDC all
¢ D. on the gateway: pdp debug set IDC all IDP all

Ef#: D

L

To troubleshoot Identity Awareness issues related to user identification and Access Role application, you need to enable debugging
for both Identity Collectors (IDC) and Identity Providers (IDP). The command pdp debug set IDC all IDP all on the gateway
achieves this.

Here's why this is the correct answer and why the others are not:

A . on the gateway: pdp debug set IDC all IDP all: This correctly enables debugging for all Identity Collectors and Identity
Providers, allowing you to see detailed logs and messages related to user identification and Access Role assignment. This helps
pinpoint issues with user mapping, authentication, or authorization.

B. on the gateway: pdp debug set AD all and IDC all: This command only enables debugging for Active Directory (AD) as an
Identity Provider and all Identity Collectors. It might miss issues related to other Identity Providers if they are in use.

C . on the management: pdp debug on IDC all: This command has two issues. First, it should be executed on the gateway, not the
management server, as the gateway is responsible for user identification and policy enforcement. Second, it only enables debugging
for Identity Collectors, not Identity Providers.

D . on the management: pdp debug set all: While this command might seem to enable debugging for everything, it's not specific
enough for Identity Awareness troubleshooting, It might generate excessive logs unrelated to the issue and make it harder to find the
relevant information.

Check Point Troubleshooting Reference:

Check Point Identity Awareness Administration Guide: This guide provides detailed information about Identity Awareness
components, configuration, and troubleshooting,

Check Point sk113963: This article explains how to troubleshoot Identity Awareness issues using debug commands and logs.
Check Point R81.20 Security Administration Guide: This guide covers general troubleshooting and debugging techniques, including
the use of pdp debug commands.

B #113
Which of the following is a component of the Context Management Infrastructure used to collect signatures in user space from

multiple sources such as Application Control and IPS. and compiles them together into unified Pattern Matchers?

A. cpas

B. CMI Loader

C. Context Loader

D. PSL - Passive Signature Loader

IEf#: D



ZM#114
Which of'the following would NOT be a flag when debugging a unified policy?

e A. connection
e B.tls

e C. rulebase
e D.clob

IEf#: B

TR

The Unified Policy is a feature that allows you to create a single policy layer that combines the functionality of Access Control,
Threat Prevention, and HTTPS Inspection]2. To debug the Unified Policy, you need to use the command fw ctl debug with the
module name UP and the flag all or specific flags for different aspects of the Unified Policy inspection34. The possible flags for the
Unified Policy module are:

* up_match: Shows the matching process of the Unified Policy rules.

* up_inspect: Shows the inspection process of the Unified Policy rules.

* up_action: Shows the action process of the Unified Policy rules.

*up_log: Shows the logging process of the Unified Policy rules.

*up_tls: Shows the TLS inspection process of the Unified Policy rules.

*up_clob: Shows the CLOB (Content Limitation and Optimization Blade) inspection process of the Unified Policy rules.
*up_rulebase: Shows the rulebase loading process of the Unified Policy rules.

*up_connection: Shows the connection tracking process of the Unified Policy rules.

The flag tls is not a valid flag for the Unified Policy module, as it is used for the TLS Inspection module5.

Therefore, the correct answer is A. tls. The other options are valid flags for the Unified Policy module, as explained above34.
References:

* 1: CCTE Courseware, Module 8: Advanced Access Control, Slide 7

* 2: Check Point R81 Security Gateway Architecture and Packet Flow, Chapter 5: Unified Policy, Page 29

* 3: CCTE Courseware, Module 8: Advanced Access Control, Slide 17

* 4: Check Point R81 Security Gateway Architecture and Packet Flow, Chapter 5: Unified Policy, Page 32

* 5: Check Point R81 Security Gateway Architecture and Packet Flow, Chapter 6: TLS Inspection, Page
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