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GIAC Strategic Planning, Policy, and Leadership (GSTRT) Sample Questions
(Q65-Q70):

NEW QUESTION # 65
What is the primary goal of Advanced Persistent Threat (APT) actors?
Response:

e A To performa one-time attack and disappear

e B. To quickly deface websites

e (. To establish long-term, covert access to a target's network for espionage or data theft
e D. To cause immediate disruption and chaos

Answer: C

NEW QUESTION # 66
What is the purpose of including a "least privilege" principle in a cybersecurity policy?
Response:
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A. To prevent the use of administrative privileges by IT staff

B. To ensure that all users have the highest level of access

C. To allow all users to access sensitive data

D. To restrict users' access to only the resources they need to perform their job duties

Answer: D

NEW QUESTION # 67
What is the benefit of using a maturity model to assess a security program?
Response:

A. It eliminates the need for risk assessments

B. It reduces the organization's overall security budget

C. It simplifies security processes by focusing on only one area

D. It provides a structured framework for evaluating the program's progress and areas for improvement

Answer: D

NEW QUESTION # 68
Why is it important for an organization to understand the motivations of different types of threat actors?
Response:

e A To limit mvestment in security technologies

¢ B. To avoid implementing too many security controls

e C. To tailor its cybersecurity strategy to address the specific threats posed by different actors, such as cybercriminals, nation-
states, or hacktivists

e D. To hire threat actors as consultants

Answer: C

NEW QUESTION # 69
How does aligning a security program with industry best practices, such as NIST or ISO standards, benefit the organization?
Response:

A. It limits the organization's ability to implement custom controls

B. It reduces the need for audits

C. It provides a strong foundation for security controls and ensures the program meets widely accepted standards
D. It increases the cost of the program

Answer: C

NEW QUESTION # 70
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