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HF #92

Refer to the exhibits.

The exhibits show a diagram of a requested topology and the base [Psec configuration.

A customer asks you to configure ADVPN via two internet underlays. The requirement is that you use one interface with a single IP
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address on DC FortiGate.
In this scenario, which feature should be implemented to achieve this requirement?

A. Change advpn2 to IKEvl
B. Use network-overlay id
C. Use local-id

D. Use peer-id

IEf#: B

iR

A is correct because using network-overlay id allows you to configure multiple ADVPN tunnels on a single interface with a single IP
address on the DC FortiGate. This is explained in the FortiGate Administration Guide under ADVPN > Configuring ADVPN >
Configuring ADVPN on the hub. References: httpsz/docs. fortinet.com/document/fortigate/7.4.0/administration-guide/978 793/advpn
httpsy/docs.fortinet.conm/document/fortigate/7.4.0/administration-guide/978 793/advpn/978794/configuring-advpn

HM #93

A customer's cybersecurity department needs to implement security for the traffic between two VPCs in AWS, but these belong to
different departments within the company. The company uses a single region for all their VPCs.

Which two actions will achieve this requirement while keeping separate management of each department's VPC? (Choose two.)

e A Create an 1AM account for the cybersecurity department to manage both existing VPC, create a FortiGate HA Cluster on
each VPC and IPSEC VPN to force traffic between the VPCs through the FortiGate clusters

¢ B. Create a transit VPC with a FortiGate HA cluster, connect to the other two using VPC peering, and use routing tables to
force traffic through the FortiGate cluster.

¢ (. Migrate all the instances to the same VPC and create 1 AM accounts for each department, then implement a new subnet
for a FortiGate auto-scaling group and use routing tables to force the traffic through the FortiGate cluster.

e D. Create a VPC with a FortiGate auto-scaling group with a Transit Gateway attached to the three VPC to force routing
through the FortiGate cluster

iFf#: B. D

L2

To implement security for the traffic between two VPCs in AWS, while keeping separate management of each department's VPC,
two possible actions are:

* Create a transit VPC with a FortiGate HA cluster, connect to the other two using VPC peering, and use routing tables to force
traffic through the FortiGate cluster. This option allows the cybersecurity department to manage the transit VPC and apply security
policies on the FortiGate cluster, while the other departments can manage their own VPCs and instances. The VPC peering
connections enable direct commumication between the VPCs without using public IPs or gateways. The routing tables can be
configured to direct all inter- VPC traffic to the transit VPC.

* Create a VPC with a FortiGate auto-scaling group with a Transit Gateway attached to the three VPCs to force routing through the
FortiGate cluster. This option also allows the cybersecurity department to manage the security VPC and apply security policies on
the FortiGate cluster, while the other departments can manage their own VPCs and instances. The Transit Gateway acts as a
network hub that connects multiple VPCs and on-premises networks. The routing tables can be configured to direct all inter-VPC
traffic to the security VPC. References: https://docs. fortinet.convdocument/fortigate-public- cloud/7.2.0/aws-administration-
guide/506140/connecting-a-local-fortigate-to-an-aws-vpc-vpn

https/docs. fortinet.con’document/fortigate- public-cloud/7.0.0/sd-wan-architecture- for-enterprise

/166334/sd-wan-configuration

HR #94

You are responsible for recommending an adapter type for NICs on a FortiGate VM that will run on an ESXi Hypervisor. Your
recommendation must consider performance as the main concern, cost is not a factor. Which adapter type for the NICs will you
recommend?

A. Virtual Function (VF) PCI Passthrough

B. Native ESXi Networking with VMXNET3
C. Physical Function (PF) PCI Passthrough
D. Native ESXi Networking with E1000



Ef#: B

e

The FortiGate VM is a virtual firewall appliance that can run on various hypervisors, such as ESXi, Hyper-V, KVM, etc. The
adapter type for NICs on a FortiGate VM determines the performance and compatibility of the network interface cards with the
hypervisor and the physical network. There are different adapter types available for NICs on a FortiGate VM, such as E1000,
VMXNET3, SR-IOV, etc. If performance is the main concern and cost is not a factor, one option is to use native ESXi networking
with VMXNET3 adapter type for NICs on a FortiGate VM that will run on an ESXi hypervisor. VMXNET3 is a paravirtualized
network mterface card that is optimized for performance in virtual machines and supports features such as multiqueue support,
Receive Side Scaling (RSS), Large Receive Offload (LRO), IPv6 offloads, and MSI/MSI-X mterrupt delivery. Native ESXi
networking means that the FortiGate VM uses the standard virtual switch (vSwitch) or distributed virtual switch (dvSwitch) provided
by the ESXi hypervisor to connect to the physical network. This option can provide high performance and compatibility for NICs on
a FortiGate VM without requiring additional hardware or software components. Reference:
httpsz/docs.fortinet.convdocument/fortigate/7.0.0/vim-installation- for- vimware-esxi/ 1 9662/installing- fortigate- vim- on-vimware- esxi
https:/docs.fortinet.conmydocument/fortigate/7.0.0/vim-installation- for-vimware-esxi/ 1 966 2/networking

HP #95
A FortiGate must be configured to accept VoIP traffic which will include session initiation protocol (SIP) traffic. Which statement
about the VoIP configuration options is correct?

A. Rate tracking of SIP requests is only possible when the application layer gateway (ALG) is set to Flow mode.

B. Restricting SIP requests is only possible when using the SIP Session Helper.

C. FortiOS cannot accept SIP traffic if both the SIP Session Helper and the application layer gateway (ALG) are disabled.
D. By default, VoIP traffic will be processed using the SIP Session Helper.

Ef#: C

B #96
Refer to the exhibit.
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A FortiWeb appliance is configured for load balancing web sessions to internal web servers. The Server Pool is configured as




shown in the exhibit.
How will the sessions be load balanced between server 1 and server 2 during normal operation?

Ef#:

A -

A. Server 1 will receive 20% of the sessions, Server 2 will receive 66.6% of the sessions
B. Server 1 will receive 33.3% of the sessions, Server 2 will receive 66 6% of the sessions
C. Server 1 will receive 0% of the sessions Server 2 will receive 100% of the sessions

D. Server 1 will receive 25% of the sessions, Server 2 will receive 75% of the sessions

D

The Server Pool in the exhibit is configured with a weight of 20 for server 1 and a weight of 60 for server 2. This means that server 1
will receive 20% of the sessions and server 2 will receive 75% of the sessions.

The following formula is used to calculate the load balancing between servers in a Server Pool:

weight of server 1/ (weight of server 1+ weight of server 2)

In this

case, the formuila is:

20/(20+60)=20/80=0.25=25%
Therefore, server 1 will receive 25% of the sessions and server 2 will receive 75% of the sessions.

B #97
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