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can help them advance their career in the field.

Fortinet NSE 8 - Written Exam (NSE8 812) Sample Questions (Q61-Q66):

NEW QUESTION # 61
Refer to the exhibit.

The exhibit shows two error messages froma FortiGate root Security Fabric device when you try to configure a new connection to
a FortiClient EMS Server.
Referring to the exhibit, which two actions will fix these errors? (Choose two.)

A. Export and import the FortiClient EMS server certificate to the root FortiGate.
B. Authorize the root FortiGate on the FortiClient EMS

C. Verify that the CRL is accessible from the root FortiGate

D. Install a new known CA on the Win2K16-EMS server.

Answer: B,C

Explanation:

Ais correct because the error message "The CRL is not accessible" indicates that the root FortiGate cannot access the CRL for the
FortiClient EMS server. Verifying that the CRL is accessible will fix this error.

D is correct because the error message "The FortiClient EMS server is not authorized" indicates that the root FortiGate is not
authorized to connect to the FortiClient EMS server. Authorizing the root FortiGate on the FortiClient EMS server will fix this error.
The other options are incorrect. Option B is incorrect because exporting and importing the FortiClient EMS server certificate to the
root FortiGate will not fix the CRL error. Option C is incorrect because installing a new known CA on the Win2K16-EMS server
will not fix the authorization error.

References:

Troubleshooting FortiClient EMS connectivity | FortiClient / FortiOS 7.0.0 - Fortinet Document Library Authorizing FortiGates with
FortiClient EMS | FortiClient / FortiOS 6.4.8 - Fortinet Docurrent Library

NEW QUESTION # 62

A customrer is planning on moving their secondary data center to a cloud-based laaS. They want to place all the Oracle-based
systers Oracle Cloud, while the other systems will be on Microsoft Azure with ExpressRoute service to their main data center.
They have about 200 branches with two internet services as their only WAN connections. As a security consultant you are asked to
design an architecture using Fortinet products with security, redundancy and performance as a priority.

Which two design options are true based on these requirements? (Choose two.)

¢ A. Branch FortiGate devices must be configured as VPN clients for the branches' internal network to be able to access
Oracle services without using public IPs.

¢ B. Two ExpressRoute services to the main data center are required to implement SD-WAN between a FortiGate VM in
Azure and a FortiGate device at the data center edge

e (. Use FortiGate VM for IPSEC over ExpressRoute, as traffic is not encrypted by Azure.

¢ D. Systerms running on Azure will need to go through the main data center to access the services on Oracle Cloud.

Answer: A,C

Explanation:

* A. Systerrs running on Azure will need to go through the main data center to access the services on Oracle Cloud. This is because
the Oracle Cloud is not directly connected to the Azure Cloud. The traffic will need to go through the main data center in order to
reach the Oracle Cloud.

* C. Branch FortiGate devices must be configured as VPN clients for the branches' internal network to be able to access Oracle
services without using public IPs. This is because the Oracle Cloud does not allow direct connections from the internet. The traffic
will need to go through the FortiGate devices in order to reach the Oracle Cloud.

The other options are not correct.

* B. Use FortiGate VM for IPSEC over ExpressRoute, as traffic is not encrypted by Azure. This is not necessary. Azure does
encrypt traffic over ExpressRoute.

* D. Two ExpressRoute services to the main data center are required to implement SD-WAN between a FortiGate VM in Azure
and a FortiGate device at the data center edge. This is not necessary. A single ExpressRoute service can be used to implement SD-
WAN between a FortiGate VM in Azure and a FortiGate device at the data center edge.
https//learn.microsoft.comven-us/azure/expressroute/expressroute-about-encryption



NEW QUESTION # 63

Refer to the exhibits.

The exhibits show a diagram of a requested topology and the base [Psec configuration.

A customrer asks you to configare ADVPN via two internet underlays. The requirement is that you use one interface with a single IP
address on DC FortiGate.

In this scenario, which feature should be implemented to achieve this requirement?

A. Use local-id

B. Use peer-id

C. Change advpn2 to IKEv1
D. Use network-overlay id

Answer: D

Explanation:

A is correct because using network-overlay id allows you to configure multiple ADVPN tunnels on a single interface with a single IP
address on the DC FortiGate. This is explained in the FortiGate Administration Guide under ADVPN > Configuring ADVPN >
Configuring ADVPN on the hub. References: httpsz/docs.fortinet.com/document/fortigate/7.4.0/admmnistration-guide/978793/advpn
https:/docs.fortinet.conm/document/fortigate/7.4.0/administration-guide/978 793/advpn/978794/configuring-advpn

NEW QUESTION # 64
Refer to the exhibit.

The exhibit shows the topology a customer wants to implement using a flexible authentication scheme. Users connecting from trusted
remote locations are authenticated using only their username/password when connecting to the SSLVPN FortiGate in the data
center.

‘When connecting from the Untrusted Clients, users must authenticate using 2-factor authentication.

In this scenario, which RADIUS attribute can be used as a RADIUS policy selector on the FortiAuthenticator to accomplish this

goal?

A. Tunnel-Client- Auth-1d
B. Framed-IP-Address
C. Login-1P-Host

D. Calling-Station-1d

Answer: A

NEW QUESTION # 65
Refer to the exhibits.

A customer wants to deploy 12 FortiAP 431F devices on high density conference center, but they do not currently have any PoE
switches to connect them to. They want to be able to run them at full power while having network redundancy From the FortiSwitch
models and sample retail prices shown in the exhibit, which build of materials would have the lowest cost, while fulfilling the
customer's requirements?

A. 1x FortiSwitch 248EFPOE
B. 2x FortiSwitch 224E-POE
C. 2x FortiSwitch 248E-FPOE
D. 2x FortiSwitch 124E-FPOE

Answer: D
Explanation:

the access point will require about 24.5 W of power and the 124E-FPOE has a Capacity of about 370 meaning
25x12 =300 so you left with about 70 W on the switch meaning you can still add two more access point on that switch.

NEW QUESTION # 66
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