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The SecOps Group Certified AppSec Practitioner Exam Sample Questions
(Q22-Q27):
NEW QUESTION # 22 
An application's forget password functionality is described below:
The user enters their email address and receives a message on the web page:
"If the email exists, we will email you a link to reset the password"
The user also receives an email saying:
"Please use the link below to create a new password:"
http://example.com/reset_password?userId=5298
Which of the following is true?

A. The application will allow the user to reset an arbitrary user's password
B. The reset link uses an insecure channel
C. The application is vulnerable to username enumeration
D. Both A and C

Answer: D

Explanation:
The
scenario describes a password reset mechanism where a user receives an email with a reset link:
http://example.com/reset_password?userId=5298. Let's evaluate each option:
* Option A ("The reset link uses an insecure channel"):
The reset link uses http:// instead of https://, indicating an insecure channel (HTTP instead of HTTPS).
Transmitting sensitive
data (e.g., a reset link) over HTTP allows an attacker to intercept the request, potentially stealing the reset token or user ID. This
makes the reset mechanism insecure, so this statement is true.
* Option B ("The application is vulnerable to username enumeration"): The message "If the email exists, we will email you a link to
reset the password" is generic and does not reveal whether the email exists, which is a best practice to prevent username
enumeration. Username enumeration would occur if the application responded differently for existing vs. non-existing users (e.g.,
"Email not found"). Here, there's no indication of enumeration vulnerability, so this statement is false.
* Option C ("The application will allow the user to reset an arbitrary user's password"): The reset link includes a userId=5298
parameter, which appears to directly reference a user's ID. If an attacker can manipulate this parameter (e.g., to userId=5299), they
might be able to reset another user's password, especially if the application does not validate that the reset request is tied to the
user's session or email. The link also lacks a one-time token or other verification mechanism to ensure the request is legitimate. This
suggests an Insecure Direct Object Reference (IDOR) vulnerability, making this statement true.
* Option D ("Both A and C"): Since both A (insecure channel) and C (arbitrary password reset) are true, this is the correct answer.
The correct answer is D, aligning with the CAP syllabus under "Password Reset Security" and "Insecure Direct Object References
(IDOR)."References: SecOps Group CAP Documents - "Password Reset Best Practices," "IDOR Vulnerabilities," and "OWASP
Authentication Cheat Sheet" sections.

NEW QUESTION # 23 
You and your project team are just starting the risk identification activities for a project that is scheduled to last for 18 months. Your
project team has already identified a long list of risks that need to be analyzed. How often should you and the project team do risk
identification?

A. Identify risks is an iterative process.
B. At least once per month
C. It depends on how many risks are initially identified.
D. Several times until the project moves into execution

Answer: A

Explanation:
Section: Volume B
Explanation
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NEW QUESTION # 24 
During qualitative risk analysis you want to define the risk urgency assessment. All of the following are indicators of risk priority
except for which one?

A. Cost of the project
B. Risk rating
C. Symptoms
D. Warning signs

Answer: A

Explanation:
Section: Volume D

NEW QUESTION # 25 
You work as a project manager for SoftTech Inc. You are working with the project stakeholders to begin the qualitative risk
analysis process. You will need all of the following as inputs to the qualitative risk analysis process except for which one?

A. Stakeholder register
B. Risk register
C. Project scope statement
D. Risk management plan

Answer: A

Explanation:
Section: Volume A

NEW QUESTION # 26 
Which of the following is a standard that sets basic requirements for assessing the effectiveness of computer security controls built
into a computer system?

A. FITSAF
B. FIPS
C. SSAA
D. TCSEC

Answer: D

Explanation:
Section: Volume D
Explanation

NEW QUESTION # 27
......
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