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Fortinet NSE 6 - FortiSwitch 7.2 Sample Questions (Q20-Q25):

NEW QUESTION # 20
How is traffic routed on FortiSwitch?

A. Hardware-based routing on FortiSwitch is handled by the CPU.

B. FortiSwitch looks up the hardware routing table and then the forwarding information base (FIB).
C. Layer 3 routing can be configured on FortiSwitch, while managed by FortiGate.

D. ASIC hardware routing can only handle dynamic routing, if supported.

Answer: B

NEW QUESTION # 21
How does FortiSwitch perform actions on ingress and egress traffic using the access control list (ACL)?

A. ACL can be used only at the prelookup stage in the traffic processing pipeline.
B. Only high-end FortiSwitch models support ACL.

C. Classifiers enable matching traffic based only on the VLAN ID.

D. FortiSwitch checks ACL policies only from top to bottom.

Answer: D

Explanation:

In FortiSwitch, Access Control Lists (ACLs) are used to enforce security rules on both ingress and egress traffic:

ACL Evaluation Order (D):

Operational Function: FortiSwitch processes ACL entries from top to bottom, similar to how firewall rules are processed. The first
match in the ACL determines the action taken on the packet, whether to allow or deny it, making the order of rules critical.
Configuration Advice: Careful planning of the order of ACL rules is necessary to ensure that more specific rules precede more
general ones to avoid unintentional access or blocks.

Reference:

For a comprehensive guide on configuring ACLs in FortiSwitch, consult the FortiSwitch security settings documentation available on:
Fortinet Product Documentation

NEW QUESTION # 22
‘What can an administrator do to maintain a FortiGate-compatible FortiSwitch configuration when changing the management mode
from standalone to FortiLinK?

A. Use a migration tool based on Python script to convert the configuration.

B. Register FortiSwitch to FortiSwitch Cloud to save a copy before managing with FortiGate.

C. FortiGate automatically saves the existing FortiSwitch configuration during the FortiLink management process.
D. Enable the FortiLink setting on FortiSwitch before the authorization process.

Answer: C

Explanation:

‘When transitioning the management of a FortiSwitch from standalone mode to being managed by FortiGate via FortiLink, it is critical
to ensure that the existing configurations are preserved. The best practice nvolves:

FortiGate's Role in Configuration Preservation:

FortiGate has the capability to automatically preserve the existing configuration of a FortiSwitch when it is integrated into the
network via FortiLink. This feature helps ensure that the transition does not disrupt the network's operational settings.
Configuration Integration:

As FortiSwitch is integrated into FortiGate's management via FortiLink, FortiGate captures and integrates the existing switch
configuration, enabling a seamless transition. This process nvolves FortiGate recognizing the FortiSwitch and its current setup, then
incorporating these settings into the centralized management interface without the need for manual reconfiguration or the use of
additional tools.

Reference:

For further details on managing FortiSwitch with FortiGate and the capabilities of FortiLink, consult the FortiSwitch and FortiGate
integration guide available on: Fortinet Product Documentation



NEW QUESTION # 23
Refer to the exhibits.
LoopGuard-setup F::RTINET

Loop guard L .

is enabled | %

$&

Portl and port2 are the only ports configured with the same native VLAN 10.

What are two reasons that can trigger portl to shut down? (Choose two.)

C. portl was shut down by loop guard protection.

Answer: B,.D

NEW QUESTION # 24
Refer to the exhibits.

A. Loop guard frame sourced fromport 1 was received on port 1.
B. STP triggered a loop and applied loop guard protection on portl.

D. An endpoint sent a BPDU on portl that it received from another interface.

LoopGuard-setup
# diagnose switch-controller switch-info loop-guard S510BEF4N1700002%
S108EF4N17000029:
Portname State Status Timeout (m) MAC-Mawe Count Last-Event
portl enabled Triggered 2 1] 1 2021-02-19% 15:50:35
port2 disabled - - - - -
port3 disabled - - - - -
portd disabled - - - - -
portS disabled - - - - -
porté disabled - - - - -
port9 disabled - - - -
portlo disabled - - - - -
BEF!NITDDOO].O-P). disabled - - - - -
_FlInKl_MLAGO_ disabled - = = = .
‘L1’
| B |




LoopGuard-setup F::RTINET

Loop guard |

LoopGuard-setup -

# diagnose switch-controller switch-info loop-guard S510BEF4N17000029%

S108EF4N17000029:
Portname State Status Timeout (m) MAC-Mowe Count Last-Event
portl enabled Triggered 2 (1] 1 2021-02-19 15:50:35
port2 disabled
port3 disabled - - - - -
portd disabled
port5 disabled - - - - -
porté disabled -
port9 disabled -
portlo disabled = = = = =
BEF4N17000030 Fg disabled
_FlInKl_MLAGO_ disabled = - - - -

Portl and port2 are the only ports configured with the same native VLAN 10.
What are two reasons that can trigger portl to shut down? (Choose two.)

A. port] was shut down by loop guard protection.

B. Loop guard frame sourced from port 1 was received on port 1.

C. STP triggered a loop and applied loop guard protection on portl.

D. An endpoint sent a BPDU on portl that it received from another interface.

Answer: A,C

Explanation:

When loop guard is enabled on portl and port2 configured with the same native VLAN (VLAN 10), there are specific scenarios
under which portl can be shut down due to loop guard operation:

A . port] was shut down by loop guard protection. Loop guard is a specific feature used in network environments to prevent
alternative or redundant loops. When loop guard is active, it can shut down a port if it stops receiving BPDU (Bridge Protocol Data
Units) on a port that is expected to receive them, assuming a loop or link failure and putting the port into an inconsistent state to
prevent potential loops.

B . STP triggered a loop and applied loop guard protection on portl. If the Spanning Tree Protocol (STP) detects a loop or loss of
BPDU transmissions while loop guard is enabled, it will proactively shut down the port to prevent network instability or a broadcast
storm. This is an essential fimction of loop guard within the context of STP, providing additional protection against topology changes
that could introduce loops.

Reference:

Additional details about loop guard functionality and STP interaction can be found in the FortiSwitch administration guides,
accessible via Fortinet Documentation.

NEW QUESTION # 25
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