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NEW QUESTION # 91
What is the main use of the Playground in Cortex XSIAM?
Response:

A. Export reports to CSV

B. Build dashboards

C. Test scripts and integrations in a safe environment
D. Manage endpoint policies

Answer: C

NEW QUESTION # 92
Matching - ASM Use Case to Feature
Use Case

A) Identify exposed CVEs

B) Review vulnerable asset details
C) Investigate active threat paths
D) Monitor evolving service risks
Feature

1. Attack surface rules

2. Asset inventory

3. Threat response center

4. Continuous ASM scans
Response:

A. A-1,B-2,C-3, D-4
B. A-4,B-2,C-3,D-1
C.A-1,B4,C-3,D-2
D. A-1,B-3,C-2, D-4

Answer: A

NEW QUESTION # 93

Match each XQL. feature with its function:
Feature

A) Query Library

B) XQL Helper

C) Scheduled Queries

D) Schema Viewer

Function

1. Provides reusable query templates

2. Supports query syntax and field completion
3. Executes queries at defined intervals

4. Displays dataset field structure and types
Response:

A A-1,B-2,C-3, D-4
B. A-4,B-2,C-3,D-1
C.A-1,B-4,C-3,D-2
D. A-1,B-3,C-2, D-4

Answer: A

NEW QUESTION # 94
Which type of analytics will trigger the alert on the image shown?



Failed login by non-existent users on host (7

200

Q 0 0 0 0 0 0 0

A. Behavioral
B. Baseline
C. Contextual
D. Anomaly

Answer: D

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

The correct answer isD - Anomaly.

In Cortex XSIAM, Anomaly analyticsare designed to trigger alerts when a monitored activity deviates significantly from the
established baseline or historical average. In the image, the "Failed login by non- existent users on host" metric remains at zero for
several days and then suddenly spikes to 267 and 381-far above the average threshold. This significant deviation from the
established normis identified by the analytics engine as ananomalyand will trigger an alert for flrther nvestigation.

"Anomaly analytics identify significant deviations from established baselines or averages, such as unusual spikes in failed login
attempts or other behavioral outliers, and trigger alerts for potential threats." Document Reference:XSIAM Analyst ILT Lab
Guide.pdf Page:Page 28 (Alerting and Detection section)

NEW QUESTION # 95

A security analyst is reviewing alerts and incidents associated with internal vulnerability scanning performed by the security
operations team,

‘Which built-in incident domain will be assigned to these alerts and incidents in Cortex XSIAM?

A. Security
B. Health
C. Hunting
D.IT

Answer: D

Explanation:

The correct answer isD - IT.

Alerts and incidents related to internal vulnerability scanning and other non-security operational events are categorized under thel T
domainin Cortex XSIAM. This allows teams to differentiate between security- related and IT operations-related alerts for better
ncident management and prioritization.

"Incidents generated from internal I'T operations, such as vulnerability scanning, are assigned to the IT domain, separating them from
security-focused domains." Document Reference:XSIAM Analyst ILT Lab Guide.pdf Page:Page 28 (Alerting and Detection
Processes section)

NEW QUESTION # 96
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