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Cisco Conducting Threat Hunting and Defending using Cisco Technologies
for CyberOps 2 5E 300-220 A5 & (Q111-Q116):

R #111
Which of'the following is a common technique used in threat hunting to track lateral movement of attackers within a network?

A. Privilege escalation
B. Log analysis

C. DNS tunneling

D. Port scanning

Ef#: B

H #112
Which technique focuses on identifying known patterns or signatures of known threats within a network or system?

A. Behavioral analysis

B. Network traffic analysis
C. Endpoint logging

D. Signature-based detection

M
R

: D

R #113
Which technique involves analyzing the digital artifacts left behind by threat actors in order to attribute cyber attacks?

¢ A Digtal forensics

¢ B. Behavioral analysis
e C. Infrastructure analysis
e D. Linguistic analysis

EfE: A

HH #114
What is the purpose of the mvestigation phase in the threat hunting process?

A. Documenting findings and recommendations
B. Creating a plan to respond to identified threats
C. Analyzing data for potential threats

D. Developing and testing hypotheses

H
R

: C

HA #115
In the threat hunting process, what is the purpose of the strategy refinement phase?

e A Develop hypotheses



Ef#:

B. Collect more data
C. Adjust the current plan
D. Celebrate successes

C

B #116
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