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E R #708
Which of'the following systemns is used to employ a variety of different techniques to discover and alert on threats and potential
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threats to systems and networks?

o A WAF
e B.IDS

e C. Firewall
e D.IPS

IEf#: B

fiR e«

An intrusion detection system (IDS) is implemented to watch network traffic and operations, using predefined criteria or signatures,
and alert administrators if anything suspect is found. An intrusion prevention system (IPS) is similar to an IDS but actually takes
action against suspect traffic, whereas an IDS just alerts when it finds anything suspect. A firewall works at the network level and
only takes into account [P addresses, ports, and protocols; it does not inspect the traffic for patterns or content. A web application
firewall (WAF) works at the application layer and provides additional security via proxying, filtering service requests, or blocking
based on additional factors such as the client and requests.

M #709
Which of'the following threat types involves the sending of invalid and manipulated requests through a user's client to execute
commands on the application under their own credentials?

A. Cross-site request forgery

B. Cross-site scripting

C. Missing function-level access control
D. Injection

Ef: A

R -

A cross-site request forgery (CSRF) attack forces a client that a user has used to authenticate to an application to send forged
requests under the user's own credentials to execute commands and requests that the application thinks are coming froma trusted
client and user. Although this type of attack cannot be used to steal data directly because the attacker has no way to see the results
ofthe commands, it does open other ways to compromise an application. Missing function-level access control exists where an
application only checks for authorization during the initial login process and does not further validate with each finction call. An
injection attack is where a malicious actor sends commands or other arbitrary data through input and data fields with the intent of
having the application or system execute the code as part of its normal processing and queries. Cross-site scripting occurs when an
attacker is able to send untrusted data to a user's browser without going through validation processes.

ZR#710
Which ITIL component is focused on anticipating predictable problems and ensuring that configurations and operations are in place
to prevent these problems from ever occurring?

A. Problem management

B. Continuity management

C. Configuration management
D. Availability management

IEf#E: A

AR :

Explanation/Reference:

Explanation:

Problem management is focused on identifying and mitigating known problems and deficiencies before they are able to occur, as well
as on minimizing the impact of incidents that cannot be prevented.

Continuity management (or business continuity management) is focused on planning for the successful restoration of systems or
services after an unexpected outage, incident, or disaster. Availability management is focused on making sure system resources,
processes, personnel, and toolsets are properly allocated and secured to meet SLA requirements. Configuration management tracks
and maintains detailed information about all IT components within an organization.
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Cloud environments pose many unique challenges for a data custodian to properly adhere to policies and the use of data. What
poses the biggest challenge for a data custodian with a PaaS implementation, over and above the same concerns with [aaS?
Response:

e A. Data classification rules

IEf#:

B. Knowledge of systems
C. Access to systenms
D. Contractual requirements

B

R #712
Which of the following is not one of the types of controls?
Response:

Ef#:

A. Administrative
B. Physical

C. Technical

D. Transitional

D
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