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FS BIG-IP Administration Support and Troubleshooting Sample Questions
(Q42-Q47):

NEW QUESTION # 42
A user wants to use the iHealth Upgrade Advisor to determine any issues with upgrading TMOS. Where can the user generate the
QKView to upload to iHealth?

e A. System> Configuration
e B. System> Archives
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e C. System> Software Management
e D. System> Support

Answer: D

Explanation:

To utilize the F5 iHealth service, a BIG-IP Administrator must generate a diagnostic snapshot of the system known as a QK View
file.

* GUI Path: In the BIG-IP Configuration Utility (GUI), the QK View generation tool is located under System > Support.

* Process: On the Support page, the user selects the "New Support Snapshot" button. From there, they ensure "QK View" is
selected. Once the BIG-IP finishes collecting the data (which includes logs, configuration, and hardware statistics), the user can
download the resulting .qkview file directly to their local machine.

* iHealth Integration: This file is then uploaded to ihealth.f5.com. The Upgrade Advisor tool within iHealth specifically parses this
QKView to check the current configuration against known bugs, hardware limitations, or syntax changes in the target TMOS
version.

* Evaluation of Other Options:

* System > Configuration (Option B): This section contains general system settings like DNS, NTP, and SNMP, but does not
contain diagnostic tools.

* System > Software Management (Option C): This is where new TMOS images (.iso files) are uploaded and installed, but it is not
used for generating diagnostic reports.

* System> Archives (Option D): This is used to create and manage UCS (User Configuration Set) files, which are full system
backups. While UCS files contain configuration, they do not contain the deep diagnostic logs and hardware stats required by iHealth
for an Upgrade Advisor analysis.

NEW QUESTION # 43
Users report that traffic is negatively affected every time a BIG-IP device fails over. The traffic becomes stabilized after a few
minutes. What should the BIG-IP Administrator do to reduce the impact of future failovers?

A. Configure a global SNAT Listener

B. Set up Failover Method to HA Order
C. Enable Failover Multicast Configuration
D. Configure MAC Masquerade

Answer: D

Explanation:

When a virtual server's traffic flow is disrupted only during failover events and takes several minutes to stabilize, the issue is typically
related to the ARP cache on upstream network devices47. By default, each BIG-IP in an HA pair uses its own unique hardware
MAC address for traflic4848. When a failover occurs, the new active device takes over the floating IP addresses, but the upstream
switch may still have the MAC address of the old device cached4949. Traffic fails until the switch's ARP entry is updated. "MAC
Masquerade" is a troubleshooting feature that assigns a shared, virtual MAC address to the floating traffic group. Regardless of
which BIG-1P is currently active, it will use this masqueraded MAC address for all traffic related to that group52. Because the MAC
address seen by the network never changes during a failover, the upstream devices do not need to relearn ARP entries, resulting in
an instantaneous transition and elimnating the performance drop reported by users

NEW QUESTION # 44
In a busy environment where a pool is not functioning as expected after adding new members, which setting is critical for managing
traffic to the new member?

A. Allow SNAT

B. Action On Service Down
C. Availability Requirement
D. Slow Ramp Time

Answer: D

Explanation:
When a pool is not working as expected immediately after adding new members to a busy environment, the
"Slow Ramp Time" setting is a critical factor



In a pool using the "Least Connections" load balancing method, a new member starts with zero active connections5858. Without a
slow ramp time, the BIG-IP will immmediately direct a high volume of new traffic to this server to "equalize" it with other members.
This sudden surge can overwhelm the server's application stack before it has fully nitialized or warmed its caches, leading to failures.
By configuring a "Slow Ramp Time," the administrator ensures that the system gradually increases the amount of traffic sent to the
new member over a specified duration. The traffic sent is proportional to the time the member has been available relative to the ramp
time setting62. If the application fails only for users routed to new servers, reviewing this setting helps ensure that new capacity is
integrated into the pool without disrupting service performance

NEW QUESTION # 45

A BIG-IP Administrator creates a new Virtual Server. The end user is unable to access the page. During troubleshooting, the
administrator learns that the connection between the BIG-IP system and server is NOT set up correctly. What should the
admmistrator do to solve this issue?

A. Set Address Translation to SNAT and have selfIP configured in the same subnet of servers

B. Disable Address Translation

C. Set Address Translation to SNAT and configure a specific translation address

D. Set Address Translation to Auto Map, configure a SNAT pool, and have pool members in the same subnet of the servers

Answer: C

Explanation:

When a virtual server is not working as expected despite the pool members being marked "UP" (Green), the issue is frequently a
return-path routing failure. If the BIG-IP forwards a request with the original client's source IP address, the backend server will try
to respond directly to that client. If the server does not have its default gateway pointed back to the BIG-IP, the response packet
will be routed elsewhere (or dropped), resulting in a connection timeout for the user. To resolve this, the administrator must configure
"Source Address Translation" (SNAT). By setting SNAT to "Automap" or a specific SNAT address, the BIG-IP replaces the
client's IP with its own internal sel-IP. The backend server then sees the BIG-IP as the source and sends the response back to it
locally. This troubleshooting step ensures a functional, symmetric tr18affic flow. Identifying the need for SNAT is one of the most
common troubleshooting tasks for new virtual server deployments where the BIG-IP is not the default gateway for the backend
servers.

NEW QUESTION # 46
Refer to the exhibit.

A BIG-IP Admmistrator needs to deploy an application on the BIG-IP system to performSSL offload and re- encrypt the traffic to
pool members. During testing, users are unable to connect to the application.
‘What must the BIG-IP Administrator do to resolve the issue? (Choose one answer)

A. Configure Protocol Profile (Server) as splitsession-default-tcp
B. Remove the configured SSL Profile (Client)

C. Enable Forward Proxy in the SSL Profile (Client)

D. Configure an SSL Profile (Server)

Answer: D

Explanation:

To successtully performSSL offload and re-encryptionon a BIG-IP system, the virtual server must be configured withboth a Client
SSL profile and a Server SSL profile. The Client SSL profile enables BIG-IP to decrypt inbound HTTPS traffic from clients, while
the Server SSL profile is required tore-encrypt traffic before forwarding it to the pool members.

From the exhibit, the virtual server has aClient SSL profile configured, which allows BIG-IP to accept HTTPS connections from
clients. However, there isno Server SSL profile attached, meaning BIG-IP attempts to sendunencrypted HTTP trafficto pool
members listening on HTTPS (port 443). This protocol mismatch causes the server-side SSL handshake to fail, resulting in users
being unable to connect to the application.

This behavior is well documented in BIG-IP SSL troubleshooting guides: when backend servers expect HTTPS, a Server SSL
profile is mandatory to establish a secure connection from BIG-IP to the pool members.

The other options are incorrect:

Removing the Client SSL profile (Option A) would break client-side HTTPS.

The server-side TCP profile (Option B) is unrelated to SSL encryption.

Forward Proxy (Option C) is only used for outbound SSL inspection scenarios.

Therefore, configuring anSSL Profile (Server)is the correct and required solution.



NEW QUESTION # 47
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