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Amazon SCS-C02 Exam Overview:

Certification Vendor: Amazon Web Services (AWS)
Exam Name: AWS Certified Security - Specialty
Exam Number: SCS-C02

Exam Duration: 190 minutes

Real Exam Qty: 65

Exam Format: Multiple Choice, Multiple Response
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Certificate Validity Period: 3 years

Passing Score: 720 (on a scale of 100-1000)

Available Languages: English, Japanese, Korean, Simplified Chinese

Exam Price: $300 USD

Related Certifications: i&g g:ﬁ:g géﬁqozaﬁrnﬁé - Associate

Sample Questions: Amazon SCS-C02 Sample Questions

Exam Way: Online proctored (PSI) or in-person at testing centers (Pearson VUE)

Pre Condition: Recommended: AWS Certified Cloud Practitioner or Associate-level certification, plus 2+ years

of hands-on security experience
Official Syllabus URL.: https//aws.amazon.conycertification/certified-security-specialty/
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¢ Infrastructure Security: Aspiring AWS Security specialists are trained to implement and troubleshoot
security controls for edge services, networks, and compute workloads under this topic. Emphasis is placed

FrRE 1 on ensuring resilience and mitigating risks across AWS infrastructure. This section aligns closely with the

exam's focus on safeguarding critical AWS services and environments.
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¢ Security Logging and Monttoring; This topic prepares AWS Security specialists to design and implement
FEE robust monitoring and alerting systems for addressing security events. It emphasizes troubleshooting logging
solutions and analyzing logs to enhance threat visibility.

¢ Data Protection: AWS Security specialists learn to ensure data confidentiality and integrity for data in

transit and at rest. Topics include lifecycle management of data at rest, credential protection, and
F&E3 cryptographic key management. These capabilities are central to managing sensitive data securely,
reflecting the exam's focus on advanced data protection strategies.

¢ Threat Detection and Incident Response: In this topic, AWS Security specialists gain expertise in crafting

incident response plans and detecting security threats and anomalies using AWS services. It delves into
LEE 4 effective strategies for responding to compromised resources and workloads, ensuring readiness to manage
security incidents. Mastering these concepts is critical for handling scenarios assessed in the SCS-C02
exam

¢ Identity and Access Management: The topic equips AWS Security specialists with skills to design,
mplement, and troubleshoot authentication and authorization mechanists for AWS resources. By

FES emphasizing secure identity management practices, this area addresses foundational competencies required

for effective access control, a vital aspect of the certification exam
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FIRE #274
A company is using IAM Organizations. The company wants to restrict IAM usage to the eu-west-1 Region for all accounts under

an OU that is named "development." The solution must persist restrictions to existing and new IAM accounts under the development
Oou.

CA Include the following SCP on the development OU:

{
"Version”: "2012-10-17",
"Statement": [
{
*8id": "DenyNonDefaultRegions”,
"Effect™: "Deny”,
"NotAction": [
<Pesired Global Se
"Resource™: "*%,
"Condition™:
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]
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Like": { T
wa:Principal ARN": “arn:aws:iam::*:role/ANSExecution™

'B Include the following SCP on the development account

{

"Version™:

*2012-10-17",

"Statement”: [
{
"sid": "DenyNonDefaultRegions™,
“Bffect™: "Deny", o

"NotAction": [
<Desired Global Sexwvgce s>o

"Resource™: "*",

'“ond.tlon
r:nqﬁo
~ NotLike™: {

"aws:PrincipalARN": "arn:aws:iam::*:role/ANSExecution"
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{
"Version™: "2012-10-17",
"Statement": [
{
*8id": "DenyNonDefaultRegions",

"Effect™: "Deny”,
"NotAction™: [
<Desired Global S-zvi:-s)com
"Resource™: "+v,

"Condition":
'Stri

}.
"ArnNotLike": {
"aws:PrincipalARN": "arn:aws:iam::*:role/ANSExecution®

}
Include the following SCP on the development OU

{
"Yersion": *2012-10-17",
"Statement": [
{
®sid": "DenyNonDefaultRegions”™,
"Effect™: "Allow",
"NotAction": [

<Desired Global Ser.cos) m
“"Resource”™: "7,
"Condition": { t\

estedRegion”:
astc-1"

]

be
"arnNotLike": (
"aws:PrincipalARN": “arn:aws:iam::*:role/AWNSExecution”

g

A. Option C
B. Option A
C. Option B
D. Option D
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A company needs to implement DNS Security Extensions (DNSSEC) for a specific subdomain. The subdomain is already
registered with Amazon Route 53. A security engineer has enabled DNSSEC signing and has created a key-signing key (KSK).
When the security engineer tries to test the configuration, the security engineer receives an error for a broken trust chain.

‘What should the security engineer do to resolve this error?

A. Replace the KSK with a zone-signing key (ZSK).

B. Create a Delegation Signer (DS) record in the subdomain.

C. Deactivate and then activate the KSK.

D. Create a Delegation Signer (DS) record in the parent hosted zone.
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A company is using AWS Organizations to implement a multi-account strategy. The company does not have on-premises
mftastructure. All workloads run on AWS. The company currently has eight member accounts. The company anticipates that it will
have no more than 20 AWS accounts total at any time.

The company issues a new security policy that contains the following requirements:

* No AWS account should use a VPC within the AWS account for workloads.

* The company should use a centrally managed VPC that all AWS accounts can access to launch workloads in subnets.

* No AWS account should be able to modify another AWS account's application resources within the centrally managed VPC.

* The centrally managed VPC should reside in an existing AWS account that is named Account-A within an organization.

The company uses an AWS CloudFormation template to create a VPC that contains multiple subnets in Account A. This template
exports the subnet IDs through the CloudFormation Outputs section.

Which solution will complete the security setup to meet these requirements?

¢ A Use a CloudFormation template in the member accounts to launch workloads. Configure the template to use the
Fn:importValue function to obtain the subnet ID values.

e B. Use a transit gateway in the VPC within Account-A. Configure the member accounts to use the transit gateway to access
the subnets in Account-A to launch workloads.

e C. Use AWS Resource Access Manager (AWS RAM) to share Account-A's VPC subnets with the remaining member
accounts. Configure the member accounts to use the shared subnets to launch workloads.

¢ D. Create a peering connection between Account-A and the remamning member accounts. Configure the member accounts to
use the subnets in Account-A through the VPC peering connection to launch workloads.

ER: C
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The correct answer is C. Use AWS Resource Access Manager (AWS RAM) to share Account-A's VPC subnets with the
remaining member accounts. Configure the member accounts to use the shared subnets to launch workloads.

This answer is correct because AWS RAM is a service that helps you securely share your AWS resources across AWS accounts,
within your organization or organizational units (OUs), and with IAM roles and users for supported resource types1.One of the
supported resource types is VPC subnets2, which means you can share the subnets in Account-A's VPC with the other member
accounts using AWS RAM. This way, you can meet the requirements of using a centrally managed VPC, avoiding duplicate VPCs
n each account, and launching workloads in shared subnets. You can also control the access to the shared subnets by using [AM
policies and resource-based policies3, which can prevent one account from modifying another account's resources.

The other options are incorrect because:

A .Using aCloudFormation template in the member accounts to launch workloads and using the Fn:ImportValue fimction to obtain
the subnet ID values is not a solution, because Fn:ImportValue can only import values that have been exported by another stack
within the same regiond. This means that you cannot use Fr:ImportValue to reference the subnet IDs that are exported by Account-
A's CloudFormation template, unless all the member accounts are in the same region as Account-A. This option also does not avoid
creating duplicate VPCs in each account, which is one of the requirements.

B . Using a transit gateway in the VPC within Account-A and configuring the member accounts to use the transit gateway to access
the subnets in Account-A to launch workloads is not a solution, because a transit gateway does not allow you to launch workloads
in another account's subnets. A transit gateway is a network transit hub that enables you to route traffic between your VPCs and on-
premises networks5, but it does not enable you to share subnets across accounts.

D . Creating a peering connection between Account-A and the remaining member accounts and configuring the member accounts to
use the subnets in Account-A through the VPC peering connection to launch workloads is not a solution, because a VPC peering



connection does not allow you to launch workloads in another account's subnets. A VPC peering connection is a networking
connection betweentwo VPCs that enables you to route traffic between them privately6, but it does not enable you to share subnets
across accounts.

References:

1:What is AWS Resource Access Manager?2:Shareable AWS resources3:Managing permissions for shared
resources4:Fn:ImportValue5:What is a transit gateway?6:What is VPC peering?
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A company is using [AM Organizations. The company wants to restrict [AM usage to the eu-west-1 Region for all accounts under
an OU that is named "development." The solution must persist restrictions to existing and new IAM accounts under the development
ou.
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Version®™: "2012-10-17",
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‘aws:PrincipalARN": "arn:aws:iam::*:role/ANSExecution”
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{
"Version™: "2012-10-17",
"Statement”: [
{

i

"Sid": "DenyNonDefaultRegions™,
*Effect": "Deny”,
"NotAction™: { Q
<Desired Global Sexwice "
"Resource”: "*", L 2
“Condition": \
"'S"nnquotsqu
"aws: Ro oq:.on"' [

q ' £ P:lnclpalm" : "arn:aws:iam::*:role/AWSExecution"
}

@cC. Include the following SCP on the development OU

{
"Version": "2012-10-17",
"Statement™: [
{
"8id": "DenyNonDefaultRegions"™,
"pffact™: "Dtny".

"NotAction™: [ Q
<Donrod Global Sef¥ices

"Resource™: "*", L

"Condition": \
"stringEqua 19&
"aws: egion": |

=1"

O

be

A@Lika“: {

* ws:PrincipalARN": “"arn:aws:iam::*:role/AWSExecution®




D Include the following SCP on tra.ma Z 0 n

" -_._.r‘,_-\.-,.l-..‘,_ia-=-, i
"aws JRoMeIPedRagion™:

Fus=gaast-1"

"aws:FrincipalARN": “arn:aws:iam::*:role/ANSExecution®

A. Option C
B. Option A
C. Option B
D. Option D
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A company is using IJAM Secrets Manager to store secrets for its production Amazon RDS database. The Security Officer has
asked that secrets be rotated every 3 months. Which solution would allow the company to securely rotate the secrets? (Select
TWO.)

¢ A. Place the RDS instance in a private subnet and an IAM Lambda function inside the VPC in the private subnet. Configure a
Secrets Manager interface endpoint. Schedule the Lambda function to run every 3 months to rotate the secrets.

¢ B. Place the RDS instance in a public subnet and an IAM Lambda function outside the VPC. Schedule the Lambda function
to run every 3 months to rotate the secrets.

e C. Place the RDS instance in a private subnet and an [AM Lambda function outside the VPC. Configure the private subnet to
use an internet gateway. Schedule the Lambda function to run every 3 months lo rotate the secrets.

¢ D. Place the RDS instance in a private subnet and an [AM Lambda function inside the VPC in the private subnet. Schedule
the Lambda function to run quarterly to rotate the secrets.

¢ E. Place the RDS instance in a private subnet and an [AM Lambda function inside the VPC in the private subnet. Configure
the private subnet to use a NAT gateway. Schedule the Lambda finction to run every
3 months to rotate the secrets.

ER: AE
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these are the solutions that can securely rotate the secrets for the production RDS database using Secrets Manager. Secrets
Manager is a service that helps you manage secrets such as database credentials, API keys, and passwords. You can use Secrets
Manager to rotate secrets automatically by using a Lambda function that runs on a schedule. The Lambda finction needs to have
access to both the RDS instance and the Secrets Manager service. Option B places the RDS instance in a private subnet and the
Lambda function in the same VPC i another private subnet. The private subnet with the Lambda fimction needs to use a NAT
gateway to access Secrets Manager over the internet. Option E places the RDS instance and the Lambda function in the same
private subnet and configures a Secrets Manager interface endpoint, which is a private connection between the VPC and Secrets
Manager. The other options are either insecure or incorrect for rotating secrets using Secrets Manager.
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