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Nutanix NCP-US-6.5 A& Z:

FH E|

¢ Analyze and Monitor Nutanix Unified Storage
FH 1 ¢ Describe the use of Data Lens for data security

¢ Troubleshoot issues related to Nutanix Objects
=M 2 ¢ Troubleshoot issues related to Nutanix Volumes

¢ Troubleshoot issues related to Nutanix Files
FH 3 e Explain Data Management processes for Files and Objects

o Identify the steps to deploy Nutanix Files

Al 4 ¢ Given a scenario, determine product and sizing parameters
¢ Deploy and Upgrade Nutanix Unified Storage
¢ Performupgrades

=M 5 * maintenance for Files
¢ Objects implementations
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EE #84

An admmistrator has created a volume and needs to attach it to a windows host a via iISCSI. The data Services IP has been
configured in the MS iSCSI Initiator, but no target are visible.

What is most likely the cause this issue?

A. The host' s IP address is not authorized to access the volume.
B. The CHAP password configured on the client is incorrect.

C. The host's IQN is not authorized to access to the volume.

D. The CHAP Authentication has not been configured on the client.

HqE: C
MY
Nutanix Volumes uses IQN-based authorization to control access to volumes. The administrator must specify the IQN of the host

that needs to access the volume when creating or editing the volume. If the host's IQN is not authorized, it will not be able to see the
target in the MS iSCSI Initiator3. References: Nutanix Volumes Administration Guide3

HE #85
An admmnistrator has planned to copy any large files to a Files share through the RoboCopy tool. While moving the data, the copy
operation was interrupted due to a network bandwidth issue. Which command option resumes any mterrupted copy operation?

A. robocopy with the /s option

B. robocopy with the /z option

C. robocopy with the /r option

D. robocopy with the /c option

HY: B

M,

Nutanix Files, part of Nutanix Unified Storage (NUS), provides CIFS (SMB) shares that can be accessed by Windows clients.
RoboCopy (Robust File Copy) is a Windows command-line tool commonly used to copy files to SMB shares, such as those
provided by Nutanix Files. The administrator is copying large files to a Files share using RoboCopy, but the operation was
mterrupted due to a network bandwidth issue. The goal is to resume the interrupted copy operation without restarting from scratch.
Analysis of Options:

* Option A (robocopy with the /c option): Incorrect. The /c option is not a valid RoboCopy option.

RoboCopy options typically start with a forward slash (e.g,, /z, /s), and there is no /c option for resuming interrupted copies.

* Option B (robocopy with the /s option): Incorrect. The /s option in RoboCopy copies subdirectories (excluding empty ones) but
does not provide functionality to resume interrupted copy operations. It is used to define the scope of the copy, not to handle
mterruptions.

* Option C (robocopy with the /z option): Correct. The /z option in RoboCopy enables "restartable mode," which allows the tool to
resumme a copy operation from where it left off if it is interrupted (e.g, due to a network issue). This mode is specifically designed for
copying large files over unreliable networks, as it checkpoints the progress and can pick up where it stopped, ensuring the copy
operation completes without restarting from the beginning,

* Option D (robocopy with the /r option): Incorrect. The /r option in RoboCopy specifies the number of retries for failed copies
(e.g., /r3 retries 3 times). While this can help with transient errors, it does not resume an interrupted copy operation from the point
of interruption-1t retries the entire file copy, which is inefficient for large files.

Why Option C?

The /z option in RoboCopy enables restartable mode, which is ideal for copying large files to a Nutanix Files share over a network
that may experience interruptions. This option ensures that if the copy operation is interrupted (e.g., due to a network bandwidth
issue), RoboCopy can resume from the point of interruption, minimizing data retransmission and ensuring efficient completion of the
copy.

Exact Extract from Microsoft Documentation (RoboCopy):

From the Microsoft RoboCopy Documentation (available on Microsoft Docs):



"/z : Copies files in restartable mode. In restartable mode, if a file copy is interrupted, RoboCopy can resume the copy operation
from where it left off, which is particularly useful for large files or unreliable networks." Additional Notes:

* Since RoboCopy is a Microsoft tool interacting with Nutanix Files SMB shares, the behavior of RoboCopy options is standard
and not specific to Nutanix. However, Nutanix documentation recommends using tools like RoboCopy with appropriate options
(e.g., /z) for reliable data migration to Files shares.

* Nutanix Files supports SMB features like Durable File Handles (as noted in Question 19), which complement tools like
RoboCopy by maintaining session state during brief network interruptions, but the /z option directly addresses resuming the copy
operation itself

Microsoft RoboCopy Documentation, Section: "RoboCopy Command-Line Options" (Microsoft Docs).
Nutanix Files Administration Guide, Version 4.0, Section: "Data Migration to Nutanix Files" (Nutanix Portal).

EHE #86

An admmnistrator created a bucket for an upcoming project where internal users as well as an outside consultant .... Object Browser.
The admmnistrator needs to provide both internal and consultant access to the same bucket.

The organization would like to prevent internal access to the consultant, based on their security policy.

Which two items are requires to fulfill this requirement (Choose two.)

A. Generate access keys using third-party software.

B. Install third-party software for bucket access to all users.

C. Generate access keys based on directory and email-based users.
D. Configure Directory Services under the Access Keys section

dH: CD

HE:

Nutanix Objects supports directory services integration, which allows administrators to configure access keys based on directory
and email-based users. This enables granular access control and security for buckets and objects. The administrator can configure
directory services under the Access Keys section in Prism Central, and then generate access keys for internal users from the
directory service and for the consultant from an email address2. Reference: Nutanix Objects Administration Guide2

HE #87
Which port is required between a CVM or Prism Central to insights,nutanix.com for Data Lens configuration?

A0
B. 1
C.2
D.3

He. D

ME:

Data Lens is a SaaS that provides file analytics and reporting, anomaly detection, audit trails, ransomware protection features, and
tiering management for Nutanix Files. To configure Data Lens, one of the network requirements is to allow HTTPS (port 443) traffic
between a CVM or Prism Central to insights.nutanix.com. This allows Data Lens to collect metadata and statistics from the FSVMs
and display them in a graphical user interface. Reference: Nutanix Files Administration Guide, page 93; Nutanix Data Lens User
Guide

EE #88
With the settings shown on the exhibit, if there were 1000 files in the repository, how many files would have to be... anomaly alert to
the administrator?

0%
m
o



MH.

With the settings shown on the exhibit, if there were 1000 files in the repository, 10 files would have to be deleted within an hour to
trigger an anomaly alert to the administrator. Anomaly alert is a feature that notifies the administrator when there is an unusual or
suspicious activity on file data, such as mass deletion or encryption. Anomaly alert can be configured with various parameters, such
as threshold percentage, time window, minimum number of files, and so on. In this case, the threshold percentage is set to 1%, which
means that if more than 1% of files in a repository are deleted within an hour, an anomaly alert will be triggered. Since there are

1000 files in the repository, 1% of themis 10 files. Therefore, if 10 or more files are deleted within an hour, an anomaly alert will be
sent to the administrator. Reference: Nutanix Files Administration Guide, page 98; Nutanix Data Lens User Guide
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