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Linux Foundation CKAD certification exam

The CKAD Exam tests the candidate's ability to design, build, configure, and expose cloud-native applications for Kuberetes.
CKAD exam s conducted in a hands-on, performance-based format, where candidates are required to solve real-world problems
using Kubernetes. CKAD Exam Tests the candidate's proficiency in various tasks, such as deploying applications, configuring
storage, networking, security, and troubleshooting,

Linux Foundation Certified Kubernetes Application Developer Exam Sample
Questions (Q76-Q81):

NEW QUESTION # 76

You have a Deployment named 'wordpress-deployment' that runs 3 replicas of a Wordpress container with the image
'wordpress:latest You need to ensure that wnen a new image is pusned to the Docker Hub repository 'my-wordpress-
repo/wordpressaatest' , tne Deployment automatically updates to use the new image. Additionally, you need to set up a rolling
update strategy where only one pod is updated at a time- The maximum number of unavailable pods at any given time should be 1.

Answer:

Explanation:

See the solution below with Step by Step Explanation.

Explanation:

Solution (Step by Step) :

1. Update the Deployment YAML.

- Add 'magePullPolicy: Always' to the container definition to ensure the deployment pulls the latest image from the Docker Hub
repository even if a local copy exists.

- Set 'strategy-type: Rollingupdate’ to enable a rolling update strategy.

- Configure 'strategy.rollingupdate. maxonavailable: I ' to allow only one pod to be unavailable during the update process.

- Set 'strategy-rollingUpdate.maxSurge: O' to restrict the number of pods added during the update to zero.

NEW QUESTION # 77
Refer to Exhibit.

Set configuration context:

T JLINUX

kubectl contig

use-context, kBs

Context

You are tasked to create a secret and consume the secret in a pod using environment variables as follow:

Task

* Create a secret named another-secret with a key/value pair; keyl/value4

* Start an nginx pod named nginx-secret using container image nginx, and add an environment variable exposing the value of the
secret key key 1, using COOL_VARIABLE as the name for the environment variable inside the pod

Answer:

rem—-literal=keyl=valued

run=client -o yaml > nginx secret
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NEW QUESTION # 78

You are managing a Kubernetes cluster with multiple teams working on different projects. Each team needs its own isolated
environment within the cluster to deploy tneir applications and manage their resources witnout interfering With others. Describe how
you would use Kubernetes namespaces to achieve this, and provide an example of how you might configure a namespace for a team
working on a new e-commerce application.

Answer:

Explanation:

See the solution below with Step by Step Explanation.

Explanation:

Solution (Step by Step) :

1. Create Namespaces for Teams: use 'kubectl create namespace command to create namespaces for each team. For exanple,
'kubectl create namespace ecom-tean.

2. Configure Resource Quotas: Set resource limits for each namespace using 'kubectl create -f command. This prevents one team
from consuming all the resources available on the cluster Heres a sample resource quota file:

metadats:
name! ECom- oMM qUOTS
niamespaces, Scom-tean

3. Apply Role-Based Access Control (RBAC): IJse 'kubectl create -f* command to define role bindings for each team This allows
you to control the actions that each team can perform within their namespace. Here's a sample role binding file:



apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: ecom-team-binding
namespace: ecom-team
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: ecom-téam-role
subjects:
- kind: User
name: ecom-user

apiGroup: rbac a:gl-lhll-l x&s .do
4. Create Resources within the Namespace: Deploy your applications and other resources within the dedicated namespace for the
e-commmerce team. For exanple, you can deploy a 'Deployment Witn the following configuration:

apiVersion: apps/vl
kind: Deployment
metadata:
name: ecom-app-deployment
namespace: ecom-team
spec:
replicas: 3
selector:

matchLabels:

app: .ecom-app
template:
metadata:
labels:
app: ecom-app
spec:
containers:
- name: ecom-app
age: ¢ % e/ecom-app:latest

"

5. Verify Namespace Configuration: LJse 'kubectl get namespaces' to list all namespaces, and 'kubectl describe namespace to view

details of a specific namespace. 6. Manage Namespace Access: You can use tools like 'kubectl' or a graphical user interface (GIJT)
to manage the access rights and resources within each namespace. 7. Cleanup: When a team no longer needs a specific namespace,
you can delete it using 'kubectl delete namespace '.

NEW QUESTION # 79

Context
LINUX
figuration context:

[student@node-1] $ I kubectl config

use-context, k8S'

Context

As a Kubernetes application developer you will often find yourself needing to update a running application.
Task

Please complete the following:



* Update the app deployment in the kdpd00202 namespace with a maxSurge of 5% and a maxUnavailable of 2%
* Perform a rolling update of the web1 deployment, changing the Ifcencfngnx image version to 1.13
* Roll back the app deployment to the previous version

Answer:

Explanation:
Solution:
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NEW QUESTION # 80

You have a Deployment named 'wordpress-deployment' that runs 3 replicas of a WordPress container. You need to implement a
persistent volume claim (PVC) for each pod that stores the website data, and you want to ensure that the data persists even if the
pod is deleted or restarted. The PVC should be created using a storage class named 'standard' with a capacity of 10Gi.

Answer:

Explanation:
See the solution below with Step by Step Explanation.
Explanation:
Solution (Step by Step) :
I). Create a Storage Class:
- Create a 'standard' storage class:
.wil-'ers;a LskBddgedlns. fo/v1
kind: stnras:{lu:
metadata:
name: standard
provisioneps Ruberfietes. do/goe-pd

paranctens?
thph:" pd-standard

- Apply the YAML file: bash kubectl apply -f standard-storage-class-yaml 2. Create a Persistent Volume Claim: - Create a PVC
named 'wordpress-pvc' with a request for [OGi storage and using the 'standard' storage class:

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: wordpress-pyc
spec:
accessModes:
- ReadWriteQnce

resources; [ JLINU
requests:
storsge: 1061
stardgeClasshame: standard

- Apply the YAML file: bash kubectl apply -f wordpress-pve.yaml 3. Update the Deployment - Update the Swordpress-
deployment' YAML file to mount the PVC to each pod:

apivers » OHP>/ VL
kind: DéplaykehiN U X
metadata: N
name: wordpress-deployment
spec:
replicas: 3
selector:
matchLabels:
app: wordpress
template:
metadata:
labels:
app: wordpress
spec:
containers:
- name: wordpress
image: wordpress:latest
ports:
- containerPort: 80
volumeMounts:
- name: wordpress-data
mountPath: /var/www/html
volumes:
- name: wordpress-data
persistentVolumeClaim:

L T T i o

- Apply the updated YAML file: bash kubectl apply -f Hw.o.rdt-ipress- deployment_yaml 4. Verify the Deployment - Check the status of
the deployment using 'kubectl get deployments wordpress-deployment' to confirm the rollout and updated replica count. - Use



'kubectl describe pods -1 app=wordpress' to confirm that each pod is using the 'wordpress-pvc' and the website data is stored in the
persistent volume. - You can now access the WordPress website through the service that is associated with the Deployment. 5. Test
Data Persistence: - Delete or restan one of the pods in the deployment. - Observe that the website data remains intact because the
PVC is persistent and the data is stored in the underlying volume.,

NEW QUESTION # 81
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