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Which authentication method is commonly used in synthetic web tests to ensure secure access to web applications?

e A SAML
¢ B. OAuth
¢ C. Digest authentication
¢ D. Basic authentication

Ef: A
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fEERA -
Security Assertion Markup Language (SAML) is commonly used in synthetic web tests to ensure secure access to web applications,
providing authentication and authorization capabilities in network assurance.

HP#23
‘Which agent type is responsible for conducting synthetic user interactions with web applications?

A. Cloud integration agent

B. Synthetic user agent

C. Virtualization agent

D. Local collection agent

E. Scripting agent

F. Remote management agent

_EE%: B\ E

R -
Synthetic user agents and scripting agents are responsible for conducting synthetic user interactions with web applications in network
assurance, facilitating performance monitoring and testing,

HH #24
What is the first step in setting a metric baseline for network performance analysis?

A. Collect historical data

B. Analyze network traffic patterns

C. Define key performance indicators (KPIs)
D. Establish alert thresholds

Ef#: C

fEE L2
Defining key performance indicators (KPIs) is the mnitial step in setting a metric baseline for network performance analysis.

R #25
What is a primary advantage of passive monitoring over active monitoring?

¢ A Passive monitoring can directly measure the performance of specific network services or protocols.

¢ B. Passive monitoring can measure the network's performance under synthetic conditions.

e (. Passive monitoring can provide real-time data on network performance without adding traffic to the network.4
¢ D. Passive monitoring allows for the generation of test traffic to simulate user behavior.

EfE: C

AR :

In theDesigning and Implementing Enterprise Network Assurance (300-445 ENNA)architecture, a critical design consideration is
the impact of the monitoring solution on the production environment. The primary advantage ofpassive monitoring(Option B) is its
non-intrusive nature; it provides msights into network performance and traffic composition without injecting additional "synthetic"
overhead into the data plane.

Passive techniques-such asCisco Meraki Insight (MI), NetFlow, and SNMP-rely on the telemetry generated by existing user traffic
or the device's own control plane. For exanmple, Meraki Insight analyzes HTTP/S flows as they naturally pass through a Meraki MX
appliance to derive application performance scores, rather than sending separate probes.5This ensures that the monitoring tool itself
does not consume bandwidth or contribute to network congestion, which is particularly vital in bandwidth-constrained branch
environments or on high-utilization links.

In contrast,active monitoring(Options A and C) requires the deliberate generation of synthetic traffic, which can potentially skew
results if the volume is too high or if the network is already at capacity. While active monitoring is essential for proactive
troubleshooting (measuring performance before users complain), passive monitoring is the preferred method for long-term historical
analysis of real user experience and infrastructure utilization because it captures what is actually happening on the wire. Option D is a
shared capability; both types can measure specific services, but only passive monitoring does so while remaining transparent to the



network load. Therefore, the lack of added traffic is the definitive advantage of the passive approach.

HH #26

Refer to the exhibit.

A network admin has been tasked with monitoring the IPv6 record and name server resolution times with different agents. Select the
two actions that the engineer must take to meet the requirements.

A. Create a DNS Server test monitoring the NS record

B. Create a DNS Server test monitoring the A record

C. Create a DNS Trace test monitoring the ANY record
D. Create a DNS Trace test monitoring the NS record

E. Create a DNS Server test monitoring the AAAA record

_EE%: A\ E

-

According to theDesigning and Implementing Enterprise Network Assurance (300-445 ENNA) curriculum, DNS testing is a
fundamental component of ensuring application availability and performance.

The ThousandEyes platform provides two primary types of DNS tests:DNS ServerandDNS Trace.

To satisfy the specific requirements of monitoring]Pv6 recordsandname server resolution times, the engineer must utilize theDNS
Server test. This test type is designed to measure the performance of specific DNS servers by querying them for particular resource
records.

* Monitoring [Pv6 Records:In the DNS system, [Pv6 address records are known asAAAA records.

Therefore, to monitor the availability and resolution of IPv6 addresses for a domain, the engineer must create a DN'S Server test and
set the query type toAAAA(Option B).

* Monitoring Name Server Resolution Times:To measure how long it takes for a DNS server to return the authoritative name
servers for a domain, the engineer must query forNS (Name Server) records.

By creating a DNS Server test targeting theNS record(Option D), the platform can provide granular metrics on the response time
and availability of those specific records from the perspective of the selected agents.

DNS Trace tests(Options C and E) are less suitable for measuring specific resolutiontimesof a single server; instead, they are used to
visualize the entire delegation path from the root servers down to the authoritative servers to identify where a "break" in the chain
occurs. Furthermore, anA recordquery (Option A) only provides the IPv4 address, failing the requirement to monitor IPv6. By
selectingDNS Servertests forAAAA andNSrecords, the admmistrator ensures they have the precise performance data needed to
baseline and troubleshoot the organization's DN'S health.
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