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Developer Prüfungsfragen mit Lösungen (Q135-Q140):
135. Frage 
Your ecommerce application receives external requests and forwards them to third-party API services for credit card processing,
shipping, and inventory management as shown in the diagram.

Your customers are reporting that your application is running slowly at unpredictable times. The application doesn't report any
metrics. You need to determine the cause of the inconsistent performance. What should you do?

A. Install the OpenTelemetry library for your respective language, and instrument your application.
B. Install the Ops Agent inside your container and configure it to gather application metrics.
C. Modify your application to read and forward the X-Cloud-Trace-Context header when it calls the downstream services.
D. Enable Managed Service for Prometheus on the Google Kubernetes Engine cluster to gather application metrics.

Antwort: A

Begründung:
https://cloud.google.com/trace/docs/trace-app-latency

136. Frage 
Your team detected a spike of errors in an application running on Cloud Run in your production project. The application is
configured to read messages from Pub/Sub topic A, process the messages, and write the messages to topic B. You want to conduct
tests to identify the cause of the errors. You can use a set of mock messages for testing. What should you do?

A. Deploy the Pub/Sub and Cloud Run emulators on your local machine. Deploy the application locally, and change the
logging level in the application to DEBUG or INFO. Write mock messages to topic A, and then analyze the logs.
B. Use the Google Cloud console to write mock messages to topic A. Change the logging level in the application to DEBUG
or INFO, and then analyze the logs.
C. Deploy the Pub/Sub emulator on your local machine. Point the production application to your local Pub/Sub topics. Write
mock messages to topic A, and then analyze the logs.
D. Use the gcloud CLI to write mock messages to topic A. Change the logging level in the application to DEBUG or INFO,
and then analyze the logs.

Antwort: A

Begründung:
https://cloud.google.com/pubsub/docs/emulator

137. Frage 
You are designing an application that uses a microservices architecture. You are planning to deploy the application in the cloud and
on-premises. You want to make sure the application can scale up on demand and also use managed services as much as possible.
What should you do?

A. Create a GKE cluster in the cloud and install open-source Kubernetes on-premises. Use an external load balancer service
to distribute traffic across the two environments.
B. Install a GKE cluster in each environment with Anthos, and use Cloud Build to create a Deployment for your application in
each cluster.
C. Deploy open source Istio in a multi-cluster deployment on multiple Google Kubernetes Engine (GKE) clusters managed by
Anthos.
D. Create a GKE cluster in each environment with Anthos, and use Cloud Run for Anthos to deploy your application to each
cluster.



Antwort: D

Begründung:
https://cloud.google.com/anthos/run
Integrated with Anthos, Cloud Run for Anthos provides a flexible serverless development platform for hybrid and multicloud
environments. Cloud Run for Anthos is Google's managed and fully supported Knative offering, an open source project that enables
serverless workloads on Kubernetes.

138. Frage 
You have written a Cloud Function that accesses other Google Cloud resources. You want to secure the environment using the
principle of least privilege. What should you do?

A. Create a new service account that has Editor authority to access the resources. The deployer is given permission to act as
the new service account.
B. Create a new service account that has a custom IAM role to access the resources. The deployer is given permission to act
as the new service account.
C. Create a new service account that has a custom IAM role to access the resources. The deployer is given permission to get
the access token.
D. Create a new service account that has Editor authority to access the resources. The deployer is given permission to get the
access token.

Antwort: B

139. Frage 
You manage a microservice-based ecommerce platform on Google Cloud that sends confirmation emails to a third-party email
service provider using a Cloud Function. Your company just launched a marketing campaign, and some customers are reporting that
they have not received order confirmation emails. You discover that the services triggering the Cloud Function are receiving HTTP
500 errors. You need to change the way emails are handled to minimize email loss. What should you do?

A. Increase the Cloud Function's timeout to nine minutes.
B. Configure the sender application to retry the execution of the Cloud Function every one second if a request fails.
C. Configure the sender application to write emails to Memorystore and then trigger the Cloud Function.
When the function is triggered, it reads the email details from Memorystore and sends them to the email service.
D. Configure the sender application to publish the outgoing emails in a message to a Pub/Sub topic. Update the Cloud
Function configuration to consume the Pub/Sub queue.

Antwort: D

Begründung:
This is a robust and scalable approach. By decoupling the email sending process using Pub/Sub, you introduce a queueing
mechanism. This ensures that even if the Cloud Function encounters an issue, the email messages are not lost but remain in the
queue. Additionally, Pub/Sub can handle high throughput and provides retry mechanisms.

140. Frage
......
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