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Sample Questions (Q281-Q286):

NEW QUESTION # 281
In the OSPF protocol for wide area networks, what is the propagation range of a Type 1 LSA (Router LSA)?

A. Propagation throughout the OSPF autonomous system

B. Spreads only within the core area (Area 0)

C. Propagates in the region where the LSA was generated and its adjacent regions.

D. It only propagates within the area where the router that generated the LSA is located.

Answer: D

NEW QUESTION # 282
Inan MPLS VPN network, which of the following failures will cause "the CE device to fail to learn the VPN routes advertised by
the PE device'"?

A. The PE device does not have a routing protocol configured between CE and PE.
B. MPLS LSPs between PEs are established normally.

C. OSPF neighbor between CE and PE is established normally.

D. The VRF instance and interface are correctly bound on the PE device.

Answer: A

NEW QUESTION # 283
Inan MPLS VPN network, when a PE device receives a VPNv4 route advertised by another PE device, which of the following
operations can "convert the route into an IPv4 route and advertise it to the local CE device'?

A. Enable the MPLS protocol on the CE device to directly receive VPNv4 routes.

B. Configure route translation on the P device to convert VPNv4 routes to IPv4 routes.

C. Configure routing policies on the PE device to export VPNv4 routes to a CE-PE routing protocol (such as OSPF).
D. No configuration required; PE devices automatically convert and advertise routes.

Answer: C

NEW QUESTION # 284
In Huawei's SD-WAN solution, which of the following security technologies can ensure the security of communication between
branches and headquarters/cloud, preventing data leakage?

(Multiple choice)

A. TPsec encrypted tunnel (encrypts transmitted data packets)

B. Application layer firewall (filters unauthorized application traffic, such as malicious attacks)

C. Identity authentication (e.g., branch devices accessing the SD-WAN network via certificate authentication)
D. Turn off the firewall and allow all traffic to pass through .

E. Data is transmitted in plaintext, without encryption or authentication mechanisis.

Answer: A,B,C
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NEW QUESTION # 285
(Free mobility is deployed on a campus network through iMaster NCE-Campus. To enable a policy enforcement point to obtain IP-
security group entries, which of the following methods can be used?)

¢ A Ifthe policy enforcement point is also an authentication point, iMaster NCE-Campus proactively pushes IP-security group
entries to it.

¢ B. iMaster NCE-Campus proactively pushes IP-security group entries to policy enforcement points regardless of the
scenario.

e (. Ifthe policy enforcement point is not an authentication point, administrators need to configure IP- security group entry
subscription on iMaster NCE-Campus, which then pushes IP-group entries to the policy enforcement point.

e D. Ifthe policy enforcement point is not an authentication point, the authentication point pushes IP- security group entries to it.

Answer: A,C,D

Explanation:

In the Huawei free mobility solution based on iMaster NCE-Campus,IP-security groupsare used to associate user identities with IP
addresses so that consistent security policies can be enforced regardless of user location. Apolicy enforcement point (PEP)must
obtain IP-security group entries to correctly match traffic against security policies.

‘When the policy enforcement pointis not an authentication point, it cannot directly learn user identity information during access
authentication. In this scenario, one supported method is to configurelP-security group entry subscriptionon iMaster NCE-Campus.
After subscription is configured, iMaster NCE-Campus pushes the corresponding IP-security group entries to the policy
enforcement point, which matches option A.

Another valid approach in this case is described in option B. If the authentication point and policy enforcement point are separate
devices, theauthentication point can push [P-security group entriesto the policy enforcement point after successful user
authentication. This ensures that enforcement devices receive real- time identity information.

Ifthe policy enforcement pointalso fimctions as an authentication point, it can directly interact with iMaster NCE-Campus. In this
scenario, iMaster NCE-Campusproactively pushes [P-security group entriesto the device, as stated in option C.

Option D is incorrect because iMaster NCE-Campus does not push [P-security group entries indiscriminately in all scenarios. The
distribution mechanism depends on the role of the device and whether subscription or authentication-based pushing is configured.
Therefore, the correct answers are A, B, and C.

NEW QUESTION # 286
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