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What is a recommended approach for removing malware persistence mechanisims?
Response:

¢ A Performing a system format on all workstations
¢ B. Isolating the infected systens from the network
¢ C. Reinstalling the operating system

¢ D. Updating all third-party applications

Ef#: B

B #77
What is a characteristic of DNS tunneling as a data exfiltration technique?
Response:
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A. High bandwidth data transfer capacity

B. Primarily used for infiltrating data into a network
C. Requires physical access to the network

D. Difficult to detect due to legitimate use of DN'S

Ef#: D

HM #78
Which tool is often used for threat modeling in adversary emulation exercises?
Response:

A. CALDERA
B. Kali Limux
C. Burp Suite
D. Mimikatz

EfE: A

B #79
What is a disadvantage of using deception techniques, such as honeypots, in network security?
Response:

A. They can accidentally catch legitimate users

B. They significantly slow down the network

C. They can be easily identified by experienced attackers
D. They are illegal in some jurisdictions

Ef#: C

B #80
What is the primary purpose of adversary emulation?
Response:

A. To simulate potential attacks from real-world adversaries
B. To create new malware for defensive testing

C. To monitor network traffic in real-time

D. To exploit vulnerabilities in the network

EfE: A
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